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Abstract of the contribution: This contribution provides some analysis on the security threats related to MME management and maintenance access and propose some requirements to counter the threats.
1 Introduction  
This contribution analizes the security threat and requirement on MME and hope to trigger the security threat and requirement discussion of MME.
2 Analysis
In the LTE network architecture, the MME is responsible network access, radio resourcement, mobility management, and security functions that is crucial for the operations in LTE. It also interfaces to other network management entities and maintenance entities such as OAM servers, PCRF, provisioning servers or configuration servers for many essential network operations and services in LTE. The security of the management interfaces is an integral part of the overall security of operations in LTE networks. Without adequate security on these interfaces, many threats and attacks are possible that can put the network and its users in jeopardy.  The following threats are possible on the management and maintenance interfaces:
On the MME, attacker may gain unauthorized access through one of the management or maintenance interfaces. If this happens, the attacker can gain control of the MME and potentially the control of the system, resulting in compromise of sentitive user data, system data, and management data. More serious, it may disrupt and disable normal system operations.  Gaining access to the MME may also allow the attackers to gain access to other network elements such as HSS, S-GW, and eNB through S6a, S11, and S1 interfaces respectively if these interfaces are not protected. The results can be devastating.  Note that 3GPP specification allows for the use of NDS/IP for the protection of S6a, S11, and S1 interfaces, but the use is at the discretion of the operators.
Access to the MME from the management or maintenance interfaces must be protected.  Any access not only needs to be limited to a small set of authorized personnel, but it should also be authenticated.

It is proposed to add the above threats to the TR along with the following security requirements:

1) The access to MME from any network entities from the management or maintenance networks shall be based on mutual authentication between the MME and that network entity.
2) MME and any network entities from the management or maintenance networks shall support TLS for both authentication and secure tunnel establishment based on digital certificate. 

3) The access to MME shall support the use of access control mechanism. Access control may be used to allow access from a pre-defined IP address, a range of pre-defined IP addresses, combination of IP address and port numbers, etc.

3 Proposal

It is proposed to include the analysis below to TR 33.8xx.

4 pCR 

***
BEGIN CHANGES
***
X Security threats and requirements on MME Management and Maintenance interfaces

X.1 Security threats on MME management and maintenance interfaces
On the MME, attacker may gain unauthorized access through one of the management or maintenance interfaces. If this happens, the attacker can gain control of the MME and potentially the control of the system, resulting in compromise of sentitive user data, system data, and management data. More serious, it may disrupt and disable normal system operations.  Gaining access to the MME may also allow the attackers to gain access to other network elements such as HSS, S-GW, and eNB through S6a, S11, and S1 interfaces respectively if these interfaces are not protected. The results can be devastating.  Note that 3GPP specification allows for the use of NDS/IP for the protection of S6a, S11, and S1 interfaces, but the use is at the discretion of the operators.

X.2 Security requirements on MME Management and Maintenance interfaces
1) The access to MME from any network entities from the management or maintenance networks shall be based on mutual authentication between the MME and that network entity.
2) MME and any network entities from the management or maintenance networks shall support TLS for both authentication and secure tunnel establishment based on digital certificate. 

3) The access to MME shall support the use of access control mechanism. Access control may be used to allow access from a pre-defined IP address, a range of pre-defined IP addresses, combination of IP address and port numbers, etc.
***
END OF CHANGES
***
