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Abstract of the contribution: This contribution proposes a modification of the security requirements in key issue #1.1 to protect the tranfer of configuration related data both ways
Discussion 
Currently the security requirements in key issue #1.1 only protect the transfer of data from the server to the UE. These should be changed to enable protectionin both directions, as otherwise the configuration request could be eavesdropped, replayed or forged. It is also proposed to align the language between the integrity and the confidentiality and replay requirements.
Proposal 

It is proposed that SA3 agree the inclusion of the below pCR in the TR

Proposed pCR

5.1.1.3
Security requirements

The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be confidentiality protected 

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be protected from replays 

The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.

