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Security procedures for restricting the USIM to specific UEs


8.x Network-based procedures

8.x.1 General

This clause specifies how the use of a USIM can be restricted to specific MEs. The solution is optional for implementation in ME, ME/SGSN and HSS/HLR. So as to provide a flexible update path to a more secure solution, the HSS may either support; 

1) Checking of allowed IMEI/IMSI pairs as specified in subclause 8.x.2.1 or, 

2) Authentication using an already established KME as specified in subclause 8.x.2.2.2 in addition to 1), or 

3) Establishing a shared KME in the HSS and ME as specified subclause 8.x.2.2.3 in addition to 1) and 2) . 

When the HSS is supporting 1) and working with a MME or with a SGSN/MSC that supports Automatic Device Detection mechanism as specified in TS 23.060 [x] (ADD), the operator has a network based checking for allowable IMSI/IMEI pairs. When the HSS is supporting 2) and working with UEs that also support the feature, the operator can pre-provision KME into the ME and HSS and benefit from a cryptographic binding to enforce the restriction of USIMs to specific devices. When the HSS is supporting 3) with UEs and MME/SGSN that also support this feature, the operator can benefit from the cryptographic binding with the addition of a way to mange the KMEs in the MEs and hence avoid the need for pre-provisioning the KME. 

8.x.2
Security procedures 

8.x.2.1
Checking of allowed IMEI/IMSI pairs in HSS

In order to secure that only authorized combinations of USIMs and MEs are used, the HSS may hold a list of authorized combinations of  IMEI(SV)s per IMSI. During EMM/GMM/MM procedures the SGSN, MME or MSC indicates any new IMSI-IMEI(SV) pair to the HSS as described in TS 23.060 [x], TS 23.401 [y] and TS 23.012 [z]. For IMSI with a list of authorized IMEI(SV)s if the HSS detects an IMEI(SV) not in the authorized list then the HSS informs the MME, SGSN or MSC and the EMM/GMM/MM procedure shall be rejected (with appropriate existing reject message and reject cause value). If an authorized IMSI-IMEI(SV) combination is detected by the HSS, the HSS accepts the registration from the UE. 
NOTE: The function relies upon the Automatic Device Detection mechanism as specified in TS 23.060 [x] being supported in the MSC and SGSN for them to identify a new IMSI and IMEI combination and provide also the IMEI to the HSS.  
If the SGSN or MSC does not support the Automatic Device Detection mechanism which , as specified in TS 23.060 [x] and TS 23.012 [z], e.g., in a visited network, then it is a home operator choice whether to accept or reject the UE.
8.x.2.2
Authentication using an already established KME
8.x.2.2.1
General 

IMEI(SV) validation leverages a symmetric common secret, KME, between the UE and the 3GPP HSS. The KME is used by the HSS for encrypting the RAND value that is sent to the UE during the AKA protocol. In particular, the RAND value that is included in each Authentication Vector, sent by the HSS to MME/SGSN, is encrypted using KME as the cipher key. Only the MEs that have the proper KME are able to decrypt the original value of the RAND before submitting it to the UICC for authentication. If the ME manages to successfully decrypt RAND using KME, then the properly decrypted value will be provided to UICC and will be used for generating the RES value. Otherwise, AKA will fail. Specifically, if the ME is not in possession of the KME that was used by the 3GPP network to encrypt RAND, ME will not be able to decrypt and recover the value of RAND and therefore, UICC will not be able to compute the correct value of RES or other security context parameters.
If the RAND is encrypted by the HSS using KME, then the “device binding bit” in the AMF field of AUTN shall be set to 1 to indicate to the UE that the RAND value is the encrypted RAND. 
8.x.2.2.2
Procedure

This subclasue describes how the authentication procedure works when the ME and HSS have the same KME for the subscription that is inserted in the ME. 

The steps of the verification process are depicted in Fig. 8.x.2.2.2-1 below, and are explained in what follows.


Fig. 8.x.2.2.2-1: Binding using a shared secret between HSS and UE
1.
When generating the Authentication Vector(s) associated with a specific IMSI, HSS uses the IMEI-IMSI association as an indicator of which KME to use for encrypting the RAND parameter that is included in each AV. The HSS encrypts the RAND of the generated Authentication Vector as described in subclause 8.x.3.1 of this document. The HSS also sets the “device binding bit” (defined in TS 33.102 [aa]) in the AMF field of AUTN to 1.

2.
The AV with encrypted RAND is sent to the Serving System.

3.
The MME/SGSN sends the (encrypted) RAND and AUTN parameters to the UE. 

4.
The ME checks whether the device binding AMF bit in the AUTN is set to 1. If it is set to 1, the ME uses the pre-provisioned KME to decrypt the received encrypted value of RAND. 

5.
Once the RAND is decrypted as specified in the subclause 8.x.3.1 of the current document, the ME forwards the (decrypted) RAND and AUTN to UICC. 

6.
UICC uses the received RAND value to calculate RES. 

7.
UICC returns the RES to the ME.

8.
UE further sends the computed RES to MME/SGSN.  

9.
MME/SGSN compares the RES to the XRES (included in the AV sent by HSS), in order to authenticate the UE. If authentication is successful, then the IMSI-IMEI binding has been verified. If authentication is unsuccessful, then either UICC is not valid, or UICC has been installed into an unauthorised device. In either case, service will not be granted.

8.x.2.3
Establishing a shared KME in the HSS and ME
This subclause contains the details of how a shared KME can be established in the HSS and ME. 

This procedure follows the basic principles listed below:

· The HSS send KME to the serving core network

· The serving core network node (CNN), either an MME or SGSN, is responsible for generating the Nonce that is used to challenge the UE and checking the response.

· If the authentication of the UE is successful, then the serving network node sends the KME back to the HSS/HLR along with the IMSI and IMEI in the Update Location message

· The re-authentication procedure provides the UE with confirmation that the new established KME is properly stored in the HSS/HLR and shall now be used.

The following figure 9.2.3-1 shows the message flows:
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Fig. 8.x.2.3-1
KME Provisioned by the HSS with assistance of the CNN 

The following only includes the changes to the legacy procedures.

0.  The HSS/HLR has been pre-provisioned with a list of allowable IMSI/IMEI pairs and the public key associated with the IMEIs are available to the HSS/HLR. 

1. The UE performs the normal attach procedure. It includes the KME_Check parameter which is formed by hashing its stored KME and the subscription identity included in this message, as described in Annex X.3.

2. The CNN and UE complete an authentication, establishment of security. The core network node also requests and receives the IMEI from the UE. As part of the process of authenticating the UE, when the CNN requests AVs, it passes the KME_Check parameter and the identity received in step 1 to the HSS. The HSS can check that it has the same KME stored as the UE by calculating its own version of KME_Check and comparing it with the received value. If these values are different the HSS/HLR indicates to the CNN that it needs to provision a new KME.

3. The core network node requests an encrypted KME and AV from the HSS/HLR. It does this by sending the IMEI and IMSI to the HSS/HLR in the K_ME Request transaction. 

4. The HSS/HLR generates a new KME and encrypts it with the public key of the received IMEI. The HSS/HLR sends both the encrypted KME and the KME to the core network node. The HSS/HLR also returns the AV bound to the new KME.

5. The CNN generates a 128-bit Nonce to challenge the UE.

6. The CNN sends the encrypted KME and Nonce to the UE. 

7. The UE decrypts KME and calculates the 64-bit ME_Rsp (as described in Annex X.2) from KME and Nonce. The UE uses the newly received KME instead of any previously held KME. The UE keeps the previous KME and reverts to it if there is no successful authentication with an AV bound to the new KME before the UE goes into idle.

8. The UE sends the ME_Rsp back to the CNN. 

9. The CNN checks the ME_Rsp is correct 

10. The CNN re-authenticates the UE with the AV bound to the new KME which it received from the HSS/HLR in step 4. After a successful authentication bound to the new KME, the UE takes the new KME as the permanent KME associated with the USIM in use, and deletes any previous KME.

Note: It is possible to combine the above step with messages 6 and 8. It is left to the stage 3 group to decide which is the best way.

11. The CNN takes the new security context into use by running the appropriate security procedures if necessary 

12. The CNN sends the location update including the new KME to the HSS/HLR. 
13. The HSS/HLR stores the KME with the IMSI if the IMSI/IMEI pair is allowed. The HSS/HLR then keeps this KME for the IMEI/IMSI pair.
8.x.3 Security Functions

8.x.3.1 Encryption of the RAND parameter

The RAND parameter associated with the generated Authentication Vector shall be encrypted by the HSS and decrypted by the ME using the procedures described below. Figure 8.x.3-1 illustrates the use of the ciphering algorithm to encrypt RAND as a plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext RAND may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext, or encrypted RAND.
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Figure 8.x.3-1 Encryption and decryption of RAND parameter.
Encryption of RAND shall be performed using 128-bit AES [cc] in ECB mode [dd].

The sequence of 128-bit input block bits shall be set to the value of plaintext, or RAND being processed, for encryption and to the value of the ciphertext, or encrypted RAND, for decryption.

The 128-bit cipher key named KEY shall be set to the value of the KME key.

The output block of the algorithm will represent the ciphertext, or the encrypted value of RAND, when encryption is done, and conversely, the plaintext, or a recovered value of RAND, when decryption is done.
Annex X (normative):
Key derivation functions

X.1
KDF interface and input parameter construction

X.1.1
General

This annex specifies the use of the key derivation function (KDF) specified in TS 33.220 [8] for the current specification. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

X.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [bb], FC values allocated for this specification are in range of 0x49 – 0x4F. 

X.2
ME_Rsp derivation function

When deriving a ME_Rsp from KME and the Nonce in the UE and the CNN the following parameters shall be used to form the input S to the KDF. 
-
FC = 0x49,

-
P0 = NONCE,

-
L0 = length of NONCE (i.e. 0x00 0x0F)

The input key shall be the KME.
X.3
KME_check derivation function

When deriving a KME_Check from KME and the the identity included in the message sent from the UE to the CNN the following parameters shall be used to form the input S to the KDF. 
-
FC = 0x4A,

-
P0 = IMSI, P-TMSI or GUTI,

-
L0 = length of identity parameter

The input key shall be the KME.
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1. HSS uses the KME associated with the particular IMEI to encrypt RAND. The encrypted RAND (encRAND) replaces the original RAND in the AV associated with the specific IMSI.





6. UE/UICC obtains the (decrypted) value of RAND and uses it for generating RES, as well as other security context parameters, as per the regular AKA process.





2. Authentication Vector(s)





3.  [encRAND, AUTN]





4. ME uses KME to decrypt encRAND. The decrypted value is provided to UE along with AUTN





5.  [RAND, AUTN]





7. [RES]





8. [RES]





9. SGSN/MME uses RES to authenticate the UE, as per the regular AKA process. Failure suggests that either UICC or ME is not authorized.
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