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1 Introduction

This document presents complete evaluation on security of small data transmission, since there were updates to the TR 33.868 from SA3#73 and the evaluation in section 5.7.6 giving comparasion between different solutions should reflect impacts as awell as benefits.
2 Discussion

Issue 1: threat analysis in 5.7.2.1
In 5.7.2.1 “Small data encapsulation in the NAS”, the following Editor’s note is valid:

Editor’s note: Small data when transferred over the NAS signalling may overload the NAS, strictly control protocol, with UP content. Since such content will be generated by potentially hundreds of millions devices, overload protection and protection against DOS attacks might be necessary in MME. Further analysis of how to protect the MME is needed.Whether this is a valid threat is FFS.
Attacks described in the same section is valid:

“… a normal UE may send fake MO small data to SCSs through operator network to get some services, or a malicious but legitimate UE which is only permitted to receive small data (e.g. simple controller) may send UE MO small data to SCSs, or yet another malicious but legitimate UE which has MO small data function may deliver fake small data to SCSs with which UE has no MO small data service subscription, or millions of malicious UEs may send MO small data simultaneously to perform DoS attacks on the operator network or SCSs.”
The above reveals security issues in NAS based solution 5.7.4.1 (for SA2 solution 1 and 2) and SA2 solution 3. Therefore, the threats analysis in section 5.7.2.1 should be taken into account into the evaluation for NAS security based solutions.
Issue 2: NAS COUNT wrap around
Alghouth NAS COUNT may seem to be a large number, there is no restriction on how many and how frequent UE can send small data in idle. UE may stay in idle and keep sending small data till NAS COUNT is to wrap around, which cause AKA or NAS re-keying.
Issue 3: NAS security based solution and ciphering
1. As described in section 5.7.4.1.2 copied below,
“SA2’s control plane solutions include NAS solution 1 in clause 5.1.1.3.1, NAS solution 2 in clause 5.1.1.3.2, and T5-based solution in clause 5.1.1.3.3 in SA2’s TR23.887, all these solutions need to encapsulate small data in NAS PDUs and transfer them in NAS messages. Besides, the partly ciphering solution is just used to protect the small data in NAS message between UE and MME, but it does not care how to transfer the small data to the target SCS/AS from MME. So the partly ciphering solution suits for all three control plane solutions.”
One can conclude that:

a) SA2 solution 3 needs the support of partly ciphering.
b) Partly ciphering solution can only protect small data between UE and MME.
2. In the LS replied to SA2 (S3-130843), it was agreed in the table that “Impacts to UE and MME are FFS.”
The above should be taken into account in evaluation.

3 Proposal
We propose SA3 to approve the following change to TR 33.868 according to the discussion above.
********************** 1st CHANGE ***************************
5.7.6.4
Security Solutions of Small Data Transfer in NAS PDU

· The security solution 1 provides necessary integrity and confidentiality protection for small data transfer in NAS PDU, and make optimization on signalling simultaneously.
· Lack of security context: Solution 1 can address this issue.

· When the solutions are applied, the consumption of NAS COUNT will be increased. But NAS security counter wraparound is not a problem because the normal NAS COUNT range is about [0, 224-1] mentioned in TS 33.401, section 9.2.2.2 [13].
Editor’s Note: Further study is needed for NAS COUNT, when UE stays in idle and keeps sending small data it may trigger AKA or NAS re-keying due to NAS COUNT wrap around.
Both solution 1 and solution 2 reuse the existing NAS layer security for protecting uplink small data packets in NAS PDU. For small data encryption, the additional requirement is the partial ciphering of the initial L3 message which is currently only integrity protected without encryption. Such partial ciphering solution has the following impacts on the UE and the MME. 
Additional UE requirements: 

· Set new value for “Security header type” IE  and partially cipher initial L3 message
Additional MME requirements:
· Be able to identify whether the initial L3 message is ciphered or not,  and partially decipher the initial L3 message
********************** 2nd CHANGE ***************************
5.7.6.7
Overall Evaluation 

In this section all different solutions for Small Data Transmission are compared from a security perspective. For convenience, the SA2 solutions are divided into three different groups. 

All solutions that include small amounts of data sent using control plane NAS messages belong to the category “CP”:

1: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security

2:Optimised handling of C-plane connection for Small Data and Device Trigger

3:Standalone Small Data Service with T5/Tsp and generic NAS transport. MTC-IWF based Secure Solution for Small data transmission (clause 5.7.4.4) is a potential security solution for 3 being discussed in SA3.
Solutions proposing user plane transport in connectionless mode are combined in the “UP” category:

4: Stateless Gateway for cost efficient transmission of infrequent or frequent small data

6a: Small Data Fast Path

6b: Connectionless

Optimizations like data piggy-backing, combining of messages or re-using of existing security context are combined in the category “OPT”:

5: Downlink small data transfer using RRC message
7: Service Request signalling reduction by RRC message combining

8: Optimized Service Request procedure for UEs with a single bearer

9: Lean Service Request Procedure

Note: SA2 informed (S3-130618/ S2-132327) that solutions 4, 5, 7 and 9 are dropped by SA2 from Rel-12.

Note: Solution 8 has been concluded with no security impact. Therefore, evaluation on category “OPT” is skipped.

Criteria for an overall evaluation contain the impact to existing elements (eNB, MME, SGW, and UE) from security point of view. Additional criterias are implications to service aspects like Lawful Interception (LI), Mobility aspects, restrictions on the usage (e.g. one radio bearer only), charging aspects, and the efficiency of the optimization. Although the evaluation in this TR is security related in general, important criterias for evaluation are the magnitude of chances to the existing security framework, security protocols, and key hierarchy. 

Among solutions in category “CP”, both solution 1 and solution 2 have security impacts on the UE and the MME for supporting the partly ciphering of initial L3 message. Also, the issue of whether or not the partial ciphering may violate the current NAS protocol layer security concepts is still un-clarified for solutions 1 and 2. However partly ciphering can reduce the consumption of the encryption. 
Editor’s Note: Benefit from “partly ciphering” needs to be clarified.
For all of the solutions in category “CP”, it doesn’t need to use AS security context and no need to derive AS keys such as KRRC INT, etc. and the KeNB transfer from MME to eNB. 
Solution 3 utilizes the current NAS security for protecting small data transferred through NAS PDU between UE and MME, it needs partly ciphering solution and may impose higher load on existing security functions. It does not provide security protection against 1) DOS attack to MME and/or SCS, and 2) UE maliciously sending small data. These security issues remain unclarified. 
Editor’s Note: Impacts to UE and MME are FFS.
MTC-IWF based Secure Solution is a security solution for Solution 3, it  introduces newsecurity protocol stack between the UE and the MTC-IWF with impacts to UE, MME, HSS and MTC-IWF (as shown in Section 5.7.6.3.2). New security association between UE and MTC-IWF is achieved by key generation/derivation and algorithm negotiation procedure leading to new security context establishment etc. And it also needs to impact MME and/or HSS to generate and transfer such security parameter to UE and MTC-IWF. As impacts, extra security features are needed on UE, MTC-IWF, MME and/or HSS and also their interfaces. As benefits, it prevents attacks from UE or SCS, provides security when there is no pre-established NAS security, and reduces load to MME, as shown in Section 5.7.6.3.1. MTC-IWF based solution shifts encryption/decryption burden of security process from MME to MTC-IWF for SDT, if NAS signalling encryption is not required. 
Among solutions in category “UP”, solution 4 has been dropped from Rel-12 as decided by SA2. 

· Solution 6a as analyzed in 5.7.6.5 introduces new security functions in the UE, the SGW, the MME, and the eNB,  and modifies the existing security framework (incl. deviation from the current EPS security architecture, new security protocol). It may also introduce the new threats leading to small data reaching the wrong destination. 
· Solution 6b as analyzed in 5.7.6.2, comes at the expense of  increased complexity in  the UE, the eNB and the MME,  as well as increased resource consumption due to the caching of AS security contexts and related tokens in UE and eNB. 
Note: According to SA2#100, all SA2 solutions for “efficient small data transmission” are dropped from Rel-12.

**********************END OF CHANGE***************************
