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Abstract of the contribution: 
This contribution proposes to ask ETSI SAGE to provide an evaluation report with information on performances for TUAK algorithm. 
1. Introduction
3GPP Work Item on TUAK was agreed during last SA3#73 meeting (November 2013) since ETSI SAGE provided three Technical Specifications related to TUAK algorithm. After the SA3 meeting, ETSI SAGE sent a LS on TUAK design rationale to address SA3 interest in understanding the rationale behind the design and evaluation fo TUAK. ETSI SAGE LS briefly outlined this rationale. 

This contribution identifies the need to have additional information regarding the evaluation of TUAK algorithm. 
2. Analysis 
· 3GPP Technical Report on design and evaluation of TUAK
When MILENAGE was specified, a Technical Report was issued in addition to the set of Technical Specifications related to MILENAGE algorithm: 
· 3GPP TR 33.909 “3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation”
In this 3GPP TR 33.909, several sub-sections of chapter 10 “Evaluation” are dedicated to implementation aspects of MILENAGE with information regarding the performances: 
· RAM size requested

· ROM size requested

· Execution time (in cycles) 

These performances are given for MILENAGE implementations with and without protections againt side channel attacks. E.g. section 10.6 and 10.7 of 3GPP TR 33.909 v11.0.0. 
In the scope of TUAK algorithm, similar information regarding performances for implementations with and without protections is needed. Information on memory sizes and execution time are requested to determine whether products implementing TUAK algorithm address technical constraints as MILENAGE did. At the moment, we did not find any indication on performances in documents referenced by ETSI SAGE for TUAK design rational and evaluation. 
· Types of attacks
In TR 33.905, the protections implemented to secure the algorithm were against Simple Power Analysis (SPA), Differential Power Analysis (DPA) and Timing Attacks. 

Due to the state of the art evolution of physical attacks on cryptographic algorithms and tools, new types of attacks and corresponding countermeasures exist and should be taken into account in the evaluation report. 

We recommend that the evaluation covers at least the following attacks:

· Side channel attacks: Simple Power/Electromagnetic Analysis (SPA/SEMA), Differential Power/Electromagnetic Analysis (DPA/DEMA), Correlation Power/Electromagnetic Analysis (CPA), Template attacks and Timing attacks

· Fault attacks: differential  and collision attacks

· Flexible input and output sizes
The size of some inputs (e.g. keys) has strong impacts on the performances in secure mode (implementation with protections against attacks). 

Ideally, the evaluation should take into account all possible combination of input and output sizes. However, in case that the number of combination to study should be restricted, at least the scenarios where the input and output size are similar to MILENAGE (e.g. 128 bit-key) should be considered in order to enable comparison with MILENAGE performances. Information on ratio to apply when switching from 128-bit size to 256-bit size would be welcome, if it exists and is known. 

· Material for implementation

The performances on unsecure and secure versions should be provided for TUAK straightforward implementation on 32-bit CPU core without specific KECCAK or TUAK hardware features.
3. Proposal
Consequently, we kindly propose SA3 to review the previous analysis and agree:

· To ask ETSI SAGE to provide evaluation report with information regarding performances for TUAK implementation with and without protections against attacks on a 32-bit CPU core without specific KECCACK or TUAK hardware features. 

The protections should be against side channel (SPA/DPA/CPA/Template attacks and timing attacks) and fault attacks. 

· To create a SA3 Technical Report “Design and Evaluation Report” (e.g. 3GPP TR 35.abc) containing ETSI SAGE information on TUAK design rationale and evaluation. The SA3 WID on TUAK algorithm should be updated accordingly. 
