3GPP TSG SA WG3 (Security) Meeting #74
S3-140118
20-24 January 2014; Taipei, Taiwan 

revision of S3-14abcd
Source:
Ericsson
Title:
Dual connectivity algorithm negotiation 
Document for:
Approval
Agenda Item:
7.7.3 Other SAE/LTE Security Issues
Work Item / Release:
SEC12
Abstract of the contribution: This contribution gives a proposal for algorithm negotiation for both architecture 1A and 3C. It also proposes normative CR text that is believed to be suitable for TS 33.401 directly.
1 Introduction 
This contribution gives a proposal for algorithm negotiation for both architecture 1A and 3C. It also proposes normative CR text that is believed to be suitable for TS 33.401 directly.
The contribution does not deal with the start of security. That is, it takes no stance on whether encryption is started in the UE with the RRC reconfiguration procedure run between the MeNB or at a later stage when the UE interacts with the SeNB. Likewise, the contribution takes no stand on when or how security is started in the SeNB. These issues are FFS when more details of the LTE-Uu signalling are agreed by RAN2.
2 Analysis

Since the MeNB performs encryption of all DRBs, also those associated with the SeNB, the algorithm negotiation for Architecture 3C is trivial; The same encryption algorithm that is already selected for the existing RBs shall be used also for those associated with the SeNB.
The algorithm negotiation for Architecture 1A is slightly more complex and is analysed below.

2.1 Requirements on security algorithm selection
The following requirements on the security algorithm selection from clause 7.2.4.1 of TS 33.401are relevant in this case:
b)
The serving network shall select the algorithms to use dependent on

-
the UE security capabilities of the UE,

-
the configured allowed list of security capabilities of the currently serving network entity
2.2 Algorithm negotiation procedure
Before the DRBs are established with the SeNB, the UE is already in RRC-CONNECTED state and share an AS security context with the MeNB. In particular, the MeNB has the UE EPS security capabilities and the UE and the MeNB has agreed on encryption and integrity algorithms for the RBs they use.
According to clause 8.1.4.1 of TR 36.842 v1.0.0, the MeNB at this point may decide to request an SeNB to establish DRBs for the UE. This request message will be referred to as X2 SeNB Addition/Modification Request from hereon (c.f. naming used in Annex G of TR 36.842). The SeNB then creates a container with configuration information which is returned to the MeNB in a message called X2 SeNB Addition/Modification Command below. The MeNB then configures RRC of the UE with the information received from the SeNB.

The existing components of the EPS algorithm negotiation can be integrated in the above signalling as follows:
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Figure 2.2-1. Overview of selection procedure

0.
The UE and the MeNB share an AS security context.
1.
The MeNB request that the SeNB establishes DRBs for the UE. The request includes the UE EPS security capabilities and the encryption algorithm the MeNB and the UE are currently using.

2.
The SeNB identifies the highest priority algorithm in its locally configured list and that is also present in the UE EPS security capabilities. If the identified algorithm is different from the one indicated by the MeNB, the SeNB overrides the choice made by the MeNB and includes the locally identified algorithm in the response message. If the two algorithms are the same, the SeNB does not include any algorithm indicator in the response.
3.
The MeNB configures the RRC layer in itself and the UE via the RRC reconfiguration procedure. If there was an indication of an algorithm in the X2 SeNB Addition/Modification Command, that is included in the RRC reconfiguration request to the UE. If there algorithm indication is included, the associated algorithm is used for the SeNB DRBs; if there is no algorithm identifier included, the UE and the SeNB uses the same encryption algorithm as is used for the SRBs between the UE and the MeNB. The SeNB was informed about which algorithm that is in message 1.
The MeNB does not need to be configured with the algorithms supported by the SeNB, nor need the MeNB know the local algorithm priority list of the SeNB. This is because the MeNB can over-ride the algorithm included in SeNB Addition/Modification Request message.

2.3 Relations to key derivation

To keep the security level in LTE intact, the encryption key shall be bound the algorithm with which it is used. The proposed scheme above prevents the key establishment option that the actual encryption key is derived by the MeNB and included in the SeNB Addition/Modification Request message. 

This can be remedied in several ways. One way is that the SeNB uses the algorithm indicated in the SeNB Addition/Modification Request. This has the drawback that the MeNB must have knowledge of the SeNB's local algorithm priority list. This makes configuration and node management more complex.
Another solution is that additional X2-messages are added that signals the encryption key to the SeNB after the SeNB has transmitted the SeNB Addition/Modification Command to the MeNB. This has the drawbacks that the MeNB needs to be able to parse the containers sent from the SeNB (this is an FFS in TR 36.842 v1.0.0), but more importantly, adding more X2 messages does on fit into the signalling structure, see, e.g., Annex G of TR 36.842 v1.0.0. 

A third option is that the MeNB derives a separate KeNB for the SeNB, which is included in the SeNB Addition/Modification Request, and the SeNB then derives the encryption key locally. This seems to be the best choice, since it keeps all the properties of the procedures and there are no apparent benefits with requiring the MeNB to derive the encryption keys for the SeNB directly.
3 Proposal
It is proposed that SA3 agree on the described way of algorithm negotiation for dual connectivity and includes the CR text below in TS 33.401.
It is assumed that SA3 will first produce a "super-CR", or a TR collecting the work on dual connectivity before including the whole feature in one go. Therefore a proper CR template has not been provided with this change. However, the pCR text below is what a proper CR implementing the above procedure can look like.

4 pCR 

***
BEGIN CHANGES
***
7.2.4.2.x
Small Cell Enhancement
Architecture 1A

When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the SeNB selected for the UE for the SRBs to the SeNB in the X2 SeNB Addition/Modification Request message. Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Command message
If the MeNB an AS encryption algorithm indication in the X2 SeNB Addition/Modification Command message, the MeNB shall forward the indication to the UE during the RRC-RECONFIGURATION procedure that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRC-RECONFIGURATION procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.
Editor's Note:
The names of the SeNB Addition/Modification Request, SeNB Addition/Modification Command and RRC-RECONFIGURATION messages need to be aligned with the RAN2 and RAN3 specifications when they are stable.
Architecture 3c
In this architecture, encryption of all RBs is performed in the MeNB. The encryption of all DRBs, in particular the SeNB DRBs, shall use the same AS encryption algorithm as is used on the SRBs.
Editor's Note:
The names of the Architectures (1A and 3C) needs to be aligned with RAN2/RAN3 specifications when they settle on the issue.
***
END OF CHANGES
***
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