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Abstract of the contribution: Demanding at least one 3GPP security solution apart from application layer security.
6
Key Issues
6.X
Key issue: Level of applying security for mitigation of GCSE risks/threats

6.X.1
Key issue details

3GPP TR 23.768 [3] specifies that for the Multipoint Service functionality BM-SC and MBMS-GW in the core network is used, the BM-SC providing the applications with the MBMS service information for the various GCSE_LTE groups using MBMS. 

MBMS security (3GPP TS 33.246 [7]) was designed to not only counter the normal threat of eavesdropping, but also the threat that valid subscribers may have no interest in maintaining the privacy and confidentiality of the communications, and they may therefore conspire to circumvent the security solution, e.g. circumventing the secure access to commercial Pay TV. 

It needs to be analyzed if GCSE can reuse MBMS security and whether GCSE risks and threats can be sufficiently covered by MBMS security functions. 
Is MBMS security which is controlled by operators appropriate to satisfy GCSE security needs? 
Or, would a security solution at the GCSE application layer be more appropriate?  
Or, would security mechanisms at both layers be needed?

6.X.2
Threats

6.X.3
Security requirements

6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. 
Mark dependencies to other key issues and also any stage 2 solution that is part of.

It has been decided that GCSE applications will use eMBMS as 3GPP transport layer in Rel.12. For the GC2 interface between GCSE_AS and BM-SC, eMBMS may need some enhancements because of GC2, but they should be as minor as possible. Furthermore, it has been decided that any GCSE application is out of scope in 3GPP Rel.12, e.g. specified by TETRA or P.25 or some country/regulator specific development.

4 options seem feasible for dealing with security to media data

Option A

· use non-3GPP standard GCSE group management, key distribution, and security by GCSE_AS 

· If the application provides e2e encryption, it can use MBMS without security. Key management for the group communication lays in the responisibility of the GCSE_AS or a third party, but not the network provider.

· No trust in 3GPP operator wrt confidentiality is needed. 3GPP network is responsible for availability.

Option B

· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCSE_AS; 

· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option C


· use non-3GPP standard GCSE group management by GCSE_AS; 

· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option D


· use the full MBMS security by BM-SC in 3GPP system, as defined in TS 33.246. 
· If a trust relation between GCSE provider and 3GPP provider exists, the GCSE_AS can also request BM-SC to take care of group management, key distribution and encryption itself, i.e. the full MBMS security specification can be used. 

· GC2 interface shall be protected by NDS and provide the necessary information from AS to BM-SC.

Since it seems to be a clear demand from the Public Safety community that group management is under GCSE_AS authority, option A should be supported. For 3GPP to specify GCSE securiy at least one of Options B, C, D should be supported in addition.

6.X.5 
Evaluation
Editor’s Note: ffs which options are feasible in Rel.12

