Page 1



3GPP TSG-SA WG3 Meeting #74 
(S3-140066
Taipei, Taiwan, 20-24 January 2014
revision of S3-xxx
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.401
	CR
	xxx
	rev
	xx
	Current version:
	xx.x.x
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	x
	Core Network
	


	

	Title:

	Key Derivation for Simultaneous Small Cell connections

	
	

	Source to WG:
	Alcatel-Lucent

	Source to TSG:
	S3

	
	

	Work item code:
	xxx
	
	Date:
	2014-01-08

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	Small Cell Enhancement architecture option 1A proposes addition of offload connection to other small cells while maintaining a connection with a mater MeNB hosting the RRC. Currently there is only one connection between the UE and an eNB and there is only one security association. With addition of offload cell connections, the UE needs to maintain multiple associations towards more than one eNB. To support this simulataneous offload connections  a new key computation scheme is needed. Specific concerns addressed in the solution are:

1. UE maintaining two simultaneous security contexts for MeNB and SeNB.

2. Current Horizontal and Vertical key computations are left untouched.

3. Introduces a new function for key computation in a small cell

4. Current backwards security of the keys is maintained.

5. No new Security threats are introduced.



	
	

	Summary of change:
	A new key derivation function for the target offload small cell using a new ‘small cell counter’ (SCC) parameter and new function code(FC). Different procedural aspects of the small cell offload addition and key computation are described in a new section 7.2.8.5. The key derivation function is described in annex A.15. Other sections of the document are untoched, since they are not affected by it.

	
	

	Consequences if not approved:
	Lack of security for small cell offload connections.

	
	

	Clauses affected:
	Adds new subsection 7.2.8.5 and annex A.15

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***
BEGIN CHANGES
***
7.2.8.5 
Key Derivation for Simultaneous Small cell connections

7.2.8.5.1 Offload Small Cell Keys
For deriving keys for simultaneous small cell connections, the scheme uses a parameter ‘small cell counter (SCC)’ and a new key derivation function to compute the target KeNB of the target small cell being added. 
SCC maintained by a MeNB as part of its UE context is a monotonically increasing counter which starts with value 1 for the first cell added, and is incremented each time a small cell is added for the UE. If the MeNB decides to turn off the simultaneous connection (due to mobility of UE) and later decides to re-start the offloading to the same SeNB, the SCC value only keeps increasing, thus keeping the computed security context fresh.

When a MeNB decides to add a small cell SeNB for data offloading for UE, it sends the target cell a request message for the offload connection.  The initiating cell MeNB calculates the key to be used SKeNB for the UE connection in the target SeNB.

To follow the current key derivation procedure, security key SKeNB is derived as the KDF(KeNB, S), where KeNB is the currently active key of the MeNB (denoted as MKeNB), the KDF is the key derivation function defined in 3GPP TS 33.220 annex B with the new function code FC, and the S parameter is derived using the SCC and other SeNB cell-specific parameters (target PCI, length of PCI, EARFCN-DL, length of EARFCN-DL, SCC, length of SCC).

From SKeNB the MeNB and UE derive further keys for integrity and ciphering: SKUPint, SKUPenc, SKRRCint, SKRRCenc for the target cell as needed. 
If computation of correct keys by the UE is verified, the UE connection is allowed, otherwise the connection request from UE is rejected.
The SeNB also computes the User Plane (UP) integrity and ciphering keys SKUPInt and SKUPenc to be used by the UE based on the SKeNB it received from MeNB. After the successful connection establishment, ciphering key SKUPenc is used for the user plane encryption in the target cell SeNB. If user plane integrity is turned on, the SKUPint is used for integrity check.
Note that the scheme allows simultaneous multiple connections to more than one cell controlled by a macro eNB. Key hierarchy supports multiple connections if so decided by MeNB. 

Race Conditions: In case of race conditions or message loss etc it may happen that the offload connection for a UE is de-allocated by MeNB but SeNB retains the UE context along with the keys, KSeNB etc. And MeNB may start a fresh offload request to the same SeNB. Hence if an SeNB receives an offload connection request for the same UE while it retains a UE context, SeNB will delete any previous context of the UE and accept the fresh KSeNB given by the MeNB and derive the subsidiary UP and CP keys fresh for a new connection.

The new key derivation function is described in annex A.15 

With the new key computation scheme, the overall key derivation scheme for UE and SeNB will be as shown below..
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7.2.8.5.2 
Key Handling during Handover

The SCC value is reset to zero at the MeNB and UE when the UE context is deleted due to S1, X2 handover or network exit of UE. When UE enters the network with another security context, i.e. another MKeNB, the SCC shall be restarted again from its initial value (+1) for the first allocation of the SeNB. 

The overall key hierarchy with existing keys along with new keys is as shown below.
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***
NEXT CHANGE
***
Annex A.X

SKeNB derivation function

SKeNB = KDF(MKeNB,S)

Following parameters shall be used to form the input S to the KDF, to derive the SKeNB from the current KeNB  of MeNB (MKeNB).

FC = 0xNN (next available consecutive code assignment, e.g. 0x1C new function code for SKeNB derivation)
P0 = PCI (target physical cell id) 
L0 = length of PCI (i.e. 0x00 0x02) 
P1 = EARFCN-DL (target physical cell downlink frequency) 
L1 = length of EARFCN-DL (i.e. 0x00 0x02)
P2 = SCC (Small Cell Counter)
L2  =  length of SCC (n.. bits for now, currently undecided)

The input key shall be the current 256-bit KeNB. 

From the computed SKeNB for the small cell, further subsidiary keys KUPenc,KUPint, KRRC enc, KRRC int are derived as needed.

***
END CHANGE
***
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