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1 Introduction

This paper considers whether it is possible to support the variety of public safety use-cases with a single security solution / set of security solutions. Finding a universal security solution for public safety users will reduce the effort required by standardisation groups, reduce implementation burden on vendors and simplify the assurance process for operators and governments.   
NOTE: This is not specific to Rel-12 work but applies to a full variety of public-safety use cases.

2 Generic Security Architecture

This section provides a description of the security functions required to support public safety group communications. It is intended to be a generally applicable security architecture, independent of the technology over which the service is provided.

The architecture includes a number of Public-Safety Security (PSS) functions. It can be viewed that three security functions manage the service:

· A PSS Provisioning/Bootstrap function which allocates keying material to PSS group entities and the PSS group management function. 

· A PSS group management function which generates and distributes group-specific keying material to PSS group entities and hence is able to manage group membership. 

· A PSS Authorisation function responsible for ensuring that only authorised UEs are able to access public-safety functions in the VPLMN. This function is out-of-scope of this paper.
PSS entities are (user or network) equipment that use the public safety group service. By definition they contain a ‘PSS Access Function’ which processes messages secured by management functions. This function will be an implicit part of a PSS entity. Two other functions may exist within the service:

· A one-to-many PSS Traffic Protection function which secures the confidentiality of the public safety group traffic against access by UEs which are not part of the group. 

NOTE: Some PSS entities may not need to have a traffic protection function.
· A PSS Decryption function which gives group members access to the traffic.

Figure 1 gives a visual representation of the interaction between these functions.
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Figure 1 – PSS Generic Security Architecture

In the following sections the functions are described in more detail.

2.1 PSS Provisioning/Bootstrap Function 

This security function allows the home network to securely connect to the PSS entity to provision material to support PSS functions. The PSS Provisioning/Bootstrap Function interacts with the PSS Access Function within the PSS entity.
The key material provisioned may be in support of group communications, but may also support wider public safety functions. For example, it may be used to provision root keying material to allow secure communication between the PSS Group Management Function and PSS Group Entities, or all keying material to support all public safety functions. 
As the service is provisioning root keying material, the function must provide at least the following two security mechanisms:

· Verification of the PSS Entity’s identity.

· Confidentiality of the provisioning/bootstrap material during transfer. 

· Authentication of the legitimacy of the function/key material

It is likely that the PSS Provisioning/Bootstrap function will be hosted centrally in, or behind the core network. It is anticipated that the function will always be hosted inside the UE's HPLMN, though VPLMN support may be required. Example PSS Provisioning/Bootstrap functions are GBA, IMS access registration (EAP-AKA), key provisioning from a KMS, or certificate provisioning from a CA. 

NOTE: The provisioning of material to the PSS group management function by the PSS Provisioning/Bootstrap function is not discussed in this paper. Depending on context, this transfer may be within the core network or to trusted end-points (e.g. Group Owners). In the first instance, the transfer will be protected by the network operator, in the second instance, the mechanism to provision Public Safety Entities may be used to setup a secure tunnel for the transfer.

2.2 PSS Group Management Function

This is responsible for assigning public safety entities into groups, removing public safety entities from groups and provisioning group keying material to group members to allow group communications. The PSS Provisioning/Bootstrap Function interacts with the PSS Access Function within the PSS entity. In general, the interaction between public safety entities and the group management function will be one-to-one and proceed as follows: 
1. Public safety entities will register with the group management function, 
2. The group management function will verify the identity of the PSS entity, potentially based on the PSS Provisioning/Bootstrap function already completed.

3. The group management function will securely distribute to the entity the appropriate group information and group key material. 
4. The public safety entity will check the distributed material is from an authorised source. 
As a result the PSS Group Management function must provide at least the following security requirements:

· Verification of the PSS Entity’s identity (potentially as a consequence of the PSS Provisioning/Bootstrap function)

· Confidentiality of distributed group material

· Authentication of distributed group material (potentially implicitly based on successful confidentiality protection).

Service key provisioning within MBMS is an example of group management function that has already been standardised (the group in this context are the service users). 

There may need to be flexibility on where this function is hosted. In general this paper does not recommend the location of functions, merely it discusses their functionality. The following locations may be appropriate for the group management function based upon context:

· In the core network (e.g. BM-SC), 
· In a public safety application server

· In a trusted edge nodes (e.g. Group Owner) 

· In a public-safety UE (e.g. Decentralised mode). 

2.3 PSS Traffic Protection Function
This one-to-many function secures the transmission of public-safety communications between public safety entities. It is contained within a PSS entity, which is managed by the above functions. The function consists of distributing a session key securely to the group, then using this session key to encrypt group communications. The function must forfil the following security requirements:

· Confidentiality of session key (so that only group members have access)

· Confidentiality of the group communications (so that only group members have access)
· In addition, there may be a requirement for the PSS entity to authenticate its identity to members of the group.

Depending on the use-case, the function could be hosted in the core-network (e.g. BM-SC), in a public safety application server (e.g. GCSE AS) or within a UE (e.g. to support direct communications). To ensure this solution can be applied to a variety of use cases, the routing of the communication is independent of the security function. This allows the solution to support network routed communications (e.g. GCSE, IMS conference), direct mode (e.g. ProSe) and relay requirements.

2.4 PSS Traffic Decryption Function 

This function decrypts public-safety communications. It is contained within a public safety entity, which is managed by the provisioning and management functions within the group service. The function is likely to reside within public-safety UEs, but could also be used within the MNO’s network if required (e.g. control centre, BM-SC, to support LI). 

3 Applying the generic solution to public safety use cases

In this section, the generic architecture above is applied to various use cases applicable to public safety users. This will aid in understanding which solutions are best able to meet the variety of solutions and hence build a generic solution to all public safety use cases.

Each use case will have detailed requirements in individual study documents. To highlight the differing requirements, a few of the potential requirements are listed after each use case.
3.1 Public Safety Broadcast (e.g. MBMS)
MBMS functionality may be used to broadcast information from the network to users of the public safety service, e.g. situational information. For MBMS, the security functions have already been defined. The Provisioning/Bootstrap function is GBA. Group Manager registration uses password authenticated HTTP between the UE and the BM-SC. The BM-SC also performs the Group Management Function and the Traffic Protection Function. MBMS UEs perform the Traffic Decryption Function.
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Figure 2: Generic SA applied to MBMS Security

3.1.1 Requirements

· PSS group entities can be network elements.

· The PSS traffic protection function can reside within the operator network.

· The traffic decryption function can be performed by a public safety UE.
3.2 GCSE (Multicast)
GCSE is designed to provide a network supported function to provide public safety users with network-routed, multicast group communications. The public-safety security functions, and the location of those functions, have not yet been defined for GCSE, although the BM-SC will be used to broadcast the communication. The Group Management Function could be hosted in an application server (e.g. GCSE-AS) or network server (e.g. BM-SC). Traffic protection could be applied at the UE (e.g. end-to-en security), the GCSE AS, or the BM-SC. 
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Figure 3: Generic Architecture applied to GCSE eMBMS Security

3.2.1 Requirements

· Similar to MBMS but with UE originated content

· UEs may be required to perform the traffic protection function.

3.3 GCSE (Unicast)
GCSE also support unicast transmissions to public safety users. The public-safety security functions, and the location of those functions, have not yet been defined, however as these are routed via SGi, rather than the BM-SC, the BM-SC cannot be used to provide security functions. This seems to imply the Group Management Function would be hosted in an application server (e.g. GCSE-AS). Traffic protection could be applied at the UE (e.g. end-to-end security) or at the GCSE AS. 
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Figure 4: Generic Architecture applied to GCSE eMBMS Security

3.3.1 Requirements

· BM-SC cannot be relied upon to provide PSS security functions (as it is not used for Unicast transmissions).
· UEs may be required to perform the traffic protection function.

3.4 ProSe in decentralised mode

It has been agreed (see 23.703) that ProSe in decentralised mode will broadcast transmissions directly to each other without requiring a connection to the network. It has also been agreed that for Rel-12, the network will perform the ‘group management’ process, and that joining/leaving groups will not be required while the UE is operating without a connection. For Rel-13 however, these functions may be required (see next Section).
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Figure 5: Generic Architecture applied to ProSe (Decentralised)
3.4.1 Requirements

· The public safety traffic protection/decryption functions can operate on the UE.

· The public safety traffic protection/decryption functions can operate independently of the network.

· The public safety security functions can operate as part of a ProSe network.

· Ability to authenticate the caller (as network cannot authenticate identity of UE).

3.5 ProSe in decentralised mode (with decentralised group management)

This use case considers the potential Rel-13 scenario where groups are able to be managed independently of the network. In this case, the group key management function is performed by an authorised UE allowing groups to be created ‘on-the-fly’. 

NOTE: It is expected this will be required to realise a managable ‘Out-of-the-box’ solution. See the ‘out-of-the-box’ use case below.

NOTE: If this use case can be realised, then a security solution for one-to-one communications has also been created as a natural consequence. To clarify, if a PS-UE can create a group independently of the network, it can create a group of size two, otherwise viewed as a one-to-one communication. 
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Figure 6: Generic Architecture applied to ProSe (Fully decentralised)

3.5.1 Requirements

These include the requirements from the decentralised mode but also:
· PSS Group Management functions can operate independently of the network.
3.6 ProSe in group-owner mode

In this use case, a group owner manages the group and all communications are routed via the group owner. A one-to-one communication is setup between the group owner and each member of the group. ProSe Solution #3.2 (S3-131135) suggests that GBA is used to bootstrap the process and describes a server known as the ‘NAF-ProSe Key Establishment server’ to manage key distribution to group owners and users. 

NOTE: from a security perspective, the Group Owner use case appears to be very similar to the Proxy use case where the Group Owner is a member of the group. 
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Figure 7: Generic Architecture applied to ProSe (Group Owner)

3.6.1 Requirements

· The group owner can decrypt and process all communications.

· The group owner can setup a direct one-to-one connection with any public safety UE.
3.7 Relay mode (network-relay or UE-relay)
Depending on the scenario, there may be a requirement to transfer encrypted packets via a relay without allowing decryption by the relay. On the other hand, there may be a requirement to include the relay in the group communication (as in ProSe group owner mode). 
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Figure 8: Generic Architecture applied to Relay

3.7.1 Requirements

· The relay can be excluded from the group communication.

· The relay can be included in the group communication.

· Ability to authenticate calling party is necessary where relay is not trusted.
3.8 Out-of-the-box operation

The ‘out-of-the-box’ use-case is where the UE can perform public safety functions prior to connection to the network (e.g. handsets stored and used in remote location where there is no coverage) 
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Figure 9: Generic Architecture applied to ‘out-of-the-box’ use-case

3.8.1 Requirements

· Messages from the Provisioning/Bootstrap function and Group Key Management function can be encapsulated into a configuration message and delivered to the PS UE prior to operation.
· For configured UEs, public safety use-cases are supported prior to connection to the network.
· There may be benefit in being able to update a configured security context in case of compromise of the group key.
3.9 IMS-managed service

An IMS-managed public-saftey service, using group communication features such as conference call, would allow operators to support public safety users as an enterprise service, enhanced with specific features such as ProSe, push-to-talk, presence and location services. It would also allow public safety UEs to securely communicate via the network where GCSE is not supported. There are already two end-to-end security services within IMS and it would be beneficial to consider if the public safety security functions could operate in a similar manner within IMS.

NOTE: This is not a Rel 12 requirement.
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Figure 10: Generic Architecture applied to IMS-managed Public-Safety Service
3.8.1 Requirements

· PSS Group management function can act as an IMS service.
· Traffic Key distribution can be attached to SIP/SDP signalling.
· PSS Traffic Protection function supports keying SRTP.
3.9 One-to-one Communication
A one-to-one communication is, by definition, not a ‘group communication’. However, if as a result of defining the security architecture for group communications, direct one-to-one communications can be achieved as a natural consequence, this would be of benefit and reduce future standardisation work. 

As part of this use-case, it is anticipated that a public safety UE wishes to create a direct one-to-one communication with another public safety UE without prior preparation or communication. Communication setup may be with or without network support. If network support exists, there are already a number of options, including IMS e2e security or creating a two-person GCSE/ProSe group. Where network support does not exist these options do not apply and the information provisioned by the PSS provisioning/bootstrap function must be sufficient for pairs of handsets to create a communication. 

NOTE: This is not a Rel 12 requirement.

NOTE: This architecture is identical to that used for fully-decentralised group management (Section 3.4). 
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Figure 10: Generic Architecture applied to network-independent, one-to-one communications
3.9.1 Requirements

· The Group management function can operate without network connectivity.
4 Unified Public Safety Security solution

The abstracted architectures provided for the use cases in Section 3 do not give a sense of a single holistic public safety security architecture. In this section the use cases are combined into a single architecture to provide an example of how the four PSS security functions might work together to meet the various use cases. The architecture is primarily derived from applying the security functions for the most demanding use case (ProSe) in a wider context.
Figure 12 provides an example architecture. It is possible that nodes may be amalgamated and not all use cases may be realised.
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Figure 11: A unified public safety security architecture
5 Evaluation of Public-safety security functions

In this section, existing security functions are compared. The evaluation and conclusion is based on an initial analysis by CESG and should not be treated as definitive.
5.1 Provisioning / Bootstrap functions

5.1.1 Options
The following are potential provisioning / bootstrap functions:

· GBA

· EAP-AKA secured (e.g. IMS service)

· Previous security context (distributed or configured at an earlier time)

Information distributed under the function could include a root key for group services, the IDENTITY keys, certificates, etc.

5.1.2 Evaluation

GBA is widely applicable, but requires handset and infrastructure support. It may not be required in the case of an IMS service or where security parameters are already installed.

5.1.3 Conclusion

Support GBA to bootstrap the security of provisioning messages. However, it may not be needed where a security context already exists (e.g. IMS) or where pre-provisioning has resulted in security parameters being already installed on the public safety entity. 
This is a roughly equivalent position to provisioning for MBMS.
5.2 Group management key distribution function

5.2.1 Options

The following are potential group key distibution functions:

· MBMS key distribution – MIKEY-PSK message created by BM-SC and encrypted by key derived from bootstrap key.
· Symmetric key distribution – Similar mechansim to MBMS, but group manager not contained in BM-SC, instead in public safety application server. This is effectively a symmetrically keyed, application-layer solution.
· IDENTITY key distribution (ProSe soln #3.1) – MIKEY-SAKKE encrypted message distributed to group members signed by group ID.

· Adapted IMS ‘KMS’ solution (KERBEROS) – Group manager encapsulates the group key using a KMS and the MIKEY-TICKET protocol. Group manager transfers message to UE. UE contacts KMS to extract group key.

· Unencrypted over another service (e.g. IMS). Protocol?? MIKEY-PSK-Unenc
· Other???
5.2.2 Evaluation

The purpose of these solutions is to provide a group key to each end point. Some solutions do not required group keys and hence this section does not apply to these solutions.
	
	PS Broad-cast (e.g. MBMS)
	GCSE (multicast)
	GCSE (unicast)
	ProSe decentralised
	ProSe decentralised (full)
	ProSe group owner
	Relay
	Out-of-the-box
	Over IMS 
	Prose 1-to-1 (network ind.)
	Effici-ent & Scalable
	Simple

	MBMS key dist
	Y
	Y
	N – no BM-SC
	N – no BM-SC
	N – requires network, no BM-SC
	N – no BM-SC
	N/A
	N – no BM-SC,cannot update
	N – no BM-SC
	N –no BM-SC, requires network
	Y
	Y

	Symmetric key dist (Adapted MBMS)
	Y – MBMS security not required
	Y
	Y
	Y
	N – requires network
	P – cannot update of GMK without network
	N/A
	P – cannot update  GMK without network
	Y
	N – requires network
	Y
	Y

	IDENT-ITY key dist
	Y – MBMS security not required
	Y
	Y
	Y
	Y
	Y
	N/A
	Y
	Y 
	Y
	Y
	P – uses IDPKC

	Adapted KMS
	Y – MBMS security not required. 
	Y
	Y
	Y
	N – requires network for access to KMS
	P – cannot update of GMK without network
	N/A
	N – requires network for access to KMS
	Y
	N – requires network for access to KMS
	P – KMS is involved in every GMK distribution
	Y

	Unenc over other service
	Y – MBMS provides security
	P – over MBMS security
	P – what service?
	P – what service?
	N – insecure without network
	P – what service?
	N/A
	N – insecure without network
	Y – IMS provides security
	N – insecure without network
	Y
	Y

	No group key required
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Table 1: Comparison of group management key distribution solutions

5.2.3 Conclusion

If a group key is required, IDENTITY solution meets the requirement. If a more simplistic solution is required, symmetric key distribution (based on MBMS) is a simple and effective method that works for many use cases. 

Hence support both MBMS key distribution mechanism and IDENTITY key distribution mechanism as public safety options. 
5.3 PSS Traffic Protection - Session key distribution function
5.3.1 Options
The following are potential session key distribution function used as part of the PSS Traffic Protection Function:

· MBMS session key distribution – MIKEY-PSK encapsulation by BM-SC
· UE-based symmetric key distribution - MIKEY-PSK encapsulation by UE. Adapted from MBMS.

· IDENTITY traffic key distribution – MIKEY-PSK with IDENTITY authentication (ProSe soln #3.1)

· Certificate-protected distribution (ProSe soln #3.4) – traffic key sent to user by group owner protected by certificate. How is group owner designated/authenticated?
· Traffic key distributed in signalling channel. How would groups be managed in this context?? User creates group like conference call?
· IMS ‘KMS’ solution – MIKEY-TICKET message provided by central KMS encapsulating the session key. How would groups be managed in this context?? User creates group like conference call?
· Other???
5.3.2 Evaluation

	
	MBMS
	GCSE (Multicast)
	GCSE (Unicast)
	ProSe decentralised
	ProSe decentralised (full)
	ProSe group owner
	Relay
	Out-of-the-box
	IMS Managed
	ProSe 1-to-1 (network ind.)
	Effici-ent & Scalable 
	Simple

	MBMS traffic key dist
	Y
	Y
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	N – no BM-SC
	Y
	Y

	UE-based Symmetric session key dist (Adapted MBMS)
	Y – MBMS security not used
	Y
	Y
	P – no auth
	P – no auth 
	Y
	N – no auth
	P – no auth
	P – no auth
	P – no auth
	Y
	Y

	IDENT-ITY traffic key dist
	Y – MBMS security not used
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	P – uses IDPKC

	Cert-based TK dist
	Y – MBMS security not used
	Y
	Y
	Y – but only small groups
	Y – but only small groups
	Y
	Y
	Y
	Y
	Y
	N – does not scale as every UE requires exchange
	P – uses PKI

	Key in signalling
	P – relies on network security
	P – relies on network security
	P – relies on network security
	N – not secure
	N – not secure
	N – not secure
	N – not secure
	N – not secure
	P – no auth
	N – not secure
	Y
	Y

	IMS KMS soln.
	Y – MBMS security not used
	Y
	Y
	N – network required
	N – network required
	N – network required
	N – network required
	N – network required
	Y
	N – network required
	P – requires KMS per call
	Y


Table 2: Comparison of traffic key distribution solutions

5.3.3 Conclusion
IDENTITY solution solves the problem in a scalable way. Effectively it is a symmetric solution with optional authentication.
If a more simplistic solution is required, the UE-based sysmmetric session key distribution function would meet the majority of requirements, but would have a weakness that there is no authentication, making it difficult to apply in Relay mode and similar. 
5.5 PSS Traffic Protection - Encryption function
5.5.1 Options
The following are potential traffic encryption functions used as part of the PSS Traffic Protection Function:

· SRTP

· IPsec (pre-shared key)

· Other???

The traffic decryption function is defined by the encryption function.

5.5.2 Evaluation
We could use the traffic key to encrypt the entire IP messaging using IPsec. This is simplest, but this may not be able to be independent of transport mechanism and would not be compatible with MBMS or IMS e2e security solutions. Likely we could use higher layer encryption such as SRTP but this may not secure all necessary services.

5.5.3 Conclusion
We should protect individual services such as SRTP rather than encrypt the transport using IPsec. 
6 Solutions

The analysis in this paper suggests that the IDENTITY solution is one of the only options to allow a unified public safety security solution. If a symmetric solution is required, the security architecture from MBMS could be adapted to provide a symmetric scheme, with groups managed in the application layer and encryption performed by the UEs. A symmetric solution would be highly limited when operating in a network-independent mode.
6.1 IDENTITY solution for public safety use

This section loosely describes what it would mean to use IDENTITY to meet public safety use cases. The solution can be seen in Figure 13. Note that after the group management function has been provisioned with the Key for the Group ID, it can operate independently of the Provisioning/Bootstrap function. This allows the solution to be used in a wider variety of use cases. 


[image: image13.emf] 

PSS Provisioning/Bootstrap Function  

P SS   Entity  

  PSS  Traffic Protectio n   Function  

PSS  Traffic   Decryption  Function  

Traffic Key Distribution Function  

  PSS  Group  Management Function  

Session & Transmission Function  

Group  Key Distribution Function  

PSS Entity  

PSS Acc ess   Function    

BSF  

HTTP S   key request for  ID(traffic protected by Ks)    

HTTP Digest AKA (Establish Ks)  

Ks  

M IKEY  GSK   delivery    (protected with   GMK )  

GMK   generation  

GMK   message  generation  

Entity _ID Key  

GSK   generation  

GSK   message  generation  

Traffic  encryption  

GMK   message  decryption  

GSK   message  decryption  

Traf fic  decryption  

GMK    

GSK    

M IKEY GMK   delivery    (protected with  Entity _ID )  

Encrypted Data   (protected with  GSK )  

??  

??  

HSS  

Zh  

Data   

Data   

Point - To - Point  

Point - To - MultiPoint  

Ks  

GSK    

GMK    

IDENTITY KMS  

Registration  

Key Request Function   

Group_ID Key  

Provision of Group ID   Key    

Group_I D Key  

Entity _ID  

Sign   Encrypt  

Sign  

Encrypt  

Entity _ID   


Figure 13: IDENTITY architecture for Public Safety use
NOTE: The ‘Group_ID’ may be the same as the ‘Entity ID’ where the PSS Group Management Function is hosted in the PSS Entity. This allows the architecture to be used for direct one-to-one communications and ‘ad-hoc’ group creation for a fully-decentralised ProSe service. 
6.2 Symmetric public safety solution
This section loosely describes a symmetric application layer solution to many of the public safety use cases. The solution can be seen in Figure 14. This solution is adapted from the MBMS security architecture described in TR 33.246, except that the traffic key distribution and session & transmission function have been split from the key request function and the group key distribution function. This allows PSS entities, such as public safety UEs, to encrypt traffic to other public safety UEs hence allowing end-to-end encryption and ProSe support.

However, the solution will be limited when operating without network connection.
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Figure 14: Adapted MBMS security for Public Safety use
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