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This discussion paper analyses the threats solved and unsolved by solution 2, and solves the editor’s note which still remains in solution 2.
1. Introduction
This discussion paper analyses the threats solved and unsolved by solution 2, and solves the following editor’s note which still remains in the solution 2.

Editor’s Note 1: It is FFS which threats this solution solves.
2. Analysis
The threats of key issues discussed in category 1 are caused by the assumption that all the information which comes from WLAN are un-trusted. The information comes from WLAN such as WLAN Access Network Type, Venue Information, Roaming Information, Load Information may be tampered to cheat UE. There are three kinds of threats related to the key issues in trusted non-3GPP access network.
1. Malicious WLAN uses the identity of a trusted non-3GPP access network, pretends to be a trusted access network and sends fake WLAN network information.
2. Legal WLAN may be compromised and send fake WLAN network information.

3. WLAN network information may be tampered by MitM attack on the radio interface.

So in order to prevent these threats, it could have the requirement like “The truth and validility of network information should be guaranteed to protect the WLAN information in a secure manner”.

From the previous meeting, it was proposed to use EAP-AKA’ in WLAN network selection. The following analysis give what threats can be covered by EAP-AKA’ and what is not. 

The threat which EAP-AKA’ can cover: The EAP-AKA’ procedure is used for mutual authentication and key agreement. As discussed in RFC 5448, the ability of EAP-AKA' to bind the network name into the used keys provides some additional protection against key leakage to inappropriate parties. The keys used in the protocol are specific to a particular network name. The EAP-AKA’ procedure can be used by UE to check that the identity it has received over the air is the same as the identity given by the AAA server. As a result, EAP-AKA’ makes UE authenticate the identity of WLAN, prevents the threats from malicious WLAN. The MitM attacks can be prevented by the mutual authentication. So, the EAP-AKA’ enhances the security level when the non-3GPP access is treated as trusted non-3GPP access network. 
The threat which EAP-AKA’ cannot cover: A Legal WLAN may send fake WLAN network information when the access node is compromised. The compromised node may use a legal network identity but send fake WLAN network information to cheat UE, the EAP-AKA’ procedure cannot prevent such threats. 
As a result, solution 2 solves the threats as follows:

1.
Malicious WLAN uses the identity of a trusted non-3GPP access network, pretends to be a trusted access network and sends fake WLAN network information.
2. WLAN network information may be tampered by MitM attack on the radio interface.

However, it cannot prevent threats related to the other WLAN information, such as WLAN Access Network Type, Venue Information, Roaming Information, Load Information, even it is sent from trusted non-3GPP access network.
3. Proposal
It is proposed to agree on the following description.
**********  Begin of Change *****************
5.2.1
Description

In current specification TS33.402 [4], the EAP-AKA’ procedure is used for mutual authentication and key agreement when the non-3GPP access is treated as trusted non-3GPP access network. In this case, the UE and HSS derives a new authentication vector by using the access network identity (i.e., “WLAN” as the access network identity for WLAN AN) as one of input parameters. The UE can check that the identity it has received over the air is the same as the identity the AAA server has given via EAP-AKA’ which is specified in TS33.402 [4] and TS24.302 [5].

However, if the UE does not choose a trusted access network, the EAP-AKA’ procedure will not be performed. Then the UE cannot be able to check the access network identity.

It can be achieved by extending the ANDSF selection policies to support security parameters of selection policies. When the UE sends a request to ANDSF server for selection policies, the ANDSF sends a response to UE which includes the security related information and the policy. The security related information can be the trust relationship of non-3GPP access network which can be used to indicate that for example “trusted WLAN have the higher access priority than untrusted WLAN”. The UE stores the received security related information and the policies based on it if these information is not stored or changed in UE. Based on these stored information, the UE selects the most suitable trusted WLAN access network for accessing and initiates EAP-AKA’ authentication procedure for establishing connection with the selected WLAN access network. In addition, the security related information and the corresponding policies can also be transmitted to UE by policy update procedure which is triggered by ANDSF. 
The ANDSF can be extended to include trusted status information of non-3GPP access networks. According to the trusted status information and related policies which both sends by ANDSF server, the UE selects a suitable non-3GPP access network. In order to guarantee the UE to select a trusted WLAN access network as much as possible, the function includes the following two aspects: a) It can be used to indicate to UE which WLAN access network is trusted and which is untrusted. b) Based on the trusted status information and the pre-defined policy the UE is able to choose the trusted WLAN access network. 

a) Indicate to UE which WLAN access network is trusted and which is untrusted 
From the perspective of operators, the WLAN access networks are divided into two security levels: i.e. “trusted” or “untrusted”. It is the home operator policy decision if a WLAN access network is trusted or not, so the home ANDSF server sends WLAN access network’s trusted status information which including security levels to UE. 
The ANDSF server responds to UE request for access network discovery information according to TS23.402 [10]. Upon UE request, the ANDSF server sends trusted status information for WLAN access networks that are available to the UE.  In this case, the security level of WLAN access network can be informed to UE by including a “trusted” or “untrusted” indicator with SSIDs in the ANDSF server respond message. The details of this method are shown below. 
· Radio access network identifier
· SSID A, trusted
· SSID B, untrusted
· SSID C, trusted
According to the above security level of WLAN access network in the trusted status information which is sent by ANDSF server, the UE can know the WLAN access network is trusted or untrusted.
b) Choose the trusted WLAN
To guarantee the UE to select a trusted WLAN as much as possible, it is necessary for the ANDSF to provide a policy to UE in ANDSF MO. This policy is a set of operator-defined rules that indicate the more preferable WLAN access network to UE. The rules can indicate that to select the trusted WLAN access network or the trusted WLAN access networks are more preferable than the untrusted ones. According to this rule the UE can select a trusted WLAN access network priority when trusted and untrusted WLAN access networks are both available.
In conclusion, based on  the the security level of WLAN access network and the pre-defined rule that provided by ANDSF server, the UE can select a trusted WLAN access network from the available WLAN access networks and perform EAP-AKA’ procedure to establish the connection with the selected WLAN access network.
The EAP-AKA’ procedure is used for mutual authentication and key agreement. As discussed in RFC 5448, the ability of EAP-AKA' to bind the network name into the used keys provides some additional protection against key leakage to inappropriate parties. The keys used in the protocol are specific to a particular network name. So solution 2 solves the threats as follows:

1. Malicious WLAN uses the identity of a trusted non-3GPP access network, pretends to be a trusted access network and sends fake WLAN network information.

2. WLAN network information may be tampered by MitM attack on the radio interface.

Editor’s Note 2: The analysis should take into account that an ANDSF security policy to prefer trusted WLAN accesses may be in contradiction with other preferences for network selection. 

Note: Solution 2 can only be used by UE to check that the identity it has received over the air is the same as the identity given by the AAA server. But it has other information in the WLAN network information, it cannot prevent threats related to the these WLAN network information, such as WLAN Access Network Type, Venue Information, Roaming Information, Load Information, even it is sent from trusted non-3GPP access network.
**********  End of Change *****************
