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1. Introduction
In TS 33.187, there is network based solution for device triggering already. However, some related security requirement is missing. It would cause ambiguity for stage 3 work to implement.

2. Discussion
In TS 33.187, network based solution for device triggering has been defined already. It requests MTC-IWF to be able to authenticate the SCS and filter and block the trigger unless it originates from a trusted SCS that is authorised to send trigger requests (with the support of HSS/HLR). However, in the section 4 secure requirement, only authentication requirement was mentioned. So the authorization requirement should be added.
3. pCR
It is proposed to add following into related TR.
====================BEGIN OF CHANGE======================================
4
Security Requirements 

4.1
Requirements on MTC

The security requirements for MTC include the following:

-
MTC optimizations shall not degrade security compared to non-MTC communications 3GPP TS 22.368 [2]

4.2
Requirements on Tsp reference point

The Tsp reference point shall fulfil the following requirements:

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the MTC-IWF and SCS shall be supported:

-
mutual authentication between two directly communicating entities in the security domains, in which MTC-IWF and SCS respectively reside, shall be supported;

-
the use of mutual authentication shall follow the provisions in TS 29.368 [4];

-
integrity protection and replay protection shall be used;

-
confidentiality protection should be used;

-
privacy shall be provided (e.g. IMSI shall not be sent outside the 3GPP operator domain).

4.3
Requirements on MTC-IWF

The functionality of the MTC-IWF includes the following:

-
support ability to satisfy security requirements on Tsp reference point in clause 4.2.
-
support ability to ensure that only the authorized SCS is allowed to trigger a particular MTC device when device triggering message is transferred through the MTC-IWF.
====================END OF CHANGE========================================

