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Abstract of the contribution: Provide security solution for small cell enhancement of architecture 1A.
1. Introduction
In section 8.1.1.1，R2-134626(TR36.842 v1.0.0)，it depicts alt.1A as follows:

Alternative 1A is the combination of S1-U that terminates in SeNB + independent PDCPs (no bearer split). It is depicted on Figure 8.1.1.1-1 below, taking the downlink direction as an example.
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Figure 8.1.1.1-1: Alternative 1A

This document provides security solution for small cell enhancement architecture 1A.
2. Solution for air interface

In alt.1A S1-U terminates in SeNB and independent PDCP resides in SeNB. From control plane perspective, SeNB configures UE with assistant of MeNB through MeNB’s RRC layer. Security handling for AS and NAS of MeNB branch is the same as normal eNB. User data transmitted between SeNB and UE should be confidentiality protected. The key generation, update, algorithm negotiation for the new air interface and how to handle the security when SeNB changes should be considered.
2.1 Key generation for small cell branch
The key for small cell branch could be derived from KeNB of Uu interface. MeNB derives either KeNB* or ciphering key from KeNB and send the derived key to SeNB. The defined derivation should fulfil the following requirements:
The key derived for different small cells by the same MeNB should be different. It is possible that two or more small cells serve simultaneously for a UE;

The key derived for the same small cell at different time by the same MeNB should be different. When the traffic load of MeNB changes or when the signal quality of small cell shifts, the small cell may be deleted or added by MeNB.
1. MeNB derives KeNB* as root key for SeNB
In this scenario, MeNB derives KeNB* from KeNB for SeNB, and then sends the drived KeNB* and UE security capability to SeNB. The derivation is as follow:

KeNB*= KDF(KeNB,PCI,DL-AERFCN,fresh para.)
KeNB is the active AS root key of MeNB, PCI is serving physical cell Id of SeNB, DL-AERFCN is cell frequency of SeNB, fresh para. is a time-varied parameter,e.g. PDCP COUNT of the configuration message, or random value.

PCI and AERFCN are introduced to differentiate diffent small cell, and fresh para. is used to distinguish the KeNB* derived for same cell at different time.
The MeNB sends KeNB* to SeNB.And the SeNB uses it as KeNB to derive Kenc. The derivation refers to A.7, TS 33.401. Kenc is the encryption key to protect the user data transmitted between SeNB and UE. 

Fig.1 Key derivation for SeNB
2. MeNB derives encryption key for SeNB
In this scenario, MeNB should first ask SeNB for selected encryption algorithm and then derives encryption key from KeNB for SeNB. The derivation refers to A.7, TS 33.401. The detailed process depicts in figure 2.
 








Fig.2 Key derivation for SeNB
If the same encryption algorithm is used by MeNB and SeNB, then the message exchane in above figure for encryption algorithm showed by dashed line could be omitted. And the encryption algorithm should be informed to SeNB along with the derived key Kenc.
3.    Evaluation

The solutions of deriving encryption key for SeNB are compared in this section.

In case of MeNB deriving root key KeNB*, the SeNB has exactly the same process logic as normal eNB to derive encryption key with the received KeNB*. The definded derivation function can garrantee the KeNB* derived in MeNB is unique and backward security. That’s to say, the compromise in SeNB will not impact the security of MeNB. 
In case of MeNB deriving encryption key Kenc, MeNB should first get SeNB selected encryption algorithm. It is possible the algorithm selected by SeNB is same as MeNB, then same encryption key will be derived for SeNB and MeNB. In this scenario, SeNB will impact security of MeNB.
Conclusion: It is proposed to apply solution 1 as key derivation solution for SCE architecture 1A.  
2.2 Algorithm negotiation for small cell branch 

The SeNB is only responsible for transmitting user plane traffic for UE. The algorithm of SeNB should be negotiated with UE on assistant of MeNB. And only encryption algorithm is needed for small cell branch. The detailed procedure is depicted in figure 3.

Fig.3 algorithm negotiation for SeNB
The RRCConnectionReconfiguration procedure is used to configure RB for SeNB. It is appropriate to configure the security parameter(e.g.encryption algorithm) along with the radio parameter when the first RB for SeNB is established. The indicator in RRCConnectionReconfiguration is to indicate the UE the procedure is triggered for SeNB.

2.3 Key-change-on-the-fly
1. KeNB refresh for small cell branch
If PDCP COUNT of small cell branch wraps round, the SeNB will trigger the key update procedure through MeNB. The detailed procedure includes 3 steps:
Step 1. SeNB detects the PDCP COUNT wraps round; SeNB indicates to MeNB that its key needs update. New message will be definded on X2; 
Step 2. MeNB triggers intra-cell HO procedure for SeNB. It shall be implicitly or explicitly indicated to the UE the procedure is triggered for SeNB in handover command message. Encryption algorithm is carried in handover command;

Step 3. MeNB informs SeNB that the UE has updated AS key of small cell branch when receives handover complete message. New message will be definded on X2; SeNB and UE start protection of data with the refreshed key.
2. Re-keying keys 
The re-keying procedure for MeNB is exactly the same as normal eNB. It’s assumed that the re-keying KeNB of MeNB branch will trigger the re-keying KeNB* or Kenc of SeNB. The re-keying procedure is based on intra-cell HO of MeNB along with intra-cell HO of SeNB. The handover command sent by MeNB should indicate to UE both MeNB and SeNB are re-keying keys. This will impact the UE process logic. That is, if UE realizes it’s in re-keying procedure for both MeNB and SeNB, it updates all AS keys and simultaneously releases the connection with MeNB and SeNB. Once the UE resumes connection to the two eNBs, the new AS keys are taken in to use.
Fig.4 Re-keying procedure

Note: How to handle data transmitting on SeNB when MeNB triggers HO procedure should be defined by RAN2.This section should be updated once RAN2 has definded the detaild HO solution for SCE scenario.
3. KeNB refresh for MeNB
The key refreshment procedure of MeNB is based on intra-cell handover. The HO procedure in MeNB may result in the connection interruption of SeNB. If RAN2 defines a concomitant of HO procedure in MeNB, the key of SeNB will refresh along with MeNB. Otherwise, the key in SeNB may be reserved while MeNB key refreshes. 
2.4   Security for SeNB change
Reconfiguration of SeNB is performed by MeNB. When the connection to SeNB is deleted the UE should cancel the security context of the SeNB. Once new SeNB is added, the key generation, update, algorithm negotiation for the new SeNB may be the same as depicted in above 2.1, 2.2 and 2.3. In this case, the path swith procedure may be triggered for SeNB and no security parameter is transfered in the procedure.  
Note: How MeNB acts when SeNB changes is definded by RAN2.
2.5  Counter check in SeNB
SeNB may need counter check when PDCP COUNT arrives at a value. As the counter check procedure is performed through RRC message, the SeNB needs to initiate the procedure by sending the request with PDCP COUNTs to MeNB via Xn. Then the MeNB completes the procedure as described in 7.5,TS33.401.The result of the counter check should inform back to the SeNB.  
3.  Solution for Xn/S1 interface

As depicted in 8.1.5, 36.842, the same transport layer protocol as S1/X2 could be assumed for Xn, i.e., SCTP over IP for C-plane and GTP-U over UDP/IP for U-plane,the Xn protocol stack between SeNB and MeNB is same as legacy X2 interface. NDS/IP could be reused as security solution.
In architecture 1A, SeNB also have S1-U connection with S/P GW. There is no difference identified by RAN3 on this interface. So it is protected according to current security mechanism definded in section 12, TS33.401. 

4.  Impaction to RAN2,RAN3 
If the fresh parameter used in key derivation is not shared between MeNB and UE, the fresh parmeter should be informed to the UE by MeNB in RRC message. This may impact RAN2.The key material exchange between MeNB and SeNB during key derivation will impact RAN3.
In algorithm negotiation procedure, the encryption algorithm selected by SeNB should be transferred from SeNB to UE with MeNB’s assistant. This procedure will impact both RAN2 and RAN3.
In case of SeNB key refreshment and MeNB re-keying, new X2 message should be defined. And the encryption algorithm of SeNB should be transferred from MeNB to UE. This procedure will impact both RAN2 and RAN3.
For counter check procedure of SeNB, the PDCP COUNT should be transferred to MeNB from SeNB. This procedure will impact RAN3
5. Proposal
It is proposed to add above solutions into related TS.
It is proposed SA3 comes to an agreement on the security solution for SCE architecture 1A and sends a LS to RAN2 and RAN3 for the impaction described in section 4.
***************************************start change*********************************************
x  Security for small cell enhangcement architecture 1A
x.1 Solution for air interface
In alt.1A S1-U terminates in SeNB and independent PDCP resides in SeNB. From control plane perspective, SeNB configures UE with assistant of MeNB through MeNB’s RRC layer. Security handling for AS and NAS of MeNB branch is the same as normal eNB. User data transmitted between SeNB and UE should be confidentiality protected. The key generation, update, algorithm negotiation for the new air interface and how to handle the security when SeNB changes should be considered.
x.1.1 Key generation for small cell branch
The key for small cell branch could be derived from KeNB of Uu interface. MeNB derives either KeNB* or ciphering key from KeNB and send the derived key to SeNB. The defined derivation should fulfil the following requirements:

1. The key derived for different small cells by the same MeNB should be different. It is possible that two or more small cells serve simultaneously for a UE;

2. The key derived for the same small cell at different time by the same MeNB should be different. When the traffic load of MeNB changes or when the signal quality of small cell shifts, the small cell may be deleted or added by MeNB.
In this scenario, MeNB derives KeNB* from KeNB for SeNB, and then sends the drived KeNB* and UE security capability to SeNB. The derivation is as follow:

KeNB*= KDF(KeNB,PCI,AERFCN,fresh para.)

KeNB is the active AS root key of MeNB, PCI is serving physical cell Id of SeNB, AERFCN is cell frequency of SeNB, fresh para. is a time-varied parameter,e.g. PDCP COUNT of the configuration message, or random value.

PCI and AERFCN are introduced to differentiate diffent small cell, and fresh para. is used to distinguish the KeNB* derived for same cell at different time, as the small cell may be added or deleted when the traffic load of MeNB varies.  fresh para.shall be synchronized between SeNB and the UE.

The MeNB sends KeNB* to SeNB.And the SeNB uses it as KeNB to derive Kenc. The derivation refers to A.7, TS 33.401. Kenc is the encryption key to protect the user data transmitted between SeNB and UE. 

Fig.1 Key derivation for SeNB

 x.1.2 Algorithm negotiation for small cell branch 

The SeNB is only responsible for transmitting user plane traffic for UE. The algorithm of SeNB should be negotiated with UE on assistant of MeNB. And only encryption algorithm is needed for small cell branch. The detailed procedure is depicted in figure 3.
Fig.3 algorithm negotiation for SeNB
The RRCConnectionReconfiguration procedure is used to configure RB for SeNB. It is appropriate to configure the security parameter (e.g.encryption algorithm) along with the radio parameter when the first RB for SeNB is established. The indicator in RRCConnectionReconfiguration  is to indicate the UE the procedure is triggered for SeNB.
x.1.3 Key-change-on-the-fly
1. KeNB refresh for small cell branch

If PDCP COUNT of small cell branch wrap round, the SeNB will trigger the key update procedure through MeNB. The detailed procedure includes 3 steps:

Step 1. SeNB detects the PDCP COUNT wrap round; SeNB indicates to MeNB that its key need update. New message will be definded on X2; 
Step 2. MeNB triggers intra-cell HO procedure for SeNB. It shall be implicitly or explicitly indicated to the UE the procedure is triggered for SeNB in handover command message. Encryption algorithm is carried in handover command;

Step 3. MeNB informs SeNB that the UE has updated AS key of small cell branch when receives handover confirm message. New message will be definded on X2; SeNB and UE start protection of data with updated key.

2. Re-keying keys 

The re-keying procedure for MeNB is exactly the same as normal eNB. It’s assumed that the re-keying KeNB of MeNB branch will trigger the re-keying KeNB* or Kenc of SeNB. The re-keying procedure is based on intra-cell HO of MeNB along with intra-cell HO of SeNB. The handover command sent by MeNB should indicate to UE both MeNB and SeNB are re-keying keys. This will impact the UE process logic. That is, if UE realizes it’s in re-keying procedure for both MeNB and SeNB, it updates all AS keys and simultaneously releases the connection with MeNB and SeNB. Once the UE resumes connection to the two eNBs, the new AS keys are taken in to use.

       
Fig.4 re-keying procedure

Note: How to handle data transmitting on SeNB when MeNB triggers HO procedure should be defined by RAN2.This section should be updated once RAN2 has definded the detaild HO solution for SCE scenario..
  3. KeNB refresh for MeNB
The key refreshment procedure of MeNB is based on intra-cell handover. The HO procedure in MeNB may result in the connection interruption of SeNB. If RAN2 defines a concomitant of HO procedure in MeNB, the key of SeNB will refresh along with MeNB. Otherwise, the key in SeNB may be reserved while MeNB key refreshes. 
x.1.4   Security for SeNB change
Reconfiguration of SeNB is performed by MeNB. When the connection to SeNB is deleted the UE should cancel the security context of the SeNB. Once new SeNB is added, the key generation, update, algorithm negotiation for the new SeNB may be the same as depicted in above 2.1.2.2 and 2.3. In this case, the path swith procedure may be triggered for SeNB and no security parameter is transfered in the procedure.  

Note: How MeNB acts when SeNB changes is definded by RAN2.
x.1.5  Counter check in SeNB
SeNB may need counter check when PDCP COUNT arrives at a value. As the counter check procedure is performed through RRC message, the SeNB needs to initiate the procedure by sending the request with PDCP COUNTs to MeNB via Xn. Then the MeNB completes the procedure as described in 7.5,TS33.401.The result of the counter check should inform back to the SeNB.
x.2   Solution for Xn/S1 interface

As depicted in 8.1.5,36.842, the same transport layer protocol as S1/X2 could be assumed for Xn, i.e, SCTP over IP    for C-plane and GTP-U over UDP/IP for U-plane,the Xn protocol stack between SeNB and MeNB is same as legacy X2 interface. NDS/IP could be reused as security solution.
In architecture 1A, SeNB also have S1-U connection with S/P GW. There is no difference identified by RAN3 on this interface. So it is protected according to current security mechanism definded in section 12, TS33.401. 
***************************************end change*********************************************
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