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Abstract of the contribution:

This contribution proposes evaluation on key issue: Security across unicast and multicast modes 
1 Introduction
For key issue: Security across unicast and multicast modes, the level of security protection provide during transition between mulicast and unicast shall be the same as in unicast and multicast mode. 
2 Analysis

Either EPS layer security or GCSE application layer security can provide protection to unicast bearer and mulicast bearer.

1) EPS layer security

EPS AS security context can provide security protection to unicast bearer while MBMS security mechanism can provide security protection to multicast bearer when group communication data is transferred in air interface. 
In multicast mode, UEs in the same group share the same group key (MSK and MTK). Once an attacker compromised one UE in the group, attacker can obtain the group key for the whole group and tamper with the group communication packet. As a result, UEs in the group may receive incorrect data or even may be asked to perform malicicous actions. Due to inherent security weakness in multicast mode at the mercy of the security of any one of the group members, the level of security protection to unicast bearer and multicast bearer can not be considered exactly identical. 
2) GCSE application layer security
GCSE application layer security can provide security protection regardless whether unicast bearer or multicast bearer is used. However, application layer security is out of 3GPP scope in R12. The same level of confidentiality and integrity protection can be provided in unicast and multicast mode and transition between them.
3 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

6.X
Key issue: Security across unicast and multicast modes

6.X.1
Key issue details

Group Communications are likely to be delivered over a mix of unicast and multicast bearers, to enable efficient use of radio resources, and provide scalability for large groups receiving the same GC from a single eNodeB.  
A consistent set of security mechanisms must be presented across the two modes.

Some proposed solutions include the short-term delivery of media streams over both unicast and multicast bearers, to ensure service continuity during transition.  Security mechanisms may therefore need to be consistent with this.

6.X.2
Security threats

There is a risk that an attacker might seek to use a transient state between the modes as an opportunity to breach confidentiality or integrity.

6.X.3
Security requirements

The level of confidentiality and integrity protection provided during transition between mulicast and unicast shall be the same as in unicast and multicast mode. 
6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.X.5 
Evaluation
Either EPS layer security or GCSE application layer security can provide protection to unicast bearer and mulicast bearer.

1) EPS layer security

EPS AS security context can provide security protection to unicast bearer while MBMS security mechanism can provide security protection to multicast bearer when group communication data is transferred in air interface. 

In multicast mode, UEs in the same group share the same group key (MSK and MTK). Once an attacker compromised one UE in the group, attacker can obtain the group key for the whole group and tamper with the group communication packet. As a result, UEs in the group may receive incorrect data or even may be asked to perform malicicous actions. Due to inherent security weakness in multicast mode at the mercy of the security of any one of the group members, the level of security protection to unicast bearer and multicast bearer can not be considered exactly identical. 

2) GCSE application layer security

GCSE application layer security can provide security protection regardless whether unicast bearer or multicast bearer is used. However, application layer security is out of 3GPP scope in R12. The same level of confidentiality and integrity protection can be provided in unicast and multicast mode and transition between them.
******************************************End of First Change***********************************************************
















































