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Abstract of the contribution: This contribution introduces the security threat from a compromised or misbehaving UE and proposes the corresponding requirements on MME.
Introduction  
This contribution introduces a security threat with respect to compromised or misbehaving UE(s), and proposes corresponding security requirements on MME.
Analysis
[bookmark: OLE_LINK4]The following security threat exists:
Threats due to a compromised or misbehaving UE: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can control a huge number of compromised or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests. 
From the above security threat, the following security requirements should be needed:
1) Method for prevention of signaling congestion shall be supported by MME.
2) The network, e.g. the MME, needs functionality to detect the compromised or misbehaving UE.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal
It is proposed to include the analysis below to TR 33.8xx.
pCR 
***	BEGIN CHANGES	***
X Security threats and requirements on MME
X.1 Security threats on MME
X.1.3 T3 Threats from the compromised UE or misbehaving UE 
	Threat Reference: to be done later 
-	Threat Category: to be done later 
-	Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can control a huge number of compromised or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests
-	Asset: processing capacity
-	Risk: to be done later
-	Security Objectives: Signaling congestion method and compromised or misbehaving UE detection method are needed.
X.2 Security requirements on MME 
X.2.3 R3 Security requirement for T3: Resource exhaustion attacks prevention 
-	Requirement name: Resource exhaustion attacks prevention
-	Requirement reference: to be done later
-	Requirement Description: 
1) R3-1: Method for prevention of signaling congestion method shall be supported by MME
2) R3-2: The network, e.g. the MME, needs functionality to detect the compromised or misbehaving UE.
-	Threat reference: T3
-	Test case: 
3) Check if MME has supported the NAS signalling congestion.prevention
4) Check if the network can provide the method to detect the compromised or misbehaving UE. 
-	Requirement evidences: A document in free form describing: the signaling congestion method and compromised or misbehaving UE detection method.
Editor’s Note: some overload control of MME has been defined in 23.401, yet it needs ffs to see if it cater for this requirements of SAS. 

Editor note: it is ffs if the CC has the related requirements and whether the requirements are needed to be mapped CC if CC has.


***	END OF CHANGES	***
 
