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Abstract of the contribution: This contribution analizes the assets and the external interfaces of MME.

1 Introduction  
We would like to kick off the inputs to the MME SAS. In SECAM study, it was pointed out that the first step of writing SPD is to list the critical assets of the network product class and identify the external interfaces of this class. We basically list the assets and the external interfaces of MME in this document as the target of the threat analysis, and help to forward the security threats and requirement discussion.
2 Analysis
· Through the functionality analysis and a basic summary of MME, we can find the assets of MME to be protected are:Access-account and control data, credentials, and log data.
· Interface Configuration data: MME’s IP address, ports, VPN ID etc.
· OS
· Application(s)
· Mobility Management data: subscriber’s identities (eg. IMSI), subscriber keys (i.e KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE’s IP address,etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE’s identity, etc. 
· Sufficient processing capacity: that processing powers are not consumed close to limits. 
· Hardware: mainframe, board, power supply unit etc.
The external interfaces of MME to be protected are:
· Console interface, for local access: local interface on MME
· O&M interface, for remote access: interface between MME and O&M system
· S1-MME: between MME and eNB

· S3: between MME and S4 SGSN
· S10: between MME and MME
· S11: between MME and S-GW
· Gn: between MME and Gn/Gp SGSN
· S6a: between MME and HSS
· SGs: between MME and MSC
3 Proposal

It is proposed to include the analysis below to TR 33.8xx.
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***
BEGIN CHANGES
***
5 Security Problem Definition
5.2  Critical Assets
The critical assets of MME to be protected are:
· User account data and credentials (e.g. passwords)

· Log data.
Editor note: it is ffs if all of the log data is critical asset.
· Configuration data, e.g. MME’s IP address, ports, VPN ID etc.
Editor note: it is ffs whether only security relevant part of the configuration data is critical asset
· Operating System (OS)
· Editor note: it is ffs whether only security relevant part of the OS or the whole OS is critical asset 
· Applications 
Editor note: it is ffs what applications are critical asset.
· Mobility Management data: e.g. subscriber’s identities (eg. IMSI), subscriber keys (i.e KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE’s IP address,etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE’s identity, etc. 
· Sufficient processing capacity: that processing powers are not consumed close to limits. 

· Hardware, e.g. mainframe, board, power supply unit etc.
· The  interfaces of MME to be protected and which are within SECAM scope: for example
· Console interface, for local access: local interface on MME
· O&M interface, for remote access: interface between MME and O&M system
Note: The detailed interfaces of the MME class shall be described in the clause 4,Network Product ClassDescription of this TR..
***
END OF CHANGES
***
