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Abstract of the contribution: With this "re-start" of the TR text we have an oportunity to clean up the terminology to avoid future misunderstandings (which has caused problems in the past of SECAM). These comments point out some of these inconcistencies. It is proposed that we identify the separate process flows used. The following two process flows should be sufficient: the meta-level of SECAM about writing SCASes etc with the actors 3GPP and GSMA; and the actual development-evaluation process flow, where vendor, evaluator and operator are involved. SA3 is then kindly requested to consistently use whatever terms are identified for these process flows and roles.

1. Introduction
The contribution S3-131162 proposed a skeleton for the TR that was then named TR 33.916 in the final version of the WID, cf. SP-130718. The present contribution proposes a pCR for clause 4 “Overview” according to this skeleton. The newly included text largely is a copy of the clauses 5.2.1 and 5.2.6 as well as the parts found to be applicable to "Methodology 2" from clause 4.5 (i.e. 4.5.2.2, 4.5.2.3, 4.5.3.2, and 4.5.3.1) of TR 33.805, v12.0.0. 
Integrating TR 33.805's section 4.1 - as initially intended by the Editor's note - proved to be so complex that it would have deprived the interested reader from any chance to follow which text has been taken from TR 33.805. Furthermore, it is not so clear, whether the text from clause 4.1 is still truly needed after the completion of the study, or already sufficiently covered elsewhere. Therefore it was omitted; relevant parts should be included in later evolution steps as needed.
Also, integrating TR 33.805's sections 5.2.2.1 and 5.2.2.2 - as also intitially intended by the Editor's note - turned out to be needless as those describe the normative phase and not SECAM as such. Therefore it was omitted.
As clause 4 is currently empty, except for the Editor’s note, the new text is shown with revision marks only where it deviates from TR 33.805, v12.0.0, so that the changes can be seen as clearly as possible. 
The Word comments are only included to give a rationale for the changes and are to be removed by the rapporteur when implementing the pCR. 
2. Pseudo CR
Start of pCR
4
Overview


· 
· 
· 
· 
· 

· 


4.1
Scope of a SECAM SCAS
A 3GPP Network Product can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis.
Each 3GPP Network Product, 
is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.
A pre-requisite for the SCAS writing part is to have a complete list of features/capabilities considered to be part of the Network Product Class.


The Security Assurance Specification (SCAS) for a given network product class provides a description of the security requirements pertaining to that network product class. It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.

NOTE 1:
Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SCAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1) is outside of the scope of this study.

NOTE 2: 
For features that are standardized in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [20]) or other publications.



4.2 Scope of SECAM evaluation
KARL: Would "Scope of Network Product Evaluation" be better?
SECAM evaluation will cover the following four tasks:

-
Vendor network product development and network product lifecycle management process assurance compliance (assessing if the method used to develop the products is compliant with the Security Assurance Process)

-
Security Compliance Testing (assessing if requested security requirements are correctly implemented in a network product)

-
Basic Vulnerability Testing (running of a set of FOSS/COTS tools on external interfaces of the Network product)

-
Enhanced Vulnerability Analysis (holistic approach to analyse risk and impact of Vulnerabilities found in the Network Product)) 
4.3 Scope of SECAM Accreditation
The actor performing a task shall be accredited by the SECAM Accreditation Body for this specific task.

Table 1 Mapping between SECAM phases and involved party.

	SECAM tasks
	Accredited actor

	Vendor network product development and 

network product lifecycle management 

process assurance compliance
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party evaluator

	Basic Vulnerability Testing
	Accredited vendor or accredited third-party evaluator

	Enhanced Vulnerability Analysis
	Accredited vendor or accredited third-party evaluator


Consequently, according to table 1, SECAM can take many forms, depending on who performs security compliance testing, who performs Basic Vulnerability Testing and who performs Enhanced Vulnerability Analysis (EVA). 
SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. 
The responsibility for writing and managing the accreditation and monitoring rules is taken by a SECAM Accreditation Body. The SECAM Accreditation Body's role also includes the handling of the dispute process. GSMA takes this role and will provide a clear delineation between SECAM work in 3GPP and in GSMA.

Even if it describes the complete process, including evaluation by accredited actors under SECAM Accreditation Body control and Security Assurance Specifications (SCAS) writing, SECAM does not prevent that 3GPP SCAS security requirements and tests cases are used directly by mutual consent between vendors and operators without the accreditation process in place if wished so. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation).

The presence of a SECAM Accreditation body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working conflict resolution process available. Having a SECAM Accreditation Body also avoids the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills.

Accreditation is intended to be valid for a limited time period and repeated at a frequency defined by the SECAM Accreditation Body.
4.4 Ultimate Output of SECAM Evaluation
The ultimate output of the SECAM process is:
KARL: We have the chance to sort out what processes we have and how they relate to each other from the beginning to avoid confusion further on. That is the main reationale behind my comments here. 

What is the difference between SECAM process and SECAM Evaluation?  "Evaluation" indicates to me that it is about the evaluation of the Network Product as indicated in clause 4.2 above.

-
an evaluation report proving compliance of a 3GPP network product with the 3GPP security assurance specifications

-
-
optionally a certificate proving the accreditation of actors performing the evaluation tasks
KARL: is the accreditation part of the SECAM evaluation?  I think it may be part of the meta-level SECAM process, but it cannot be part of the evaluation (note that the bullet above talks about an "evaluation report"; here "evaluation" clearly refers to the process of checking the network product.
I propose to split the text into a meta-level SECAM process flow, which describes how the different roles (accreditation body, vendor etc) relate to each other, and then keep the process of evaluating the network product (basic vulnerability analysis, enhanced vulnerability analysis, operator acceptance decision etc) in a separate process flow. Now these two process flows are mixed up and the text is confusing.
An evaluation report will be issued for each 3GPP network product evaluated, and an optional certificate will be maintained for each actor.

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the SECAM Accreditation Body and decides if the results are sufficient according to its internal policies
4.5
Security assurance process
KARL: Here we introduce a third process "security assurance process". From my point of view this is the same as the "SECAM Evaluation process"
The security assurance process describes how the operator gets assurance regarding the security of the network product. The process is depicted in Figure 4.5.2.1-1. If there are any regulatory requirements on security assurance of the network product, they will for the purpose of this process model be considered being included in the acceptance requirements of the operator.

When a vendor is ready to provide security assurance w.r.t. a given network product, the vendor obtains one or more Security Assurance Specifications (SCASs) that the network product is aiming to fulfil. Choice of which SCASs to select may depend on operator and/or regulatory input. Then the product is evaluated against the Security Assurance Specification(s). 
The evaluation results in an evaluation report. 

Once the operator received the evaluation report, the operator takes a decision to either accept the security assurance level of the network product or not. The operator's acceptance decision may depend on external forces such as regulatory requirements.
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Figure 4.5.2.1-1 SECAM defined Security assurance process.


Certification is out of scope for SECAM. However, SECAM does not preclude certification activities which would e.g. complement the Self-declaration step.

The SECAM security assurance process is described in-depth in section 7.X.

4.6 Roles in SECAM
4.6.1 SECAM Roles Overview

The basic roles are implicit from the existing business environment. These roles are the following:

-
Vendor produces the network product;

-
Operator makes the decision regarding accepting assurance of security properties of the product; 

-
3GPP is responsible for producing Security Assurance Specifications (SCASs).


-
GSMA is responsible for accreditation tasks as applicable
KARL: This clause is mixing roles and instantiation of roles. This is no longer so important since the main instantiations are already done (the only unassigned role is the evaluator; which is BTW missing above). However, it becomes confusing when the next clause speaks of instantiations of roles and then shows in Figure 4.5.1.1-1 the role "SECAM Accreditation body" without instantiating that role with the actor "GSMA".
4.6.2 Examples of instantiation of roles in SECAM
4.6.2.1 Introduction
The following two subchapters contain  two examples for instantiation of roles in SECAM.
4.6.2.2
Example 1: Combination of self- and 3rd party evaluation
Combination of self-evaluation (for security compliance) and third-party evaluation (for basic vulnerability testing and enhanced vulnerability analysis) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task. This assessment covers Life cycle management of the network product (e.g. control of update in development …).
-
Security compliance testing is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task;

-
Basic Vulnerability Testing is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task;

-
Enhanced Vulnerability Analysis is assessed by an accredited third-party laboratory which has previously been accredited by the SECAM Accreditation Body for this task.

-
The operators, and the vendors as far as third parties are concerned, receive the report from all four tasks of the evaluation and the vendor's self-declaration for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the SECAM Accreditation Body.

[image: image2.png]Accredited Vendor

]

I I-Operator

Accredited Evaluator
Product and
documentation,
Developm security
ent assurance
with (= compliance Vulnerabilty [ compliance vulnerabilty vuinersbity procurement
security testing testing report, basic | | CED GBS decision
assurance vulnerabilty
process testing report [ T 7 |
I Do

Process and
delivrables

SECAM Accreditation Body

-

endor Development Process
Assurance update

Monitoring

Gcurlty Compliance T estingevaluator
status update

S —

(}=|‘_

Basic Vulnerabily Tesing evaluator
status update

Feedback loop for dispute on

evaluation results

Enhanced vuerabilly analysis
evaluator status update

L

===

ISECAMAccreditalion Bo(El I 3GPP

Supporting
documents

Accreditation and
monitoring rules

MME Security
Assurance
Specification (SCAS)

1





Figure 4.6.1.1-1: Combination of self-evaluation for security compliance and 
basic vulnerability testing and third-party evaluation for Enhanced Vulnerability Analysis
 for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

4.6.2.3
Example 1: Complete self-evaluation

Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

This second example below is similar to the first one except that the vendor is also accredited to undertake Enhanced Vulnerability Analysis and thus conduct all the three phases of evaluation.
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Figure 4.6.1.2-1: Complete self-evaluation of a 3GPP network product
 (e.g. eNodeB B from vendor Y)

Evaluation results check by the operators and dispute

4.7
Operator security acceptance decision
The operator examines the network product, the security compliance testing, basic vulnerability testing and Enhanced vulnerability analysis reports, the self-declaration as well as the testing laboratories certificate published by the . SECAM Accreditation Body and decides if the results are sufficient according to its internal policies. In particular, the operator can perform a sample of the security compliance testing, basic vulnerability testing or enhanced vulnerability analysis, based on the delivered test procedures.

The vendors and third-party laboratories accreditation documents monitored and maintained by the SECAM Accreditation Body attest the trustworthiness of these actors and can help operators in their security acceptance decisions.


The operator does not need to be accredited to perform again the tests made by the evaluators in order to gain a higher level of assurance that the SECAM evaluation provided trustable results. Definition of the tools and methods for these supplementary evaluations is outside of the scope of SECAM and left as operators' proprietary procedures.

However, in case of disagreement on the test results and if the operator wants to enter a conflict resolution process with the SECAM Accreditation Body and the vendor, some forms of recognition of the validity of the operators complaint might be useful. This description will be part of the description of the complete dispute resolution process is left to the SECAM Accreditation Body and isoutside the scope of 3GPP.
4.8
SECAM Assurance level
Assurance level is related to evaluation effort in terms of:

-
scope -- that is, the effort is greater when a larger portion of the IT product is evaluated; For example, when supplementary aspects of the functionality are included in the evaluation;

-
depth -- that is, the effort is greater when evaluation is deployed to a finer level of design and implementation detail;

-
rigour -- that is, the effort is greater when evaluation is applied in a more structured, formal manner. 
For example, for a given security requirement to test, the effort is greater if the evaluator is requested to provide a formal demonstration that the product will always behave as intended versus providing a given set of output test data for a limited set of test cases.

In SECAM: 

-
Scope is constant: SECAM  provides a single process for a given network product class, which will be relevant to this class.

-
Depth of evaluation is also considered to be constant. The paradigm of SECAM consists in: 

-
Security compliance testing: the paradigm would consist in black box verification of security requirements, but exceptions would be possible, e.g.

-
when required in order to demonstrate compliance for requirements on cryptography, key storage, secure deletion, or implementation of protocols, etc. (in such cases, code inspection would be more efficient than a functional test);

-
when a white/grey box approach is considered more efficient (a black box vulnerability scan over the network would take longer and reveal less than a white box local system analysis).

-
Vulnerability testing: the general paradigm of vulnerability testing would be consistent with the expected attacker model. Such testing will consequently be based on black box vulnerability testing unless the expected attacker is considered having a higher potential. In the latter case, white/grey box penetration testing would be necessary to assess Target Of Evaluation (TOE) resistance. For example, if an attacker were believed to have knowledge of TOE implementation, a black box assessment only would be unreasonable

Editor’s Note:
Many notions depend on the result of threat analysis on the considered network product classes. 
In particular, the difference between tests that are considered to be part of security compliance testing or part of vulnerability testing is left for the normative phase. The details on the type of documentation that should be provided to vulnerability testers, in cases of white box testing, depends on the attacker model and is also left for the normative phase.

-
Build process assurance: Verification of build process is limited to basic functional documentation, use of a configuration system and providing of operational guidance

-
Rigour of verification is also considered constant, since it focuses on demonstration for functional testing and vulnerability assessment, justification when necessary, and does not requires formal demonstration.







Considering that the three parameters are expected to be constant and the above mentioned additional complexity of having several assurance levels. However it is expected that different product class are confronted by different attacker models, and have consequently to undergo different levels of rigour or depth of evaluation.

SECAM consequently considers only one assurance level per network product class.

4.9
Security baseline
The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

This resistance to a given attack potential relies on:

-
Attacker model and attacker potential agreed to be relevant for a given network product class

-
The completeness and correct implementation of security requirements and operational environment assumptions which limit the capacity of this attacker to threaten given assets

-
Security requirements can be more demanding in some network elements, e.g. exposed nodes will have to implement hardening requirements which will not necessarily be needed in elements less exposed

-
Vulnerability assessment will be performed with more depth whenever the element is expected to resist a stronger attacker.

It is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment. This assessment is accomplished during the SCAS writing phase and be related to the threat and risk analysis outcomes.

At the end of this process, for each network product class, 3GPP SA3 will have precisely defined the attacker model as well as the operational environment assumption and the security requirements to mitigate the identified risks. 
The modularity of SCAS  allows an easy composition of SCAS modules to describe all the countermeasures of a given network product class and to take the particular environment of the node into account.

The entire set of security requirements, operational environment assumptions and attacker model is built to achieve a security baseline deemed relevant by SA3 for a network product class. This results in one security level per network product class (security level MME, security level HSS, security level eNodeB ...). 
These baselines are not meant to be compared to one another as they apply to different network product classes. 








NOTE: 
Alternatively, but in rare cases, if no satisfactory average can be found, SECAM could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs. 

SECAM consequently considers only one security baseline per network product class.

End of pCR
�not correct as a Network Product can implement several Network Product Classes (( definitions) anyway not relevant here


�That's not correct.


�taken from  TR 33.805's 4.5.4.1


�Self-evident and therefore redundant


�This part is inserted from TR 33.805's 4.5.3.2


�Inserted from TR 33.805's 5.4.6


�Reasoning not needed anymore


�Reasoning not relevant at this stage.
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