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Abstract of the contribution:

This contribution contains a proposed solution for security for GCSE communications using the IDENTITY encryption solution.
Discussion

This contribution contains a proposed solution for security for GCSE communications.

This solution is required as there is no existing solution which is currently able to meet the public safety requirements for GCSE Group communications for both unicast and multicast transmissions. 

The proposed solution does not have these disadvantages. It minimises the information that must be configured or provisioned to the UEs while maintaining security. It also has various advantages, namely:

· A consistent, unified approach to security for ProSe Group Communications, ProSe D2Dcommunications, GCSE communications and standard group communications.
· Efficiently supporting GCSE communications to large groups.

· Providing E2E security for GCSE commuications.

· Supporting both multicast and unicast communications.

· Supporting Lawful Intercept where required.
The submission describes how the IDENTITY solution may be applied to GCSE communications, including how public safety UEs are provisioned, how group keys are distributed by a group manager and how communications are secured whether generated by a public safety UE or a central entity.

The solution does not currently describe where the security functions for group management and centrally-generated traffic are hosted as this remains an area for discussion by SA2 and SA3.

It is proposed that SA3 accept the following pCR for inclusion in the TR
Proposed pCR
**********START OF PROPOSED NEW TEXT FOR GCSE TR***********
6.X Solution X: IDENTITY Security
6.X.1 Introduction 

This section describes a solution for GCSE security using IDENTITY, the identifier-based solution using the MIKEY-SAKKE protocol as defined in RFC 6509 [?]. The public safety IDENTITY solution allows groups to be created by a group manager without a continuous or current connection to the network infrastructure. It also allows group members to authenticate group communications. Hence the solution may be applied in a variety of other use-cases including ProSe and IMS group communications. This section describes how it is used within the GCSE use case, securing public-safety group communications via multicast (or unicast) transmission. 

6.X.2 GCSE Security Solution

6.X.2.1 General
GCSE requires a point-to-multipoint service where the transmission originates from a UE. A requirement of a GCSE User Service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a GCSE User Service.
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Figure 6.X.2.1-1: IDENTITY security architecture for GCSE

Figure 6.X.2.1-1 describes the IDENTITY security architecture for GCSE. The architecture uses the IDENTITY public safety solution to distribute group keys and authenticate group communications. At the top of the diagram, a public safety UE is provisioned by a KMS with key material associated with its identity. If required, GBA is used to bootstrap the security of the connection between the UE and the KMS. The KMS also provisions the Group Manager with keying material for the identity of groups which it manages (for ad-hoc groups where the group manager is a UE, the group identity may be equivalent to the identity of the public safety UE). 

The Group Manager is responsible for distributing Group Master Keys (GMKs) to UEs within the group. The group manager is able to perform this operation without the support of other network elements as it may transmit the GMK directly via a unicast transmission to the public safety UE, secured using the public safety UE identity.

Once a Group Master Key has been shared, a UE or GCSE-AS are able to secure group communications. The initiating entity (UE or GCSE-AS) generates, encrypts and transmits a Group Session Key (GSK) to the group members via the BM-SC. This transmission is encrypted using the GMK and authenticated, allowing the origin of the transmission to be verified. The Group Session Key is then used to protect data transmitted via the BM-SC. 
6.X.2.2 Provisioning

Each public safety UE needs to be provisioned with keys corresponding to the UE’s public safety identity. 


Editor’s Note: How UE identities are managed is ffs. 

To achieve this, the public safety UE contacts its KMS (the address of which has been pre-configured). If security credentials have already been agreed between the KMS and UE (e.g. due to a previous GBA connection, a secure IMS tunnel or pre-provisioned parameters), an HTTPS connection is established using these credientials and the keys corresponding to the UE identity are provided to the UE by the KMS over this secure connection.
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Figure 6.X.2.2-1: Bootstrap architecture for IDENTITY Provisioning
Otherwise, the KMS acts as a NAF and directs the UE to perform a GBA bootstrapping procedure as described in TS 33.220 [6]. To achieve this, a BSF and the UE’s HSS is used. As a result of this procedure a shared key, Ks, is established between the KMS and UE and is used to protect a TLS-PSK HTTPS connection from the UE to the KMS. 

6.X.2.3 Group Management
The group manager is trusted by the group to manage the group and distribute the GMK. GMK distribution messages are signed using the (key associated with the) group identity, which is provisioned to the group manager. In this way, the group manager’s messages are authenticated.

For each group, there is a group identity or name. During provisioning, each UE is given a list of group identities for which the UE is a member. UEs are also provisioned with MIKEY-SAKKE private keys for their personal identities.

The group manager needs to be provisioned with the key material corresponding to the identities of the groups which it manages. Where the link to the KMS is secure, this may be performed over a direct HTTP connection to the KMS. Otherwise, a connection to the KMS may be made using the same mechanism as is described in Section 6.X.2.2. As a consequence of this process, the group manager is able to sign messages using a group identity.
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Figure 6.X.2.3-1: Group GMK Distribution
Public Safety UEs which wish to be a member of a group register with the group manager. There are no security procedures associated with the registration procedure, it merely provides the group manager with address information for public safety UEs. 

Based on the provided UE identity, the group manager provisions the appropriate group keys to the UE. To provision the group master key, it undertakes the following security procedures as depicted in Figure 6.X.2.3-1:
1. Group Manager generates a new GMK and assigns a key identifier to the GMK.

2. The Group Manager creates a GMK Distribution Message. This message contains a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [?]. The I_MESSAGE encapsulates the new GMK. It is encrypted using the identity of the terminating UE and signed using the (key associated with the) group identity. The message also contains the GMK key id and period of use. The message is provided to the terminating UE.

NOTE: Only an assigned and approved Group Manager knows the private key associated with the group identity and is able to sign a message. All group members know the identity of the group and hence are able to verify the signature.

NOTE: The transmission path (e.g. over a signalling network or direct) is independent of the security properties of the solution. Provisioning may be asynchronous if required (e.g. via SMS).

The terminating UE authenticates the sender and extracts the new GMK from the I_MESSAGE. The terminating UE uses the last received GMK as the current group key (based on the timestamp in the I_MESSAGE).
For this use case, the group manager is likely to be the GCSE-AS.

6.X.2.4 Data Transmission
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Figure 6.X.2.4-1: A Group Data Transmission
The initiator (either a public-safety UE or GCSE-AS) generates a traffic key, GSK, for the session. The session key is transmitted to the group as follows: 

1. Initiator notifies the group that it is about to begin a group communication. As part of this message, the initiator encapsulates the traffic key within a MIKEY message in Pre-Shared-Key (PSK) mode, as specified in RFC 3830 [?]. The pre-shared key shall be the Group Key (GMK) and shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of the initiator by attaching a ECCSI SIGN payload, as defined in RFC 6509 [?] and RFC 6507 [?]. Each member of the group uses the key identifier to find the GMK and extracts the GSK. If a signature is present, the group member may authenticate the origin of the communication.
NOTE: This message may be pre-generated to increase the efficiency of the communication.
NOTE: Users can authenticate the origin of the communication as only the user with the specific identity could sign the communication.
2. The initiator may now begin a secure group communication protected by the GSK. Group members are able to use the GSK to decrypt and access the content of the communication.
NOTE: Steps 1 and 2 may be contained within a single transmission. 

These security procedures are independent of the security of the transmission path used. For this particular use case, the security procedures are independent of whether transmission is unicast or multicast. In the case of unicast, the communication is sent to (or generated by) the GCSE-AS and delivered directly over SGi. In the case of multicast, the communication is sent to (or generated by) the GCSE-AS, and delivered by the MuSe (BM-SC and MBMS GW).

6.X.2.5 Key Storage

It is assumed that the UE includes a secure storage. The secure storage may be realized on the ME or on the UICC and should be used to store the key material provisioned by KMS and the Group Key provisioned by the Group Manager. 
6.X.4 Comparison with ProSe IDENTITY solution

The security solution presented here is aligned with the one-to-many IDENTITY ProSe solution described in Section 6.3.1.2 of the ProSe Draft TR. Specifically, Section 6.X.2.2 corresponds to Section 6.3.1.3.2.2 of the Draft ProSe TR, Section 6.X.2.3 in this solution corresponds to Section 6.3.1.3.3.2 of the ProSe Draft TR, and Section 6.X.2.4 corresponds to Section 6.3.1.3.2 in the ProSe Draft TR.

As a result, should the initiating UE lose network connectivity, it can switch to a group ProSe communication without having to perform a new security procedure. Also, from a security perspective, communications could be transmitted via ProSe and GCSE simultaneously. 
**********END OF PROPOSED NEW TEXT***********
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