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1. Discussion 

For the operation of Dual Connectivity, the approved WI of RAN is supposed to introduce two user plane architectures, i.e., Alternative 1A and 3C in TR 36.842. As discussed in SA3 #73 meeting, SA3 needs to study the security solution for Alternative 1A.
S3-131117 listed the security requirements on Alternative 1A:

·       Cryptographically separate keys shall be used in the MeNB and SeNB. In particular, the same KeNB shall not be placed in two different eNBs since this violates LTE security design principles. The MeNB may know which keys are used in the SeNB, but not vice versa.
·       Key change on-the-fly has to be supported.
·       Security parameters such as algorithms selected by the SeNB for its DRBs need to be coordinated over the Xn interface. 
·     
The control part of the Xn interface shall be integrity and confidentiality protected, because the keys are needed to be transferred over Xn interface from MeNB to SeNB. 
·    
For S1-U terminating in SeNB the protection specified in TS 33.401 applies. 
-
The UE will be required to handle the keys for the separate RBs in the SeNB, a new feature requiring standardization.

-

 New IEs and/or code points need to be allocated in RRC to control security for the SeNB DRBs.

In this paper we propose a solution to derive the KeNB (called KSeNB) of the SeNB from the KeNB (called KMeNB) of the MeNB, which can satidfy the requirement above. The KUP-SeNB  will be derived from the KSeNB .
The premise is the SeNB and the MeNB have been authenticated by each other and there is a security association between them (e.g. IPsec).                           

The MeNB derives the KSeNB from KMeNB for its SeNBs through a new set of inputs to the  EPS KDF, and sends the KSeNB to the SeNB through the Xn interface. The UE will generate the KSeNB from the KMeNB accordingly.
The example of the inputs of the KDF could be:

· FC = 0x1C
· P0 = ID of UE

· L0 = length of UE’s ID
· P1 = ID of the SeMB
· L1  = length of SeMB’s ID
· P2 = NONCEMeNB
· L2
= length of NONCEMeNB (i.e. 0x00 0x04)

The NONCEMME is a 32-bit value which is generated by the MeNB and sent to the UE.

The key derivation procedure is shown in the figure below:

When the UE  handovers from a dual connectivity state MeNB+SeNB to a single connectivity state SeNB (it’s the SeNB in dual connectivity state and is a normal eNB now) , the UE should disconnect from the SeNB first and then have a normal X2 handover from the MeMB to the (S)eNB (which was the SeNB in the dual connectivity state.
When the SeNB is changed, a new KSeNB will be derived from the KMeNB. When the KMeNB is refreshed, the new KSeNB will be derived and replace the currently KSeNB.
At the UE side the security context related with the SeNB should be seperated from the security context related with the MeNB.
2. Proposal
We ask SA3 to study and agree the solution proposed in this contribution.
**************************************pCR*********************************************************

X1. Definitions, symbols and abbreviations
   X1.1 Definitions 

SCE AS security context: the cryptographic keys at AS level with their identifiers, the identifiers of the selected AS level cryptographic algorithms and counters used for replay protection. Note that the SCE AS security context only exists when cryptographically protected radio bearers are established and is otherwise void.

   X1.2 Abbreviations

      SCE     small cell enhancement
X2. Security requirements on the small cell enhancement alternative 1A 
1. Cryptographically separate keys shall be used in the MeNB and the SeNB. The MeNB knows which keys are used in the SeNB, but not vice versa.
2. Key change on-the-fly shall be supported.
3. Security parameters such as algorithms selected by the SeNB for its DRBs shall be coordinated over the Xn interface. 
4. The control part of the Xn interface shall be integrity and confidentiality protected. 

5. The UE shall separate the two security contexts for the MeNB and the SeNB.
X.3 Key generation for the SeNB

The KeNB (called KSeNB) of the SeNB is derived from the KeNB (called KMeNB) of the MeNB using the KDF as specified in clause X.4. The KUP (called KUP-SeNB ) used to protect the user plane traffice between the UE and the SeNB is be derived from the KSeNB  using the KDF as specified in A.7 of TS33.401.
The MeNB sends the KSeNB to the SeNB through the Xn interface. The UE generates the KSeNB from the KMeNB accordingly.
When the SeNB is changed, a new KSeNB shall be derived from the KMeNB. When the KMeNB is refreshed, the new KSeNB shall be derived and replace the currently KSeNB.
X.4 KMeNB to KSeNB derivation 

This input string is used when there is a need to derive the KSeNB from the KMeNB in the case of small cell enhancement. The KMeNB is a 256-bit element, and so is the KSeNB.

· FC = 0x1C
· P0 = ID of UE

· L0 = length of UE’s ID
· P1 = ID of the SeMB
· L1  = length of SeMB’s ID
· P2 = NONCEMeNB
· L2
= length of NONCEMeNB (i.e. 0x00 0x04)

The NONCEMME is a 32-bit value which is generated by the MeNB and is sent to the UE.
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