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Abstract of the contribution:
We show that scenario 2 from Annex A of TR 23.701 entails the risk that a security breach at one WWSF may affect IMS subscribers that never had any association with that WWSF or WebRTC in general. We propose rather straightforward countermeasures mitigating this risk. The risk is therefore not considered a showstopper for scenario 2.
1. Introduction
The current TR 33.871 (v0.1.0) on WebRTC security distinguishes two cases for authentication, namely 

1. Authentication of WebRTC IMS Client re-using existing IMS authentication mechanisms;

2. Authentication of WebRTC IMS Client using web credentials.

This second case corresponds to the so-called scenario 2 from SA2’s TR 23.701 (v12.0.0), which is described in TR 23.701, A.2.1.1. A registration call flow for scenario 2 can be found in TR 23.701, A.2.1.3. 
Scenario 2 is described in Annex A.2.1.1 of TR 23.701 as follows:

“Scenario 2: The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF assigns IMS identities to the user based on the user's web identity (e.g. via database lookup or other translation means). Clause A.2.1.3 provides detailed procedures for scenario 2.”

Note that Annex A of TR 23.701 captures the decisions reached in SA2 so far and supersedes the network-based solutions in the main body of TR 23.701 (cf. text in conclusions section of the TR).

Further scenarios with authentication using web credentials: 
TR 23.701, A.2.1.1, NOTE 3, points to a third scenario still under discussion in SA2. SA3’s TR 33.871 refers to this third scenario in an Editor’s Note (second Editor’s Note in clause 6.1), which states: “From a security perspective this solution [i.e. the third scenario] appears similar to the solution described in 6.1.2 [i.e. scenario 2]”. We doubt this statement as we believe that it results from a lack of detail in the description currently contained in TR 33.871. 
We would also like to point out that a contribution to SA2’s January meeting by NSN  (S2-140201) proposes yet another scenario with authentication using web credentials.
Focus of the present contribution: 

It focuses entirely on security issues related to scenario 2. It does not address the other scenarios under discussion by SA2 as they have not yet been agreed to be included in Rel-12. Suffice it here to say without providing further evidence that we did analyse them as well and found it not difficult to see that these other scenarios do not suffer from the same risks as the ones we describe here for scenario 2. Once SA2 has agreed further scenarios for Rel-12 we will provide an analysis of them as well. 

In the remainder of the present contribution, we study threats, requirements, and possible countermeasures for the two following aspects of scenario 2: 
· The set of IMS identities that a third party WWSF is authorized to assign to a WebRTC IMS client;
· The interaction between eP-CSCF and WWSF in providing authentication and authorization of the WebRTC IMS client. 
None of the identified requirements is a show-stopper for scenario 2, provided one of the suggested countermeasures is adopted.
Abbreviations 

from TR 23.701:

eP-CSCF (Proxy Call State Control Function enhanced for WebRTC)

WIC (WebRTC IMS Client)
WWSF (WebRTC Web Server Function)

We also use the short hand ‘web authentication’ for ‘authentication of WebRTC IMS Client using web credentials’.

2 IMS identities that a third party WWSF is authorized to assign to a WebRTC IMS client
2.1 Description 

In scenario 2, the WIC registers with its individual IMPU from its existing IMS subscription. The WWSF performs web authentication and learns the (static) association between the user’s IMPU and the user's web identity e.g. via database lookup. The description of scenario 2 does not contain any provisions that would limit the assignment of IMPUs by the WWSF to a particular set of IMPUs associated with this WWSF, hence this could be any IMPU of any IMS subscription.

2.2 Security implications - impact on arbitrary IMS subscribers
There is no a priori reason to believe that third parties would employ weaker security mechanisms, or would handle security with less care, than operators do. However, security breaches are always possible with any parties involved, and it is then a sound principle that consequences of such a potential security breach are contained as much as possible. 

In the following, we therefore discuss the consequences of a potential security breach affecting the web authentication scheme operated by a third party WWSF. 

In scenario 2, it would become possible that an attacker in control of a compromised WWSF could assert having authenticated a user with an IMPU of the attacker’s choice, providing that this IMPU relates to an existing IMS subscription. In this way, the attacker could initiate a WebRTC call with this IMPU as originator and hence impersonate the user legitimately associated with this IMPU. This could have not only financial implications for the user and/or the IMS service provider, but could also damage their reputation or result in legal prosecution, depending on the destination and content of the call. While it is true that the eP-CSCF is tasked with verifying that the WWSF is authorized to allocate IMS identities that it assigns to a WIC the eP-CSCF could not stop this impersonation as the assumption is that any IMPU relating to an existing IMS subscription could be assigned by the WWSF.

The impersonation could affect any IMS subscriber, even if they had no business relationship with any third party (e.g. a social network) operating a WWSF, or would not even use WebRTC. Hence, it seems sensible to have the following:

Requirement 1: An IMS service provider relying on a third party authentication service for WebRTC shall ensure that at most IMS subscribers that have granted that third party the right to register them to the IMS with one of their own IMPUs are impacted by a potential security breach affecting that third party.

2.3 Possible countermeasures 
We suggest two possible countermeasures here. Both require that the third party WWSF is only authorized to assign IMPUs from a well defined set of IMPUs, i.e. the IMPUs of IMS subscribers that have chosen the option to access the IMS via this third party’s web authentication scheme. The countermeasures differ in the enforcement points:
2.3.1 Control by eP-CSCFs:  TR 23.701, Annex A.1.3.3, states: “The eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.” This text suggests control by eP-CSCFs. In order to enable this verification all eP-CSCFs that may receive assertions (in the form of authorization tokens) issued by a certain WWSF have to be provided with the list of the IMPUs that a WWSF is authorized to assign. But, considering that several eP-CSCFs can receive assertions issued by one WWSF, one eP-CSCF can receive assertions (relating to different users) issued by different WWSFs operated by different third parties, and that these lists would have to be updated dynamically, this solution may be difficult to manage and not scale well. In view of these disadvantages one may want to look at using a different enforcement point, cf. next paragraph. 
2.3.2 Control by S-CSCF and HSS: For each IMS subscription, an HSS entry indicates, which WWSF is authorised to assign a given IMPU. The HSS is the natural repository for subscription-related information. This information is sent to the S-CSCF over Cx during registration. The eP-CSCF sends the identity of the WWSF to the S-CSCF with the REGISTER message. The S-CSCF can then check whether the WWSF identities received from the eP-CSCF and the HSS respectively match.

3 Interaction between eP-CSCF and WWSF in providing authentication and authorization in Web authentication scenarios

3.1 Description 

The eP-CSCF and the WWSF differ in the following respects, cf. 23.701, Annex A.1.3: 

Ownership: The eP-CSCF is located in the operator network, while the WWSF located either in the operator network or a third party network authorized by the operator network. 

Roles in security: The WWSF performs the authentication of the WIC based on web credentials and allocates authorized IMS identities to WICs associated with authenticated Web identities (paraphrased from 23.701, Annex A.1.3.2). ”The eP-CSCF verifies any UE authentication performed by the WWSF and performs Trusted Node Authentication (TNA), as defined in TS 33.203, in IMS for UEs already authenticated by the WWSF.” (quoted from 23.701, Annex A.1.3.3). Furthermore, “the eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.” (quoted from 23.701, Annex A.1.3.3).
In Trusted Node Authentication considered so far, such a split in roles was not envisaged. Although it is still true in the WebRTC case that the information flow towards the S-CSCF is the same as described in TS 33.203, Annex U, the statement in the current version of TR 33.871: “The scenario is a perfect fit for the Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203.” should therefore not be taken at face value. The case that has so far been mentioned in the context of TNA is: 

· IMS Centralised Services: Here, the trusted node is a Mobile Switching Centre Server (MSC-Server) in the operator network that authenticates the clients using 3GPP-defined authentication mechanisms for access to circuit-switching mobile networks and performs registration towards the IMS core on behalf of the clients.

Furthermore, it should be considered that it is perfectly possible that several WWSFs from different third parties connect to an e-PCSF and that a WWSF can be connected to more than one eP‑CSCF.
Finally, we would like to remark that the S-CSCF learns through TNA only that authentication has been performed by the Trusted Node (the eP-CSCF in the WebRTC case) by the TN setting a suitable flag to TRUE, but the S-CSCF does not explicitly learn from the eP-CSCF, which WWSF actually performed the authentication. This was not of interest in the traditional examples for TNA above, as the Trusted Node was also the one that performed the authentication. 
3.2 Security implications - Identifying a potential source of trouble 

One security implication relates to the means available to the IMS core to identify a potential source of security problems:

Assume that there is a security breach at one WWSF, or that the behaviour of WebRTC clients authenticated by one WWSF shows some anomalies. The IMS service provider will have an interest to isolate the impacts of the security breach without affecting clients associated with other WWSFs. We have already seen in section 3.1 that this may currently not be easy to do in the S-CSCF as the S-CSCF is lacking relevant information. Hence we propose
Requirement 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one WWSF providing a third party authentication service selectively, without affecting clients associated with other WWSFs.

3.3 Possible countermeasures
3.3.1 Control by eP-CSCFs:  When a WWSF is under suspicion of a security breach an eP-CSCF can block all registration attempts involving assertions from that WWSF. All eP-CSCFs that can receive assertions from the WWSF under suspicion would have to be provided with the information, which WWSF to block. 

3.3.2 Control by S-CSCF and HSS: The eP-CSCF has to explicitly send the identity of the WWSF to the S-CSCF with the REGISTER message. (The mechanism from section 2.3.2 could be re-used.) Then the S-CSCF can block all registration attempts involving assertions from that WWSF. All involved S‑CSCFs would have to be provided with the information, which WWSF to block, either by OAM or from the HSS. 

4 Proposal
We propose to include the above requirements and possible countermeasures, as well as some descriptive text, into TR 33.871, cf. the companion pCRs in S3-140143, S3-140144.
















































