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Abstract of the contribution:

This contribution analyzes the key issue –privacy storage.
1 Introduction 
In 3GPP system, the privacy information which includes Personally Identifiable Information (PII) and user/UE identity privacy are usually stored in the network elements. If the network elements compromised by the attacker (insiders or equipment maintainer from the vendor or the third party), the plain text/unproteced stored privacy information will be accessed. Further, the attacker can launch futher attacks by using privacy information.

Consequently, we propose privacy requirements as follows.

The privacy information need to be secure stored.

We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
X. Key issue #X: privacy storage
X.1 Issue details
In 3GPP system, the privacy information which includes Personally Identifiable Information (PII) and user/UE identity privacy are usually stored in the network elements. If the network elements compromised by the attacker (insiders or equipment maintainer from the vendor or the third party), the plain text/unproteced stored privacy information will be accessed. Further, the attacker can launch futher attacks by using privacy information.
X.2 Threats

The plain text/unprotected stored privacy in network elements may bring risk to user privacy information disclosure/attack.
X.3 Privacy requirements

The privacy information need to be secure stored.
***
END OF CHANGES
***
