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1
Introduction
In SA3#73 it was decided to stop the PWS WID with a TR since no urgent demand from a regulator perspective was received and requirements are not allowing to gain a complete self-containing security solution but rather to show to regulators, operators, and vendors the different dimensions of finding a security solution that suits the requirement on a per regulator’s domain basis. Thus, the main goal of SA3#74 meeting is to wrap up and clean up the TR, such that operators and vendors can consult regulators in case of PWS security is requested one day.
This pCR suggests some rephrasing to the general section. 
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PCR

***
BEGIN CHANGES
***
6.2
Security features of PWS

6.2.1
General

In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements specified in 3GPP TS 22.268 [2] are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with a signature that is included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. Moreover, some PWS Security features should be considered and defined in details as to solve the remaining security issues listed.

A UE that has the capability to receive PWS message shall support the PWS interface as specified in TS 23.041 [3]. 
CBE sends Warning Notifications to the user via core network points and access network points. When receiving PWS Warning Notifications with security, the user verifies the signature with the corresponding key and the algorithm. 
So it is essential that the user shall be notified, which key and algorithm should be used for signature verification. Otherwise, it will cause verification failure.

As mentioned above, it shall ensure the synchronization of signature key and the signature algorithm between UE and the network. In the current specification, it only states PWS Warning Notifications shall be protected. How to verify PWS Warning Notification messages that are integrity protected has not been specified yet. If PWS uses some popular signature algorithm, e.g. RSA (the length of the message signature is at least 1024 bits) the Warning-Security-Information field cannot meet possible length restrictions of the different radio access technologies. So the length of the signature in particular should be considered. 
In summary, there are several dimensions for choosing which digital signature algorithms can be used for PWS Warning Notifications protection. Thus several security features are considered for PWS Security as follows.


Figure 6.2.1.1: PWS Security features
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