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Abstract of the contribution: 
ProSe UE-to-Network Relay: is a form of relay in which a Public Safety ProSe-enabled UE acts as a ProSe E-UTRA communication relay between a Public Safety ProSe-enabled UE and the ProSe-enabled network using E-UTRA. This contribution discusses GCSE_LTE interaction with ProSe UE-to-Network Relays and threats.
6
Key Issues

6.X
Key Issue #X:   GCSE_LTE interaction with ProSe UE-to-Network Relays
Definition from ProSe TR

ProSe UE-to-Network Relay: is a form of relay in which a Public Safety ProSe-enabled  UE acts as a ProSe E-UTRA communication relay between a Public Safety ProSe-enabled UE and the ProSe-enabled network using E-UTRA.

They are only allowed in PubS scenarios.
6.X.1
Key issue details

Group communication is accessable to authorized users only. ProSe UE-to-Network-Relay can be part of the group, but maybe not. If not authorized to participate in the group but compromised (man-in-the-middle), group communication is not confidential anymore.

Security aspects specific to the interaction between GCSE_LTE and the ProSe UE-to-Network Relay need to be considered in potential solutions.

6.X.2
Threats 

Possible threats if a ProSe UE-to-Network-Relay is compromised include:

- unauthorized listening to group communication

- forwarding confidential data to other non-group members
- pretending to be a group member and distributing wrong data to the others (via GCSE AS) by using the compromised group key

- pretending to give access to the network, but re-directing to an attacker’s network

- attracting a UE to use the relay though it may have network access on its own

- pretend to send data received by the network, which could result in major damage

6.X.3
Security requirements

Editor’s Note: FFS 
6.X.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.X.5 
Evaluation

