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1. Overall Description:

SA3 discussed security impacts for user plane architecture 1A concluded following. 
User plane architecture 1A:

SA3 discussed few solutions in order to address security context handling in SeNB with independent PDCP and methods to generate encryption key for SeNB. At this stage, SA3 believes that there will be impacts to current key hierarchy, UE and network entities (eNB and/or MME).

· Impact to key hierarchy 
· new key(s) should be added to current key hierarchy 

· Impact to SMC procedure
· AS SMC procedure might be impacted

· NAS SMC procedure might be impacted

· Impact to PDCP COUNT management
· PDCP COUNT management will be required
· Impact to MeNB:
· MeNB derives and sends the necessary key to SeNB
· MeNB performs key management including any change according to key change on the fly, handover, RRC Connection failure
· MeNB sends to or negotiates with SeNB the parameters for user data ciphering
· .
· Impact to SeNB
· SeNB may need to derive a ciphering key

· SeNB may need to provide security capability information to MeNB

· Impacts to MME
· MME may need to derive a KeNB for SeNB (KSeNB). 

· Impacts to UE

· UE will be required to perform key derivation and key management for the key(s) 
2. Actions:

To SA group.
ACTION: 
SA3 kindly requests SA to take this information into account.

3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #75
12th – 16th May 2014
Sapporo, Japan
TSG-SA WG3 Meeting #76 
25th – 29th August 2014 Sophia Antipolis, France.

