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Abstract of the contribution: this paper discusses the current security proposals for WebRTC and tries to propose improvements to the authentication aspects.
Discussion: 

Current WebRTC TR 33.abc describes two different solutions for the authentication of the WebRTC IMS Client in IMS., based on the assumption that the user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g., IMS digest) to authenticate with IMS. This assumption limits the usefulness of the WebRTC interworking feature extremely, since it is not effective in using WebRTC communication if the user has an IMS client and can setup IMS sessions without WebRTC. 
Current study conclusion in TR 23.701 list the following functionality for the eP-CSCF :
-
The eP-CSCF verifies any UE authentication performed by the WWSF and performs Trusted Node Authentication (TNA), as defined in TS 33.203, in IMS for UEs already authenticated by the WWSF.
-
For Web authentication scenarios, the eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.
-
The eP-CSCF performs IMS registration for WICs using either IMS or Web authentication schemes.
In order to achieve these required functionalities, the eP-CSCF will be required to have knowledge about the used identities by the WWSF. 
It is proposed in this document that the WWSF provides the relevant information to the eP-CSCF as indicated in the original solution 3 of TR 23.701 with the W2 refrence point. It is further proposed to overcome the limitation of the required IMS registration by allowing the WWSF to assign from a pool of IMS registrations a valid IMPU to the WIC that requests to register to IMS. The pool of IMS registrations can be easily realized with wildcarded IMPUs. 

On request from the WIC, the WWSF provides an IMPU to the WIC and a token for this IMPU to the eP-CSCF. The eP-CSCF can authenticate WIC based on this information in the registration request from the WIC.
Proposal:

It is proposed to add the following text into the WebRTC TR 33.abc: 
Start of Change

6.1.x
Authentication of WebRTC IMS Client using WWSF token at the eP-CSCF
The WWSF is using a pool of IMS IDs received from the HSS of the IMS operator. The idea behind is that the WebRTC service provider does not assume that the WebRTC user has an own IMS subscription so the WebRTC provider holds a pool of IMS subscriptions that can be assigned to the WebRTC IMS client on demand. The pool of IMS IDs can be provided to the WWSF in form of wildcarded IMPUs.

The following figure shows the call flow of the authentication procedure:
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Figure 6.1.x-1: WebRTC client authentication with WWSF token
1: The WWSF is pre-configured with wildcarded IMPUs that will be shared by the WebRTC users on demand. 

2: From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. 

3: The WIC requests IMS registration information from the WWSF with its WebRTC ID. WWSF may initiate authentication procedure if needed. 

4: The WWSF generates an IMPU out of the wildcarded IMPUs e.g. based on the WebRTC ID. The WWSF binds this IMPU to the WebRTC ID and generates a token. 

5: The WWSF registers the IMPU and token at the eP-CSCF.

6: The P-CSCF and WWSF have a trust relationship and may be authenticated to each other. The eP-CSCF stores the binding and acknowledges the binding. It may start a validity timer for the binding and provides the timer to the WWSF. 

7: The WWSF provides the IMPU and token, which binds to the WebRTC ID, to the WIC.

8: The WIC stores the received information and sends a REGISTER message to the eP-CSCF, using the IMPU and token. 

9: The eP-CSCF verifies the binding of IMPU and token and authorizes the REGISTER. The eP-CSCF may include an indicator, flag or other parameter, showing that the binding is verified and/or registration is authorized, in the REGISTER so that it does not need to be challenged by the S-CSCF. 

10: The eP-CSCF forwards the REGISTER to the S-CSCF. The S-CSCF requests the subscription profile from the HSS. 

11: The S-CSCF acknowledges the registration and retrieves the general subscription profile for this WebRTC service provider from the HSS. The 200 OK message is forwarded to the WIC.

End of Change
