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1. Overall Description:

RAN2 would like to thank SA3 for their LS with respect to the security aspects of small cell enhancements. Below we try to answer SA3’s questions.
Question 1: In option 3C, what information is transferred in the control part of the Xn interface?
Answer 1: 

First RAN2 should note that RAN3 has agreed that inter-eNB signalling for dual connectivity operation will be performed by means of X2 interface signalling.

Both in 1A and 3C, X2 can in principle carry any kind of configuration information such as radio resource configurations to be used in the SeNB. As baseline we have not identified any significant difference compared to the control signalling carried on X2 currently. However, the details have not yet been discussed in RAN2. Furthermore, RAN2 has not yet agreed any control signalling that would be specific for 3C architecture only.

In 3C, user plane data would be encrypted in the MeNB’s PDCP layer. During handover the data would be forwarded un-encrypted as in X2 handover today. 
Question 2: In option 1A, what path does the RRC messages traverse between MeNB and the UE, and in particular, does the MeNB or the SeNB provide the encryption and integrity protection?

Answer 2: 

All RRC messages are encrypted and integrity protected by the MeNB. The messages will be sent via the Uu interface of the MeNB meaning that they are not sent over the SeNB at all. 

Question to SA3:
RAN2 would like to ask which solution(s) would be feasible to complete in Rel-12 time frame from SA3 point of view. 

2. Actions:

ACTION: 
RAN2 respectfully asks SA3 to take RAN2’s answers into account and answer to RAN2’s question.
3. Date of Next RAN2 Meetings:

RAN2#85
10 – 14 Feb
Prague
 Czech Republic 
RAN2#85bis
31 March – 4 April
Valencia  Spain
