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1 Introduction

This paper analyses the Small Cell Enhancement architecture 1A and propose a solution for the security key computation. 
Specific concerns addressed are:
1. UE maintaining two simultaneous security contexts for MeNB and SeNB.
2. Current Horizontal and Vertical key computations are left untouched.
3. Introduces a new function for key computation in a small cell
4. Current backwards security of the keys is maintained.
5. No new Security threats are introduced.
2 Solution

Basic solution is a new key derivation scheme where generation of multiple security contexts is possible without adversely altering the current scheme, while maintaining robustness of the key computation. The new scheme uses a parameter ‘small cell counter (SCC)’ and a new key derivation function to compute an additional security context whenever a new target cell is added for simultaneous connection for a UE.   
When macro eNB (MeNB), adds a small cell eNB (SeNB) for simultaneous connection for the UE, MeNB sends to the UE a ‘small cell counter (SCC)’ parameter.  SCC maintained by a MeNB as part of its UE context is a monotonically increasing counter which starts with value 1 for the first cell added, and is incremented each time a small cell is added for the UE. If the MeNB decides to turn off the simultaneous connection (due to mobility of UE) and later decides to re-start the offloading to the same SeNB, the SCC value only keeps increasing, thus keeping the newly computed security context fresh. 

When a MeNB decides to add a small cell SeNB for data offloading for UE, it sends the target cell a request message for the offload connection.  The initiating cell MeNB calculates the key to be used SKeNB for the UE connection in the target SeNB.

To follow the key derivation procedure defined in 3GPP TS 33.401, security key SKeNB is derived as the KDF(KeNB, S), where KeNB is the currently active key of the MeNB (denoted as MKeNB), the KDF is the key derivation function defined in 3GPP TS 33.220 annex B with the new function code FC, and the S parameter is derived using the SCC and other SeNB cell-specific parameters (target PCI, length of PCI, EARFCN-DL, length of EARFCN-DL, SCC, length of SCC).

When UE is instructed to make a connection request to the target SeNB, the UE also is given the same SCC and other target cell parameters, (target PCI, length of PCI, EARFCN-DL, length of EARFCN-DL, SCC, length of SCC). The UE computes S parameter using the new function defined below, and further computes SKeNB using the same key derivation function KDF(KeNB, S).  

From SKeNB the MeNB and UE derive further keys for integrity and ciphering: SKUPint, SKUPenc, SKRRCint, SKRRCenc for the target cell. 
If computation of correct keys by the UE is verified, the UE connection is allowed, otherwise the connection request from UE is rejected.
The SeNB also computes the User Plane (UP) integrity and ciphering keys SKUPInt and SKUPenc to be used by the UE based on the SKeNB it received from MeNB. After the successful connection establishment, ciphering key SKUPenc is used for the user plane encryption in the target cell SeNB. If user plane integrity is turned on, the SKUPint is used for integrity check.
Race Conditions: In case of race conditions or message loss etc it may happen that the offload connection for a UE is de-allocated by MeNB but SeNB retains the UE context along with the keys, KSeNB etc. And MeNB may start a fresh offload request to the same SeNB. Hence if an SeNB receives an offload connection request for the same UE while it retains a UE context, SeNB will delete any previous context of the UE and accept the fresh KSeNB given by the MeNB and derive the subsidiary UP and CP keys fresh for a new connection.
2.1 SKeNB derivation function: 
SKeNB = KDF(MKeNB,S)

Following parameters shall be used to form the input S to the KDF, to derive the SKeNB from the current KeNB  of MeNB (MKeNB).

FC = 0xNN (next available consecutive code assignment, e.g. 0x1C new function code for SKeNB derivation)
P0 = PCI (target physical cell id) 
L0 = length of PCI (i.e. 0x00 0x02) 
P1 = EARFCN-DL (target physical cell downlink frequency) 
L1 = length of EARFCN-DL (i.e. 0x00 0x02)
P2 = SCC (Small Cell Counter)
L2  =  length of SCC (n.. bits for now, currently undecided)

The input key shall be the current 256-bit KeNB. 

With the new key computation scheme, 
the overall key derivation scheme in 33.401 for UE and SeNB will be as shown below..
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Verification of Computed Keys: 
Computation of keys for the SeNB is fully deterministic and only depends on correct value of the SCC parameter at point of computation (UE and SeNB). The SCC parameter is sent by the MeNB to the UE in the Integrity-protected RRC message that requires acknowledgement. The SKeNB based on this value of SCC is sent to the SeNB through the reliable Xn messaging. 

Depending on the architectural choices, the SeNB may or may not be able to process the Control Plane RRC messages. 
When the SeNB can process the RRC messages, this is likely to be indicated to the UE in the Offload Command from the MeNB. In this case the ‘Offload Connection Request’ message from the UE is integrity protected using the SKRRCInt key. The accepted value of the SCC is returned to the MeNB in the integrity protected RRC response. Correct verification of this message is signifies to the SeNB that UE computed correct SKeNB, as well as all its subordinate keys for encryption and integrity protection.
When SeNB cannot process the RRC messages, this is also likely to be indicated to the UE in the Offload Command from the MeNB. In this case, the UE will simply return an accepted SCC value to the MeNB in an Integrity protected RRC response. 
The overall key chaining as depicted in 33.401 figure 7.2.8.1-1 will look like Figure below.

[image: image3.emf]NCC = 1

NCC = 0

SK

eNB2

K

ASME

NH

K

eNB

*

(K

eNB

)

Initial

NAS uplink COUNT

MK

eNB

MK

eNB

MK

eNB

PCI, 

EARFCN-DL

K

eNB

* K

eNB

*

K

eNB

K

eNB

K

eNB

K

eNB

* K

eNB

*

PCI, 

EARFCN-DL

PCI, 

EARFCN-DL

PCI, 

EARFCN-DL

PCI, 

EARFCN-DL

NH

K

eNB

*

NCC = 2

K

eNB

K

eNB

K

eNB

K

eNB

* K

eNB

*

PCI, 

EARFCN-DL

PCI, 

EARFCN-DL

PCI, 

EARFCN-DL

SK

eNB1

PCI, EARFCN-DL

PCI, EARFCN-DL

SCC = 1

SCC = 2



2.2 Key Handling during Handoff

The new function independently works without altering the current use of {NH, NCC} pair during handoff. With addition of SCC, the new set of key computation parameters becomes {NH, NCC, SCC} for a given pair of NH,NCC. For simultaneous connection UE keeps multiple keys computed for the cells it established simultaneous connection with.

The SCC value is reset to zero at the MeNB and UE when the UE context is deleted due to S1, X2 handoff or network exit of UE. When UE enters the network with another security context, i.e. another MKeNB, the SCC can be restarted again from its initial value (+1) for the first allocation of the SeNB. 

 Note that this scheme allows simultaneous multiple connections to more than one cell controlled by a macro eNB. Key hierarchy supports multiple connections if so decided by MeNB. 

2.3 MME Impact

There is no MME impact. This scheme doesn't depend on any direct MME input. Key computation using SCC is locally managed by a controlling cell MeNB and has validity only in a MeNB.

2.4 Security Threats

The scheme maintains the current backwards and forward security principles by keeping computation and management of current security keys intact. SCC parameter always stays with MeNB and is not send over to SeNB, hence SeNB can’t compute and distribute subordinate keys. The SCC value is sent to the UE by the MeNB, explicitly in an RRC message for offload addition. Because the scheme doesn’t expose the MKeNB and SCC parameter to other entities, there is no identified security vulnerability.
2.5 Complexity

1. At MeNB, SCC is an added parameter in the UE context. For the key derivation, existing algorithm with new function code (FC) is used.

2. At UE, SCC is an added parameter in the MeNB context. For the key derivation, existing algorithm with new function code (FC) is used.

Both at MeNB and UE, the incremental complexity is very minor.

2.6 Advantages

This scheme offers multiple advantages:

1. A fresh set of keys is computed for the SKeNB if the UE directed by the MeNB to return to the same allocated SeNB due to mobility.

2. Generation of a complete set of key is possible. Depending on the architecture of RRC and UP, any required subset of keys may be selectively generated and used.

3. Even if any of the parameters (PCI, EARFCN-DL, etc.)  in the key computation are same for MeNB and SeNB, because of the SCC, the computed keys are different and fresh for every SeNB cell allocation.

4. Supports more than one SeNB under a MeNB.

5. Doesn’t impact current HO, KeNB re-keying, KeNB refresh, NAS rekeying etc or any other procedures. 

6. Does not affect MME. 

2.7 Proposal.
We propose to accept the above key computation scheme for small cell offload connections, and incorporate it in a subsection in 33.401 (eg: sec 7.2.8.5 Key Derivation for Simultaneous Small cell connections). 
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