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Abstract of the contribution: This contribution modifies Key Issue 3.1 to make it clear that mutual authentication only applies to ProSe one-to-many communications in group owner mode.

1
Introduction

The latest version of TR  23.703 contains an evaluation of the solutions for ProSe one-to-many communications in decentralised mode and makes some conclusions that the standardised solution will need to follow.  In particular, the evaluation includes the following assumption:

· Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.

Similarly, one of the conclusions they reach for decentralised mode is the following:

· No need for dynamic ProSe group management prior to transmission (i.e. no notion of "ProSe group joining").

SA2 have clearly decided that the security of ProSe one-to-many communications in decentralised mode should be derived from pre-shared secrets so authentication between group members is implicit and based on the security of key delivery.  Explicit mutual authentication between group members as considered in Key Issue 3.1 is now only relevant to ProSe one-to-many communications that are centrally managed; i.e. group owner mode. 
2
Proposal

We propose updating Key Issue 3.1 to make it clear that it only applies to ProSe one-to-many communications in group owner mode.  We also remove the requirement for session keys as we intend to address this in a separate contribution.

>>>Start of Changes<<<<

5.3.1
Key Issue #3.1: Mutual authentication of ProSe enabled devices in group owner mode
5.3.1.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs in group owner mode without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration inclusive credentials on a removable UICC.

5.3.1.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. 
5.3.1.3
Security requirements

The system should support mutual authentication of public safety UEs in group owner mode out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.


>>>End of Changes<<<<


