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**********************************Begin of the Change****************************************
Authentication and key agreement procedures

6.1
General 

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA (RFC 4187 [7]) or on EAP-AKA' (RFC 5448 [23]). The EAP server for EAP-AKA and EAP-AKA' shall be the 3GPP AAA server residing in the EPC. 

The UE and 3GPP AAA server shall implement both EAP-AKA and EAP-AKA'. It is specified in this specification in which cases EAP-AKA and EAP-AKA' respectively shall be used. 

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA and EAP-AKA' shall reside on the UICC.

If the terminal does not support 3GPP access capabilities, 3GPP does not specify where the credentials used with EAP-AKA and EAP-AKA' reside.

NOTE: EAP-AKA and EAP-AKA' may use the same credentials. 

The procedure in clause 6.2 shall be performed whenever the procedure in clause 8 of the present document is not performed with the following exception: 

· if the security procedure in clause 9.2.2.2 for DS-MIPv6 is performed over a trusted access network and 

· if the trusted access network has the properties listed in clause 9.2.2.1

then the procedure in clause 6.2 may be skipped. 

However, it is recommended to use the procedure in clause 6.2 unless another strong authentication and key establishment method is used, which is documented in a standard covering the non-3GPP access network. 

NOTE 1: There are cases when the procedure in clause 6.2 cannot be performed due to lack of support for EAP in the access network. DSL-based access networks are examples of such access networks. 

In cases where it is difficult to assess whether a given access network has the properties listed in clauses 9.2.2.1 and 9.3.1.2, it is strongly recommended to use the procedures for untrusted access in clause 8.

The HSS shall send an authentication vector with AMF separation bit = 1 (cf. TS 33.401 [16]) to a 3GPP AAA server as specified for the EAP-AKA' procedures defined in the present document. For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS, and shall not be used in a non-EPS context.
The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA or EAP-AKA' request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA or EAP-AKA' request are in conflict, the received indication shall take precedence.

NOTE 2: The protection mechanisms of EAP-AKA and EAP-AKA' prevent that an indication sent as part of an EAP-AKA request could be forged.
Additionally, in roaming situations the visited 3GPP network may send an indication about the trust status of the non-3GPP access network to the 3GPP AAA server. The 3GPP AAA server may take this indication from the visited network into account in its decision about sending a trust indication to the UE.
Furthermore, during the access network discovery and selection the trusted status information of non-3GPP access network is sent to the UE by ANDSF server. Upon UE request for network discovery information, the ANDSF server sends non-3GPP access networks’ trusted status information which includes security levels to UE.The security levels of non-3GPP access network can be informed to UE by including a “trusted” or “untrusted” indication with the identity of the access network in the ANDSF server respond message. The UE knows the non-3GPP access network is trusted or untrusted based on the received indication.
Besides, if the operator considers that the UE needs to select a trusted non-3GPP access network, the ANDSF server provides a pre-defined rule to UE in ANDSF policy. The rule indicates that to select the trusted non-3GPP access network or the trusted non-3GPP access networks are more preferable than the untrusted ones. According to the trusted status  information of non-3GPP access network and the pre-defined rule that provided by ANDSF server the UE selects a trusted non-3GPP access network from available access networks and performs EAP-AKA’ procedure to establish connection with it.
EAP-AKA and EAP-AKA’ use pseudonyms and re-authentication identities. Pseudonyms and re-authentication identities should be generated using the method defined in TS 33.234 [9]. 

NOTE 3: When using the method in TS 33.234 [9] for the generation of pseudonyms and re-authentication identities the AAA server can resolve these identities without having to store them. In particular, they can be resolved even when the UE is not registered.  

NOTE 4: TS 33.234 [9] defines Temporary Identities such that the leading six bits form the Temporary Identity Tag. This tag is converted to a printable character using the BASE64 method, according to TS 33.234 [9]. Compatibility with the NAI format defined in TS 23.003 [8] is achieved by choosing the temporary identity tag such that the printable character equals the leading digit for the NAI defined in TS 23.003.

The authentication and authorization of the UE's access over S2b to external networks from non-3GPP access networks can be based on PAP and CHAP procedures as specified further down in the present document. The corresponding procedures for DS-MIPv6 are given in TS 24.303 [20].
**********************************End of the Change****************************************
