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1. Introduction
In current TR33.865, there are four solutions are proposed. This present contribution provides overall discussion on these solutions especially solution 2. 
2. Analysis
2.1 Analysis on solution2
The threats of key issues discussed in category 1 of TR 33.865 are caused by the assumption that the information which comes HS2.0 WLAN are untrusted.The WLAN network information may be tampered by MitM attack on the radio interface , or a legal WLAN AP that controlled by a malicious attacker can send fake WLAN information. In order to prevent these attacks, the authenticity of WLAN information received from WLAN AP should be checked.

Solution2 proposes to extend the ANDSF selection policies and access network discovery information to support the provision of trusted status information and addition of a rule that indicates to select the trusted non-3GPP access networks. Based on the proposed solution2, a UE can select a trusted non-3GPP access network as much as possible during access network discovery and selection. 

· According to the TS33.402, the EAP-AKA’ is used for mutual authentication and key agreement when a UE accesses to 3GPP EPS via a trusted non-3GPP access network.Solution 2 can guarantee a UE to select a trusted access network, then EAP-AKA’ procedure is used for authentication and key agreement. The new function of EAP-AKA’ to bind the network name into the derived keys provides protection against key leakage to inappropriate parties. In addition, an important enhancementis that EAP-AKA’ employs a stronger hash algorithm SHA-256 instead of SHA-1 which is used in EAP-AKA. Furthermore, if the UE checks that the information it has received locally over the air matches with the information the AAA server has sent it via EAP-AKA’ according to RFC5448, it becomes impossible for the access network to tell one story to the AAA server and another one to the UE. Therefore, the use of solution 2 can minimise the abuse of the used keys and the attack of the MitM. It can provide a higher level security.

· From the perspective of operators, a tusted access network means an access network that can provide actual network information and all of the security feature groups provided by the access network are considered sufficiently secure .When a UE accesses EPC via trusted access network, the backhaul through WLAN accesses to EPC is secured, through IPsec to build a secure access to EPC. The muatual authentication will be used between the AP and the EPC network node during the security establishment procedure. This can ensure the AP is a legal AP.

The proposed solution2 can not only help alleviate the above threats, but also can meet the following requirements which are also stated in S3-140031
Firstly, it has been added a security requirement in SA3#72 meeting “SA3 should take EAP-AKA’ into account as much as possible in  WLAN network selection work for 3GPP operators’ trust reason as one selection criteria when there are many available WLAN networks”. The proposed solution 2 totally meets this general security requirement. The UE can select a trusted WLAN access network as much as possible by using the proposed solution 2, then the EAP-AKA’ will be used as much as possible. 
Secondly, according to the clause 4.8.2b in TS23.402, the UE may decide to select a WLAN that supports S2a connectivity to HPLMN or both to HPLMN and RPLMN. This decision is based on UE implementation specific mechanisms and the "S2a connectivity preference" provisioned in the UE by the home ANDSF server. When the "S2a connectivity preference" is set, it indicates that the home operator prefers the UE to select a WLAN that supports S2a connectivity.  Based on this description, it includes two aspects of requirements. 1) The UE should distinguish the WLAN access network between the trusted and untrusted ones.2) The UE should decide whether the trusted WLAN network is required or not. The proposed solution2 also meets these two requirements. 
Finally, the proposed solution2 is also applicable in the scenario where a UE does not support the establishment of IPsec tunnel. When this type of UE wants to use a WLAN to access EPC network, it should choose a trusted WLAN access network as much as possible for not establishing the IPsec tunnel. In this case, only the EAP-AKA’shall be used for mutual authentication and key agreement. The use of solution 2 can reduce the times of UE attempting to access network.
For above reasons, we kindly suggest that the proposed solution2 should be specified in current specification TS33.402.

2.2 Analysis on remaining solutions
Solution 1 gives a non technical scheme to gurrantee the authenticity of WLAN information. A non technical method can be adopted by 3GPP operator to supervise the behaviour of WLAN service providers, but it is out of 3GPP scope to specify. 

Solution 3 describes that the UE with (U)SIM card shall support EAP-SIM/EAP-AKA or EAP-AKA’ protocol for authentication, this is a required feature in the HS2.0 UEs with (U)SIM card. The feature has been described in existing specifications.

Besides, in solution 4, the security protection of RAN assistance information reuses the existing AS security mechanism which has specified in TS33.401. 
Therefore, there is no need to add these three solutions in current TS.
3. Proposal
According to the above analysis, it is proposed to agree the CR to TS33.402. The CR is in S3-140034.





































































































































































