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Abstract of the contribution: Provide security solution for SCE architecture 3C.
1. Introduction
In section 8.1.1.8, 36.842 v1.0.0, alt. 3C is depicted as follows:
Alternative 3C is the combination of S1-U that terminates in MeNB + bearer split in MeNB + independent RLCs for split bearers. It is depicted on Figure 7.1.1.8-1 below, taking the downlink direction as an example.
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Figure 8.1.1.8-1: Alternative 3C

This document provides security solution for SCE architecture 3C.
2. Solution for air interface
In architecture 3C, there is no PDCP in SeNB.Since PDCP is implemented in MeNB, the cipher function of user plane could be terminated in MeNB, considering that only PDCP can provide cipher function.  PDCP need not to differentiate whether the data will be transmitted in MeNB or in SeNB, and protected all the data with same process logic. All security handling for AS and NAS of MeNB branch is the same as normal eNB. No additional security mechanism is needed for SeNB.
3. Solution for Xn interface
In R2-134586, RAN2 reply SA3’s question for what information is transferred on Xn in 3C. The security requirements could be concluded from the answer.
Configuration information such as radio resource configurations to be used in the SeNB will be carried as control plane data on Xn. During handover the user plane data would be forwarded un-encrypted as in X2 handover today, To provide same level protection as X2, Xn should provide integrity and confidentiality protection for the above control plane and user plane data.

Normal User plane data would be encrypted in the MeNB’s PDCP layer and sent to SeNB. To provide same level protection as X2, at least additional integrity protection is needed for this kind of data. However, it is complicated for Xn to distinguish different kind of data and provide different security protection, so it is proposed to apply same security mechanism for all data on Xn.
As depicted in 8.1.5, 36.842, the same transport layer protocol as X2 could be assumed for Xn, i.e., SCTP over IP    for C-plane and GTP-U over UDP/IP for U-plane, the Xn protocol stack between SeNB and MeNB is same as legacy X2 interface. NDS/IP could be reused as security solution. 
4. Proposal
    It is proposed to add above solutions into related TS.
***************************************start change*********************************************

y  Security for small cell enhangcement architecture 3C
y.1 Solution for air interface
In architecture 3C, there is no PDCP in SeNB. Since PDCP is implemented in MeNB, the cipher function of user plane could be terminated in MeNB, considering that only PDCP can provide cipher function. PDCP need not to differentiate whether the data will transmit in MeNB or in SeNB, and protects all the data with same process logic. All security handling for AS and NAS of MeNB branch is the same as normal eNB. No additional security mechanism is needed for SeNB.

y.2   Solution for Xn interface

      As depicted in 8.1.5, 36.842, the same transport layer protocol as X2 could be assumed for Xn, i.e., SCTP over IP    for C-plane and GTP-U over UDP/IP for U-plane, the Xn protocol stack between SeNB and MeNB is same as legacy X2 interface. NDS/IP could be reused as security solution.
***************************************end change*********************************************
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