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Abstract of the contribution: Analyze security requirements for small cell architecture 1A and 3C.
1. Introduction
RAN2 has decided architecture 1A and 3C as SCE following work assumption.And two rounds LS, which shares information on small cell architecture and initial security considerations have taken place between SA3 and RAN2. SA3 should start formal work on security for the two architectures.This document analyses the security issues introduced by adding SeNB for a UE into E-UTRAN.

2. Analysis
Both 1A and 3C have common structure as in figure 1.
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Fig.1 SCE architecture
The small cell in SeNB and Pcell in MeNB will provide dual connection for the UE. In contrast to LTE architecture for a UE, there are additional X2 interface between MeNB and SeNB and additional air interface between SeNB and UE introduced to the UE. 
In both agreed architectures, user palne data is transmitted on air interface between SeNB and UE. To provide same security level as in E-UTRAN, the data should also be confidentiality protected. An eNB may act as SeNB for a UE while acts as MeNB or normal eNB for another UE, SeNB follows security algorithms rule defined in 33.401 and has same security process logic in PDCP layer(if there is PDCP layer in SeNB) as MeNB.The defined solution for SeNB shall not impact security of MeNB.
Configuration messages and user data are transmitted on X2(used to be called Xn) interface between MeNB and SeNB. There is not significant difference compared to legacy X2. So integrity protection and confidentiality protection are needed on this interface.
There may be two sets of AS security context for a UE. The UE should associate each PDCP entity with the corresponding AS security context.It is beneficial to reuse security mechanism defined in 33.401 as much as possible to reduce the standard work for SCE.
3. Proposal
It is proposed to agree the following proposals.
Proposal 1: The data transmitted on new interface between SeNB and UE shall be protected. 
Proposal 2: The data transmitted on X2 between SeNB and MeNB shall be protected.

Proposal 3: It is beneficial to reuse LTE security solution definded for Uu and X2 interface as much as possible. 
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