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Abstract of the contribution: this contribution solves the editor's note for SDT NAS solution in clause 5.7.4.1.2 of TR 33.868.
1. Introduction
The editor’s note “It is FFS in SA3 for partial ciphering solutions as it may violate the current protocol layer security concepts” still remains in clause 5.7.4.1.2, and it is necessary to make the related security problem clear and delete the editor’ notes. This paper aims to analyze and resolve this security issue.
2. Analysis  
According to SA2’s TR23.887, it is definitely stated that “A new NAS message format is used to carry the IP packet and its EPS Bearer ID in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages.” Obviously, the security requirement of partly ciphering originated from discussion in SA2. From the security point of view, as the SDT solutions aim to avoid UE transferring from idle to connected mode so as to save network resource, the AS security will not be established to protect small data, thus it can only rely on the current NAS security to partly cipher NAS message.
Substantially, the partly ciphering solution reuses the current NAS security context to cipher and integrity protect the NAS message, and UE and MME always store the NAS security context when UE is in idle mode, so UE and MME naturally have the ability to excute the partly ciphering solution without introducing new security context. This avoids introducing complexity to existing security operation.
For NAS protocol, SA2 has defined a new NAS message type for small data transmission, so MME will be enhanced to identify that the NAS message is used for small data transmission and is partly ciphered.  For security, the researved 4-bits NAS message security header type can be defined to indicate that the new NAS message is integrity protected and partly ciphered, and the other security operations are consistent with current NAS security mechanism:  1. Key stream used for partly ciphering is derived through EEA. 2. The small data is encrypted by performing XOR operation between the small data and the key stream.
Actually, the current protocol security naturally has the ability of partly ciphering, because the Sequence Number in the delivered message shall not be ciphered. Here in SDT NAS solution, besides Sequence Number, the unencrypted part is ony extended to carry eKSI.
Further more, NAS security and AS security is independent with each other, so partly ciphering of NAS message would not impact AS security operations.
From above analysis, it is clear that the partial ciphering solution does not violate the current protocol layer security concepts.
Proposal 

It is kindly asked to delete the editor’s note in clause 5.7.4.1.2 of TR33.868.
PCR
***************************************First of Change*******************************************
5.7.4.1.2
Solution 1: Partly ciphering

The partly ciphered security mechanism is necessary for initial uplink layer 3 NAS message of MO packet delivery for SA2’s solutions, in which the new initial L3 message is used to carry the small data packets in an encrypted IE (some other information like UE’s EPS Bearer ID may also be included in the encrypted IE). The network (MME/SGSN) firstly needs to recognize that whether the initial layer 3 message from UE is ciphered or not. It can be achieved by adding a partly ciphering indicator in the new initial L3 message, i.e. UE set the current “Security header type” IE’s reserved value, e.g. “0101” to “Integrity protected and partly ciphered”. So the network can identify the initial L3 which carries the small data is partly confidentiality protected and then generate key stream to decipher this partly ciphered initial layer 3 message.

In the other hand, the generation of the key stream is another issue that should be considered. The method can be as following: the key stream used for partly ciphering is derived through EEA. The EEA input parameters include the “LENGTH” which is set to the real length of data needed to be ciphered and the other EEA input parameters remain the same,  so the length of generated key stream is the same as that of data needed to be ciphered. Then the plaintext  data is encrypted by applying the key stream, which perform XOR operation between the data needed to be ciphered in initial layer 3 message and the key stream.  The encrypted  data is encapsulated in NAS PDUs.

Based on above analysis, the partly secure protection of small data in NAS message for MO IP packets delivery can be done as followings: UE performs Attach activating a PDN connection or TAU (with an already active PDN a connection).Then UE sets the current “Security header type” IE‘s reserved value, e.g. “0101”  to “Integrity protected and partly ciphered”. Small data is included in NAS PDU which is a new form of initial layer 3 message. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The eNB forwards the partly encrypted IP packets to the MME in the S1AP Initial UE message. The MME identifies the small data is integrity protected and partly confidentiality protected and then generates a key stream to decipher partly ciphered initial layer 3 message. 

SA2’s control plane solutions include NAS solution 1 in clause 5.1.1.3.1, NAS solution 2 in clause 5.1.1.3.2, and T5-based solution in clause 5.1.1.3.3 in SA2’s TR23.887, all these solutions need to encapsulate small data in NAS PDUs and transfer them in NAS messages. Besides, the partly ciphering solution is just used to protect the small data in NAS message between UE and MME, but it does not care how to transfer the small data to the target SCS/AS from MME. So the partly ciphering solution suits for all three control plane solutions.

Following description is the security operation for SDT control plane solutions and it only intends to provide security protection between UE and MME:  

a. Optimized LTE message sequence for the transfer of MO small data packets
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Figure 5.7.4.1.2-1: Optimized LTE message sequence for the transfer of MO small data packets
1. UE requests the UE's AS to establish an RRC connection with establishment cause 'low priority small data''.
2. eNB accepts the small data type access and returns the RRCConnectionSetup message.

3. UE sets the “Security header type” IE‘s reserved value, e.g. “0101”, to “Integrity protected and partly ciphered”, generates key stream used for partly ciphering and then partly ciphers the initial L3 message by applying the key stream, which performs XOR operation between the data needed to be ciphered in initial layer 3 message and the key stream. The encrypted IE including small data is encapsulated in NAS PDU which is a new form of initial layer 3 message. UE also integrity protects the initial L3 message by generating a MAC-I.

4. UE includes security header type, eKSI, encrypted data, SN, and MAC-I in the new initial L3 message, then sends the NAS PDU in the NAS container to eNB in the RRC Connection Setup Complete message.

5. The eNB forwards the partly ciphered NAS PDU to the MME in the S1AP Initial UE message. 

6. The MME identifies that the small data is integrity protected and partly confidentiality protected according to the “Security header type”, finds the NAS security context by eKSI, then verifies the MAC-I. MME also generates a key stream that is same as UE’s to decipher the partly ciphered NAS PDU. 
7. MME sends the small data packets to S-GW/SMSC/IWF.

8. If there are response data packets to UE, MME receive them and then sends them to UE through eNB. If there is no response data packet to UE, MME sends “UE context release” signalling to eNB to release RRC connection immediately.

     
***************************************End of first Change*****************************************
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