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This contribution proposes to solving editor’s notes in solution 1 and solution 3.  
1 Introduction
There are some editor’s notes in solution 1 and solution 3. This document analyzes these editor’s notes and proposes to solve them.
2 Analysis

2.1 Editor’s notes in solution 3
Editor’s notes in Section 7.3.4.1:
‘Editor's Note: The threat for 2G subscribers over UTRAN described above needs to be assessed and corresponding solutions need to be considered.’ 

SA3 has agreed on the working assumption that SIM subscribers are excluded from PWS Security. This editor’s note for 2G subscribers should be deleted.
Editor’s notes in Section 7.3.4.4:
‘Editor's Note: It is FFS if there are regulatory requirements to accept key distribution messages in accesses where the user does not have a subscription.’
There is no regulator requirement on PWS security fed back so far. It is better to delete the editor’s note and add a note saying that whether to accept key distribution messages in accesses where the user does not have a subscription depends on regulatory requirements.
Editor’s notes in Section 7.3.4.5:
 ‘Editor's Note: The risk of introducing DDoS attacks and simple key forgery attacks needs further study.’
DDoS attack and simple key forgery attack are only related to the second method which using broadcasting periodic PWS testing warning messages to mitigate the security impacts caused by no integrity protection in GSM/GPRS. The first method does not have the risk of introducing DDoS attack and simple key forgery attack.
DDoS attack: When UE determines that the public key it is storing is not correct, UEs will not request a new key at once but obtain it in the next RAU/LAU procedure. Since the time UEs perform next RAU/LAU may be different and distributed in the interval, the risk of DDOS attack can be decreased to minimum.
Key forgery attack: The condition of the attack is that the internal between injecting forge PWS public key and sending fake warning message is very short.  If the internal is long enough, UE may receive a valid test message before it receives a fake warning message. Thus key forgery attack may not work. On account of the inherent security weakness of GSM/GPRS network, there is no solution can solve key forgery attack completely. Solutions in clause 7.9 can be referred to solve the problem to some extent.
Based on above analysis, it is proposed to delete the editor’s note and add a note saying that: If the time UEs perform next RAU/LAU is distributed in the interval, the risk of DDOS attack can be decreased to minimum. There is no solution can solve key forgery attack completely on account of the inherent security weakness of GSM/GPRS network. Solutions in clause 7.9 can be referred to solve the problem to some extent.
2.2 Editor’s notes in solution 1 in Annex A
Editor’s notes in section A.1.1:
 ‘Editor's Note: The sizes of NAS messages need to be considered.’
NAS message consumption for carrying public key has already been analyzed in section 8.3.2 (evaluation of solution 3), so the editor’s note should be deleted.
Editor’s notes in section A.1.2:
 ‘Editor's Note: It is FFS whether SMC messages should be used for key distribution.’
Solution 1 and solution 3 proposes to use SMC message for key distribution. According to NAS message consumption for carrying public key in section 8.3.2, SMC message can support it. The editor’s note should be deleted.
Editor’s notes in section A.1.3:
 ‘Editor's Note: Other mechanisms for signature algorithm identifier distribution need to be studied.’
SAI (Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. In SA3 #72 meeting, it has made agreement to include SAI in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. No other mechanisms for SAI distribution need to be studied. The editor’s note should be deleted.
3 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

7.3.4
Solutions to security issues in GSM/GPRS and with 2G subscribers in UMTS

7.3.4.1
General

Unlike LTE and UMTS, GSM/GPRS security mechanism does not provide integrity protection on the radio interface. So the proposed PWS public key distribution solution based on integrity protection in AS and NAS messages in UMTS and LTE is infeasible.

The case of 2G subscribers with UTRAN access also needs consideration: Integrity in UMTS and LTE protects AS and NAS messages in transfer, but it also implies message origin authentication. The latter is essential in PWS public key distribution as it guarantees the authenticity of the public key to the UE (assuming a genuine network entity only distributes authentic public keys). However, for 2G subscribers with UTRAN access, UMTS integrity cannot guarantee that the UE is connected to a genuine network entity. This is so because it is possible for an attacker to obtain a valid GSM triplet (RAND, Kc, RES), while the 2G subscriber is connected over GERAN, through breaking one of the still widely used weak GSM or GPRS encryption algorithms. Note that there is no strong time constraint on the attacker as such triplets are valid for the lifetime of the SIM, due to the lack of replay protection for RAND. Once the attacker has obtained such a triplet he can feed RAND to the UE in an Authentication Request through a device that emulates a UTRAN BS system combined with an SGSN or VLR and compute the keys CK, IK converted from Kc according to TS 33.102 [8]. The attacker can then set up integrity-protected communication with the UE and send false public keys to the UE.

This clause describes solutions on how to distribute the public key and other security information to the UE in GSM/GPRS and to 2G subscribers over UTRAN. Several possible approaches are suggested:


There are 6 methods listed for GSM/GPRS solutions and with 2G subscribers in UMTS solutions.

· Re-use current GSM/GPRS security mechanism with initiating ciphering with using a UE-controlled timer(clause 7.3.4.2 and clause 7.3.4.6 )

· Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted with using a UE-controlled timer(clause 7.3.4.2 and clause 7.3.4.6 )

· Not initiating ciphering in the whole GSM/GPRS system with using a UE-controlled timer(clause 7.3.4.2 and clause 7.3.4.6 )

· Enhanced integrity protection mechanism for GSM /GPRS(clause 7.3.4.3)
· Limiting key updates in GSM/GPRS and use periodic PWS warning test message(clause 7.3.4.4 and clause 7.3.4.5)
· Using NAS layer security(clause 7.6)

********************************************End of First Change********************************************************
******************************************Begin of Second Change*****************************************************
7.3.4.4
Limiting key updates in GSM/GPRS

If the protection of the key distribution in GSM/GPRS has a lower security level (or no security) than the protection of the key distribution in the other accesses, this lower security level might spread to UMTS or LTE capable UEs if they listen for key distribution messages in GSM/GPRS.

The reason being than an UMTS or LTE capable UEs might attach to a GMS network when there is no UMTS or LTE coverage. Even if the UE is configured to discard messages without a valid signature, an adversary could potentially inject false keys and false warning messages in an attempt to cause panic.

-
For GSM only UEs, the only solution is to introduce some kind of enhanced GSM/GPRS security context. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

-
For UMTS or LTE capable UEs, the problem could be mitigated by only accept key distribution messages in GSM/GPRS if there is no valid key received from UMTS/LTE. If the same signature key is used in all accesses, improved robustness and coverage could still be achieved by listen for warning messages in GSM networks.

As a subscriber with an UMTS or LTE capable UEs could have GSM only coverage for weeks (e.g. when going on vacation), this puts some extra requirements on the key distribution methods. The lifetime of the signature keys would need to be at least as long as the time an subscriber might have GSM only coverage.


NOTE:
Whether to accept key distribution messages in accesses where the user does not have a subscription depends on regulatory requirements.
******************************************End of Second Change*******************************************************
****************************************** Begin of third Change *******************************************************
7.3.4.5
Mechanisms of NAS solution for GSM/GPRS

It is considered to mitigate this security issue through the NAS solution's mechanism. Two possible methods can be used to mitigate the security impacts caused by no integrity protection in GSM/GPRS.

The first one is prior receiving PWS public key from UMTS/LTE network. Nowadays most UEs will support multi-mode and UE can receive PWS public key from different RATs. When the UE and network perform the initial distribution or update of PWS public key, UE receives and stores public keys independently from GERAN/UMTS/LTE. As the same signature key is used in all accesses in one PLMN for the same CBE, UE should prior use the public keys from UMTS/LTE to verify the PWS notification message received from GSM/GPRS network. This can avoid injecting a forge PWS public key to UEs by a fake BS. This method does not work for terminals that only have GSM coverage for an extended period of time or are only GSM capable. The second one is broadcasting periodic PWS testing warning messages by the network. As the PWS public key update procedure described in clause 7.3.1.2, the network periodically broadcasts PWS warning message "test" signed by the latest public key. UE verifies the signature using the public key it stores. If successful, UE determines that the public key it is storing is the latest, and discards the warning test silently. Otherwise, UE determines that the public key it is storing is not correct, and sends the public key ID and signing entity ID in the next RAU/LAU request. When SGSN/MSC receives them, SGSN/MSC checks whether public key ID is the same as it saves. If not, SGSN/MSC sends the update public key, public key ID and signing entity ID it saves in RAU/LAU accept messages. In this way, if UE receives and stores a forge PWS public key from GSM/GPRS network, UE can always identify whether the public key is correct or not by periodic PWS testing warning message, and then UE could fetch a correct PWS public key from the network in time. The test message can be received when the terminal is in PS connected state. It depends on the RRC state.


NOTE:
If the time UEs perform next RAU/LAU is distributed in the interval, the risk of DDOS attack can be decreased to minimum. There is no solution can solve key forgery attack completely on account of the inherent security weakness of GSM/GPRS network. Solutions in clause 7.9 can be referred to solve the problem to some extent.
******************************************End of third Change***********************************************************
****************************************** Begin of fourth Change ******************************************************
A.1.1
Public key distribution

The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can used.

1. 1.
In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A:
If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B:
In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2.
EPS AKA procedure may take place.

3.
When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key and the signing entity identifier in NAS SMC. In addition, MME distributes the "network signature use counter" (NSUC) which is a monotonic increasing value that can be increased every time the public key is used.

NOTE C:
In order to validate the PWS Warning Notification come from different signing entities, UE shall be notified signing entity identifier, to know which signing entity the PWS warning message comes from.

NOTE D:
If UE has attached to the network before, when MME receives Attach or TAU request, it verifies whether the public key and NSUC that UE possesses is the latest. Otherwise, MME checks whether the PSKI and NSUC that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.

NOTE E:
In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be globalique.

2. 4.
At receiving the NAS message, UE receives and saves the public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.


[image: image1]
Figure A.1.1.1 Public key distribution 

NOTE F:
Only happening in emergency case.

NOTE G:
If the UE has several active keys, the UE can send several PKSI in one NAS message and receive several public keys in one NAS message.


The public key distribution mechanism can also be used for public key update in LTE.

******************************************End of fourth Change*********************************************************
****************************************** Begin of fifth Change ********************************************************
A.1.2
Public key distribution in UMTS

The solution describes the distribution of the public signature verification key information based on AS message or NAS messages. SMC /Attach /RAU/LAU ACCEPT message can used.

1. 1.
In the initial attach procedure, UE sends the initial attach request to SGSN.

NOTE A:
If UE has attached the network before, UE sends the public key identifier to SGSN in Attach/ RAU/LAU request. 

NOTE B:
In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2.
AKA procedure may take place.

3.
When SGSN receives the initial attach request, SGSN distributes the latest public key and the identifier of public key in Security Mode Command. In addition, SGSN distributes the "network signature use counter" (NSUC) which is a monotonic increasing value that can be increased every time the public key is sent.

NOTE C:
If UE has attached the network before, when SGSN receives Attach/RAU/LAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, SGSN checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.

NOTE D:
In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, SGSN will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4.
At receiving the Security Mode Command message, RNC transmits this message to UE.

5.
When receiving the Security Mode Command message, UE receives and saves the public key sent from RNC via Security Mode Command. UE verifies the signature of PWS Warning Notification message with the public key, NSUC and signature algorithm.


[image: image2]
Figure A.1.2.1 Distribution of public key information in UMTS 


The public key distribution mechanism can also be used for public key update in UMTS.

******************************************End of fifth Change***********************************************************
****************************************** Begin of sixth Change *******************************************************
A.1.3
Signature algorithm agility

This solution describes the distribution of the signature algorithm identifier based on Warning Notification messages and broadcast message. CBE signs the PWS Warning Notification. Figure A.1.3.1 gives an example.

NOTE:
SAI: Signature Algorithm Identifier

1.
In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. 

2.
CBC transmits the signature algorithm identifier to MME with Write-Replace Warning Request.

3.
 The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it transmits the signature algorithm identifier with Write-Replace Warning Request to eNB.

6.
 eNB broadcasts the signature algorithm identifier for the network's coverage area to all UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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Figure A.1.3.1: Distribution of signature algorithm identifier 

PWS signature algorithm identifier is set in the IE: Warning-Security-Information of PWS Warning Notification.

The signature algorithm identifier can be set in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. Then the corresponding message over air interface will have no impact. If this approach is introduced, it will not increase the overload for network entity,

******************************************End of sixth Change**********************************************************
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3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
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6. UE saves the latest public key and the corresponding PSKI and NSUC. 








3. If UE send a PKSI included in the Attach/RAU Request, SGSN checks whether the PSKI and NSUC is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI and NSUC.
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