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1. Abstract of the contribution
This contribution introduces China Mobile’s methodology in security assurance. The assessment path and some analysis are provided according to real network practice.
1. Introduction
China Mobile put security assurance first in security works since we recognized that quality is the lifeline of a telecom operator since 2000. The security assurance methodology choosing path can be separated to two phases. 
(1) The first phase: (2000 -- 2008)
In this phase, network (equipment) security is our principle.
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In the first phase, we thought if all the equipments meet the security compliance testing, network security will be assured and service security will be googd. So in the first phase we focus on equipment security compliance. The most important oupt of this phase is configuration items.
In this phase, security assurance is clear, to meet equipment security compliance. We refered many methodologies and worked out many configuration items. The result is not as good as expected. The equipment administrators don’t know why he should make so many configurations, and service managers don't’t know the depth the security is and which level this can give to network service.
(2) The second phase: (2008 – present)
In this phase, service (business) security is our principle.
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In this phase, we put user security experience and our knowledge first. Security assurance is clear, just to meet user experience and our knowledge. In order to make it, we work out service security requirements and our security policies, and network security requirements must be provided and security rules be implementd. In the final point, only some configuration items will be deployed.
The dynamic user information flows and paths are the focus. Service security requirements and security polices may be the same, but security rules varies depends on networks features, network deployment environment, etc. Only the must configuration items are stringed. 
2. Operator views
With our  security assurance practices, we think:
(1) We prefered to self security assessment. 
(2) The methodology on the shelf is good to IT systems and networks, but not telecom networks.
(3) Service and the dynamic flows (processing, data) are priority, static equipment or product assessment is less worthly
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