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Abstract of the contribution:This contribution proposes a key issue on one-to-many security 
Discussion

This contribution proposes a key issue to cover one-to-many communications between Public Safety UEs 

It is proposed that SA3 accept the pCR for inclusion in the TR

Proposed pCR
5.X
Key Issue #X: One-to-many communications between Public Safety UEs

5.X.1
Key issue details

There is a requirement for Public Safety ProSe UEs to be able to communicate in a one-to-many fashion. Relating to this there is a requirement in TS 22.278 [2] for UEs to be able to start communication without first discovering the receiving UE(s). This means that a UE must unilateraly be able to start sending encrypted one-to-many data packets that may be successfully decrypted by other group members without knowing in advance which group members can actually receive the data. 

5.X.2
Security threats 

The following threats are identified as data is exchanged between any of the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and may be able to obtain their true/original content.

An active attacker may modify the data packets sent by a UE without detection by either the sender UE or any of the receiver UEs.

Due to the one-to-many nature of the communication scenario at hand, it may not be possible to fully protect against replay attacks of one-to-many commuications. For example, if a group member does not hear a particular transmission, then it may well be possible to replay that transmission later and have the UE accept this as a fresh transmission. 

5.X.3
Security requirements

UEs that participate in one-to-many communication are required to be pre-configured with the appropriate keying material and algorithms to be used to protect the data in advance of sending or receiving the protected data. 

Confidentiality of one-to-many communications may be provided. Its use would be a configuration option.

Editor’s note: Requirements on integrity protection and replay of the data are FFS

