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Abstract of the contribution: There are two layers in the ProSe architecture, application layer and connectivity layer. Regular users should be able to expect the same level of security from the connectivity layer as in normal LTE. NSPS organizations may, on the other hand, have stronger requirements. To ensure that the connectivity layer does not become unnecessarily complex, this pCR proposes that the stronger security requirements are resolved by the ProSe application layer. This results in a more modular design which will reduce needed standardization work, and may reduce the complexity of the design. 
1 Introduction 
It is proposed that SA3 agrees to include the solution proposal for ProSe security in this pCR in the ProSe TR.

2 pCR

***
BEGIN CHANGES
***
6.x
Solution X: security for D2D communications based on overlay

Editor's Note: The signaling to establish security for the ProSe APP layer and ProSe EPS layer is FFS.
6.x.1
Introduction
The ProSe architecture shows the existence of two separate layers, the ProSe EPS layer and the ProSe APP layer. The ProSe APP layer contains the ProSe APP function in the UE, the ProSe APP server and the PC1, PC2 and PC5 reference points. The functions of the ProSe APP server may be out of scope for 3GPP as described in clause 4.3.3 of TR 23.703. The ProSe EPS layer consists of the rest of the mobile network functions required for ProSe, i.e., what is required to provide IP connectivity between UEs and QoS guarantees for the connection. Please refer to Figure 6.x.1-1.
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Figure 6.x.1-1 ProSe architecture

6.x.2
Use cases analysis

6.x.2.1
Non-NSPS users

For non-NSPS use cases, an application running in the UE may not be aware of whether a D2D bearer or a normal LTE bearer is used to transmit the data. The application behavior will, therefore, be the same regardless which type of bearer is used. To ensure that the application receives the expected level of security, the ProSe EPS layer need to provide the same level of security for D2D bearers as is provided by the normal LTE bearers.

The security of the D2D bearer can, for example, be based on one of the KeNB present in one of the UEs (or on both their KeNBs).
6.x.2.2
NSPS users

When ProSe is used by, e.g., National Security and Public Safety (NSPS) organizations, there may be higher requirements on security than what is provided by regular LTE. There may, for example, be requirements on non-3GPP encryption algorithms or real end-to-end encryption. Real end-to-end encryption here means that not even the operator is able to decrypt the traffic sent between the UEs. This implies that the session keys used for encryption cannot be based on KASME or any key derived from the UICC. Instead, there needs to be a separate root of trust for the session keys, controlled by the operator of the ProSe APP server. When security is applied to the ProSe APP layer, it is unnecessary to provide confidentiality and integrity protection for the user plane data no on the EPS layer.

Editor's Note: If there are EPS layer control plane functions that still require confidentiality or integrity protection for NSPS use cases is FFS.

Assume that two NSPS UEs are in LTE coverage, communicate over the regular LTE IP access, and that they have established a secure end-to-end connection. As noted in the previous paragraph, this cannot always rely only on normal LTE security. On high level, there are two alternatives for establishing the security. Either the security protection - based on non-3GPP credentials - is constructed as an extension to the EPS protocols (e.g., NAS, RRC and PDCP), or, the security protection is applied on a higher layer. If the protection is provided on a higher layer, it can be made largely independent from the normal EPS protocols and procedures.

If an NSPS UE switches between a D2D bearer and a normal EPS bearer during a secure communication with another NSPS UE, a security solution relying on EPS layer security either have establish security for the D2D bearers and EPS bearers every time they switch, or there needs to be some form of caching of security context in the UEs. Both these alternatives imply a higher degree of complexity compared to a solution based on higher layer security. A solution based on higher layer security could, for instance, work even if there is no security provided on the D2D bearer; such a solution would keep its security context on a higher layer regardless of which bearer is used.

ProSe also includes the possibility that a UE shall provide relay services to NSPS UEs that are out of coverage as depicted in Figure 6.x.2.2-1. It seems reasonable that the UE providing the relay service should not be able to eavesdrop on the traffic transmitted by the out of coverage UE. If the security is applied at the EPS layer, i.e., most likely by a PDCP like protocol, the security could only be hop-by-hop, so the relay UE would be able to eavesdrop on the traffic as well as, inject and modify traffic. If, on the other hand, the security protection is provided above the EPS layer, the relay UE would not be able to do so. As a note, It could be possible to provide a security layer between the UE and the eNB, which would also remove the relay UE as a man-in-the-middle, but since the eNB would still be able to be a man-in-the-middle, this may not be sufficient for NSPS services.
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Figure 6.x.2.2-1 APP layer visible in relay node if security protection only applied at EPS layer.

6.x.2.3
Conclusions

From the above, it seems that it makes sense to separate the security requirements between the ProSe APP layer and the ProSe EPS layer. The ProSe EPS layer should provide the same, or very similar, security functions as normal LTE does. For users with stronger security requirements, the ProSe APP layer can take care of these. Parts of the ProSe APP layer may be specified by 3GPP in form of enablers that will aid the ProSe APP servers and functions to establish secure and reliable communications. Figure 6.x.2.3-1 below shows several examples of the two different layers of security.
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Figure 6.x.2.3-1 The two layers of security in ProSe and their relations in three example configurations.

One option to realize the ProSe APP layer security could be to use IMS media security as defined in TS 33.328. If the KMS based solution is used for key distribution, an NSPS organization can run the KMS themselves, to ensure that they control the trust anchor for their private overlay network. The operator can offer IMS infrastructure, in addition to the ProSe EPS layer, as a service the NSPS organization.

Another option is to use an IPsec or TLS VPN.

A third option is to leave the ProSe APP layer security out of scope of 3GPP specifications. In both cases there is less work to do for 3GPP, so the ProSe work can be completed quicker than if 3GPP have to design and specify the security for this layer as well.

6.x.3
Structure of the PC5 reference point
The description of these types of security solutions allows us to provide more details on the PC5 reference points. The two layers discussed above can be visualized as in Figure 6.x.3-1. 

The ProSe EPS layer, at the bottom of the protocol stack, is comparable to the LTE-Uu reference point between the UE and the eNB. This can provide similar security functions as the LTE-Uu reference point, integrity for potential control plane traffic and encryption for both user plane and control plane traffic. These security functions provide sufficient protection for regular users.

The ProSe EPS layer may, in addition to the security functions of LTE-Uu, provide some NSPS enabler functions. An example of these enabler functions is prioritization of traffic to provide NSPS UEs with better quality of service.  Even if NSPS enabler functions are added, this layer does not provide stronger confidentiality or integrity protection functions such as end-to-end encryption or mutual authentication between devices.
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Figure 6.x.3-1 A more granular view of the structure of the PC5 reference point as of this solution.

Editor's Note: The protocols in the stack are to be defined by RAN2 and SA2, but the explicitly named protocols are plausible choices. The figure needs to be kept up to date with the developments in other working groups.

On top of the ProSe EPS layer, the ProSe APP layer provides stronger security functions such as end-to-end encryption. The ProSe APP layer also makes it possible to allow the trust anchor to belong to the NSPS organization, which is likely to make ProSe more attractive to NSPS organizations.
Establishing security for the ProSe APP layer over the PC5 reference point may require signaling over PC1, PC2 and PC3 reference points. Security may also be established using pre-configured security parameters.
***
END OF CHANGES
***
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