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Abstract of the contribution: 
This document analysis the security threats in the registration process of ProSe, and gives the security requirement of the registration process in ProSe discovery.
1. Introduction
This document analysis the security threats in the registration process of ProSe, and gives the security requirement of the registration process in ProSe discovery.
2.  Analysis
In solution D8 from TR 23.703, A ProSe enabled UE first initiate a registration process before it gets ProSe ID to communicate with other ProSe enabled UEs. Then the ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. 
However, an attacker can utilize the registration procedure to send many signaling to ProSe Server to fake a subscribed UE, which can cause ProSe Server huge consumption. The details are as following:
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1. The attacker uses a ProSe-enabled device to perform LTE attach procedure after power on and establishes a PDN connection to PGW.
2. The application running in this UE asks the EPS layer in UE to send the request message includes (application id and open/restrictive indication) to ProSe Server.
3. The EPS layer in UE sends a ProSe registration request NAS signalling to the ProSe server via eNodeB and MME. The registration request  includes the application identity, the GUTI and the open/restrictive indication. 
4. The ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. Since the UE is unsubscribed, the authorisation is failed. 
Then the attacker will execute the following steps:

2-1. The application running in this UE asks the EPS layer in UE to send the request message includes (application id and open/restrictive indication) to ProSe Server.

3-1. The EPS layer in UE sends a ProSe registration request NAS signalling to the ProSe server via eNodeB and MME. The registration request includes the application identity, the GUTI and the open/restrictive indication.
4-1. The ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. Since the UE is unsubscribed, the authorisation is failed.

……
2-n. The application running in this UE asks the EPS layer in UE to send the request message includes(application id and open/restrictive indication) to ProSe Server for the second time.

3-n. The EPS layer in UE sends a ProSe registration request NAS signalling to the ProSe server via eNodeB and MME. The NAS signalling includes the application identity, the GUTI and the open/restrictive indication.
4-n. The ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. Since the UE is unsubscribed, the authorisation is failed.

Since the eNodeB and MME have no capability to check the UE’s limits of authority, and just send forward to ProSe Server, the ProSe server finally deals with the check.  When it finds out the UE is not subscribed, the ProSe server shall refuse to allocate ProSe ID. Then the attacker will continually sends registration request signaling and the ProSe server has to reply this request and continually check and refuse this request. As a result, this process will bring DoS attack and performance degradation in ProSe Server, even bring down the network. 
3. Proposal
We would like to propose the following changes.
********************** 1st CHANGE ***************************
5. x
Key Issue : Security analysis for registration in Network based ProSe Discovery
5.x.1
Key issue details
A ProSe enabled UE shall first initiate a registration process before it gets ProSe ID to communicate with other ProSe enabled UEs. In solution D8 from TR 23.703 [4], UE has to perform LTE attach procedure after power on, and the EPS layer in UE sends a ProSe registration request NAS signalling to the ProSe Server via RRC signalling. Then the ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. If the UE is subscribed, the ProSe Server will assign a ProSe ID to the UE for this application instance.
5.x.2
Security threats
There exists such a threat that an attacker can utilize the registration procedure to send many signalling to ProSe Server to fake a legal UE, which can cause ProSe server huge consumption. The details of this attack are as below.

When the attacker is not subscribed to ProSe server, it still sends registration request NAS signaling by a ProSe-enabled device to the ProSe Server via eNodeB and MME. Since the eNodeB and MME have no capability to check the UE’s limits of authority and the eNB and MME just send this signaling forward to the ProSe Server, the ProSe server finally deals with the check.  When it finds out the UE is not subscribed, the ProSe server shall refuse to allocate ProSe ID. 
Then the attacker will continually sends registration request signaling and the ProSe server has to reply this request and continually check and refuse this request. As a result, this process will bring DoS attack and performance degradation in ProSe Server, even bring down the network.
5.x.3
Security requirements
This threat can be mitigated by the network to take measures to detect the DoS attack so that the impact from the attacker to ProSe server can be decreased.
Note: Existing security mechanism shall be reused whenever possible and appropriate.
**********************END OF CHANGE***************************
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