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Abstract of the contribution: Group Members can join and leave GCSE Groups, including during ongoing Group Communications.  A key issue is proposed to highlight security aspects of this.
**********START OF PROPOSED NEW TEXT FOR GCSE TR***********
5.X
Key Issue #X: Adding and removing group members
5.X.1
Key issue details
The membership of a GCSE Group will not constant; Group Members may be added or removed from a group, including during an ongoing Group Communication.

Group Members will also move from being Receiver Group Members (in the sense of TS22.468) and not, e.g. because they are receiving from another group or are out of coverage.  In this case they still remain a Group Member – there is no need to revoke any security keys associated with the group.


NB: In normal public safety usage of group communications, it is likely that a user will remain continuously a Group Member of all GCSE Groups that they use regularly (which may be a large number of groups), but will only elect to be a Receiver Group Member of a small number of those groups (e.g. 1 group).  Therefore the need to revoke someone’s group membership (e.g. so that they can no longer decrypt Group Communications for that GCSE Group) is not something that will typically happen regularly.

5.X.2
Security threats 
Threats here include:

- A user who has been removed from a GCSE Group retains the ability to access it, threatening the confidentiality of future Group Communications in that group.
- A user who joins a GCSE Group is not able to a GCSE Group Communication that is already in progress (‘late entry’); this is a threat to availability.

5.X.3
Security requirements
A mechanism shall be provided to ensure confidentiality/integrity of Group Communications when users are added to, or removed from, a GCSE Group.
**********END OF PROPOSED NEW TEXT***********
