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Following the discovery of the confusion around the term "Vulnerability Testing", which is to be solved by term definitions included in S3-130814 we propose using the term "Comprehensive Vulnerability Analysis (CVA)" to replace "Vulnerability Testing" in this contribution.

As the Operational Guidance is to be included in the NP documentation (see contribution S3-130621), there is no need to include it verbatim into the SAS instantiation. Therefore, we propose changing the proposed SAS instantiation content to be a reference to the applicable document versions.

Furthermore, we propose a minor change in wording to clarify that the testers should require updates of the SAS instantiation by the vendor until they "have enough and correct information to execute the required tests." instead of "have enough information to start".
1.
Discussion and proposal
In the current TR, the SAS instantiation content was only described at high level in the evaluation section (5.2.4).  Moreover the exact use of each of the SAS instantiation subpart in evaluation was not clarified and sometime mixed with other task (vendor development process for example).

Completely separating the content of a document and the evaluation of this content is not easy without introducing a lot of text duplication. This contribution propose to have a clear overview of the SAS instantiation content in a new subsection of section 5.2 (Methodology building) and to discuss the detailed content of the document with its evaluation in a new subsection of section 5.4 (Evaluation) (see companion contribution S3-130625).

2.
pCR
********************** START OF CHANGE***************************
5.2.2.4
Security Assurance Specification instantiation documents writing 

The SAS instantiation consist of a set of documents provided by the Vendor to give evaluators and operators the relevant information to understand the critical parts of the network product to be evaluated. The SAS instantiation provides a concrete mapping of the “theoretical” assets and security requirements of the SAS into “real” assets and components supporting the security requirements of the network product being evaluated. 

The SAS instantiation is a set of documents and is not expected to have a fixed structure. This will allow Vendors to maximise the reuse of existing documentation. The content of the SAS instantiation is however defined and it shall contain details on:

-
Network Product description (e.g. software version, documentation version)

-
Scope of evaluation 

-
Instantiated threat analysis
-
Mapping of SAS security requirements to the network product 
-
References to the applicable document versions containing Operational guidance 
in the documentation of the NP
-
Information needed to start the compliance and vulnerability evaluation 
This document set is updated by the Vendors until the testers (Security Compliance Testing and Comprehensive Vulnerability Analysis) consider they have enough and correct information to execute the required tests
. Details on the content of these documents and of the update process are provided in section 5.2.4.X.
5.2.2.5
Accreditation and monitoring rules writing

Certification Body shall describe the rules for accreditation and monitoring of development and test laboratories, whether they are vendors or third-party laboratories. A formalised dispute resolution process for accreditation and monitoring is likely to be required as the denial or delay of accreditation may have far-reaching consequences.

********************** END OF CHANGE***************************
�that is part of the documentation which is an integral part of the product, not the SAS instantiation. See contribution S3-130621.


�Without this change that requirement would be too vague.
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