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Abstract of the contribution: this contriburion proposes to complete the evaluation of Secure Connection by adding evaluation of IKEv2 solution. 

1. Introduction
Following SA3#71 decisions to conclude on MTC Feature Secure Connection, this contribution provides evaluation of IKEv2-based solution in order to ease the comparison of solutions.

2. pCR

START of CHANGE

------------------------------------

5.2.5
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
In order to evaluate the solution for secure connection, it proposes to make evaluation based one the cretiaria as: use case, security, cost, protocol dependency, and network impact.
5.2.5.x
 GBA based solution
1. Use cases: GBA is triggered by UE only, so it can be applied in the scenario when a secure connection procedure is triggered by UE. In contrary, if the secure connection starts from network side, GBA push should be used instead of GBA. Furthermore, GBA and GBA push mechanisms will use 3GPP AKA mechanism that will involve UICC and network entity to generate security keys. As a result, if GBA and GBA push are used together for secure connection, they can fulfil the SA1’s requirement that “The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server”.

2. Security: GBA/GBA push use AKA mechanism, and AKA protocol can resist attacking like replay, eavesdropping, tampering and any others. The key exchange between BSF and NAF will be through a secure channel, so the key will not be disclosed in this interface. As a result, GBA / GBA push mechanism can effectively provide security protection for the exchange of security keys between UE and MTC server. 

3. Cost: In the network side, MTC server need to support NAF features, and an additional BSF should be deployed. In the terminal side, the capability for a Ua application on the ME to indicate to the GBA function should be supported. Furthermore, a GBA-aware ME shall support both GBA_U and GBA_ME procedures. 

4. Terminal supporting: Not all terminals can be considered to support GBA client. So it may require to add GBA features in SIMTC terminals.

5. Protocol dependency: GBA mechanisms except GBA push needs to be based on HTTP protocol. 

6. Network impact: There is no need to deploy new feature on existing network entity, and no influence for protocol. So it has little impact for the existing network. 

5.2.5.y
 IKEv2 based solution
1. Use cases: IKEv2-based solution is triggered by the UE only, so it can be applied when a secure connection procedure is triggered by the UE.

2. Security: IKEv2 security relies on EAP-SIM/EAP-AKA. EAP-AKA offers higher security level than EAP-SIM. The type of keys delivered to application layer in the UE and the method to deliver to application are not yet defined. 
3. Cost: on the network side, an AAA server needs to be deployed. The MTC server needs to support interface with this AAA server.  On the user equipment side, the User Equipment needs to support IKEv2 procedure and EAP client.
4. Terminal supporting: Support of  EAP client and IKEv2 procedure can not be guaranteed for all equipments. So, it may be required to add IKEv2 features and EAP client in SIMTC User Equipments.
5. Network impact: AAA server should be upgraded to support EAP procedure and retrieve AKA vector from the HSS
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