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Introduction 
TR 33.865 contains some editorial errors that should be corrected. The pCR below also proposes some new text for the missing abbreviations and an editor's note regarding how to map the solutions to threats and security requirements dervied from key issues.
It is proposed that SA3 agrees the follwoing pCR for inclusion in TR 33.865.
pCR

*** BEGIN CHANGES ***
2
References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.865: " WLAN network selection for 3GPP terminals".

[3]
WFA: "Hotspot 2.0 Technical Specification v1.0.0".

[4] 
3GPP TS 33.402: “3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses”.

[5]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".

[6]
IEEE: 802.11u, "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: Amendment 9: Interworking with External Networks".

*** NEXT CHANGE ***
3.1
Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

*** NEXT CHANGE ***
3.3
Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



AAA
Authentication, Authorization and Accounting


AN
Access Network
ANDSF
Access Network Discovery and Selection Function

ANQP
Access Network Query Protocol
AP
Access Point
BSS
Basic Service Set
EAP-AKA
Extensible Authentication Protocol - Authnetication and Key Agreement
EAP-SIM
Extensible Authentication Protocol - Subscriber Identificaton Module
IE
Information Element
SSID
Service Set IDentifier
WLAN
Wireless Local Area Network
HS 2.0
Hotspot 2.0
*** NEXT CHANGE ***
4.1.2
Threats

An example deployment is shown in figure 4.1.2-1, where type (including Access network Type and Venue information) 1 implies the WLAN is public and charged while type 2 means that WLAN is hotel and free of charged. It is assumed that the priority of type 2 WLAN is higher than type 1 WLAN, and SSID B has higher access priority than SSID A when the type is the same.
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Figure 4.1.2-1 use WLAN Access Network Type and Venue information for network selection

According to Hotspot 2.0 [3], access network type and venue related information of WLAN access networks can be discovered by UEs prior to association and authentication procedures. The information is transported to UE by a Hotspot 2.0 compliant AP in clear text, it means that users including attackers can get these information. A malicious WLAN A which has a subscription agreement with 3GPP operator and has the lowest selection priority may pretend to be WLAN C which has higher selection priority than WLAN A by transmitting SSID A and type2 to UE, and the UE may select a lower priority WLAN network. It would also result in additional costs if WLAN A charged higher than WLAN B. Additionally, the signal quality of the lower priority WLAN network may be poor, there is a risk that the users may change the operator due to the bad user experience.

In general, from a security point of view, using the access network type and venue related information in WLAN selection policies can cause security issue as discussed above. Thus there is a need to discuss how to use the access network type and venue related information in a secure manner.
*** NEXT CHANGE ***
4.2.1
Issue details

More and more 3GPP operators rely on roaming agreements for supporting WLAN access, an example deployment is shown in Figure 4.2.1-1 below, where the 3GPP operator has roaming agreements with Partner X and Partner Y. Each of these partners acts as a “roaming consortium” and maintains its own roaming agreements with individual hotspot providers (shown as WLAN A, B and C).
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Figure 4.2.1-1 Supporting WLAN access through roaming agreements
The ANDSF may send policies to UE based on Realms and/or OUIs to indicate for example that “WLANs that interwork with Realm=PartnerX.com have the highest access priority”. The UE uses the Realms and/or OUIs as an alternative way (instead of using SSID) to identify and prioritize the discovered WLAN access networks.

5
Solutions of key issues
Editor's note: From the current structure it is not clear which solutions intends to counter threats from which key issue. It is FFS whether it would be simpler to list the identified threats and security requirements from all relevant key issues (in clause 4) at the top of this clause that a solution should counter and then list the solutions, clearly showing which threats/security requirements they counter/fulfill and which the do not. This does not have to be in a formal tabel, but can be written in free form text.
*** END OF CHANGES ***
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