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Abstract of the contribution
This paper intends to further discuss solution 6B in TR23.887 and provide more evaluations.
1. Discussion
We start with noting that the current version of the TR still contains a few Editor’s notes pointing to unresolved issues. The problems we highlight here, however, are more high-level, and would apply even if those Editor’s notes were solved. 

The main problems with solution 6B are two-fold: 
1. One problem is the coexistence of AS security contexts for connectionless mode and connection-oriented mode in the UE and the eNB
In solution 6B, when the UE enters into connected mode, it’s possible that two sets of AS security contexts for connectionless mode and connection-oriented mode coexist in the UE. Both AS security contexts are derived from KeNB, the Token associated is the only thing to distinguish the two sets of AS security context in the UE and the eNB. If the Token associated with the connectionless mode contexts is lost, the UE will face ambiguity in choosing the right security context and the chance of failures/mismatch in the eNB may increase. Moreover, the Token is current defined as locally unique in the eNB. For a mobile UE travelling across multiple eNBs, it could be possible that some of the Tokens received from different eNBs overlap each other, i.e. there may be chances that a mobile UE gets cached security contexts shared with different eNBs but indexed to the same Token. Again, the UE will face ambiguity in choosing the right security context and the chance of failures/mismatch in the eNB may increase. All these failure cases will basically increases the chance of fallback to existing procedures without any optimisation.
2. The other problem is the resource consumption for AS security contexts in the UE and the eNB
According to the current token-based solution, the UE needs to retain an AS security context for connectionless mode for each eNB it visits during the lifetime of the Token, and the eNB also needs to retain a security context for connectionless mode during the lifetime of the Token for each UE that visits it. For mobile UEs which may travel across multiple eNBs in a short time, the resource consumption for security contexts will be significantly increased in the UE. The resource consumption for security contexts will also be significantly increased in the eNB, if a large amount of mobile UEs come in and leave and never come back. Besides the increased resource consumption in the UE and the eNB, this solution does not bring any optimisation for such scenarios because any UE mobility to a new cell without cached valid security context will cause fallback to a full Service Request procedure.
The occupation of storage resource in the UE and the eNB largely depends on the Token lifetime. The longer the Token lifetime is, the more storage resources are taken in the UE and the eNB. The shorter the Token lifetime is, the less optimal the solution is, because full Service Request has to be performed for creating new Token. This token-based solution may even be exploited by malicious UEs to initiate attack on the eNB by faking losing Token for small data transmission and repeatedly requesting Token from the eNB. For infrequent transmission, if the Token lifetime is shorter than the interval of small data transmission (e.g. once a week), the cached security context cannot be reused before expiration, then this solution will not bring any optimization. Even if the Token lifetime is long enough to span the interval of small data transmission, the storage resource occupied (e.g. for a week) will be disproportionate for the cached security context (e.g. reused once or twice).
Therefore, due to the extra security contexts to be maintained in the UE and the eNB, solution 6B is not necessarily a good solution for large amount of travelling devices like logistic trackers and devices that infrequently transfer a small amount of data.
In summary, considering possible failures/mismatch due to the coexistence of multiple AS security contexts, the limitation of this solution and the new threats caused by the solution, solution 6B is hardly warranted for the purpose of small data transfer either.
Proposal: 
add more changes to clause 5.7.5.2 based on the above discussion
2. Proposal
* * * Begin of the Change * * * 

5.7.5.2
Connectionless Data Transmission Solution

For improved messaging efficiency the Connectionless data transmission solution (solution 6B) proposes the following changes in UE and eNB requirements.

Note: Increased complexity of the UE and eNB equipment is expected.

Additional UE requirements: 

•
UE capable of operating in the Connectionless mode should be able to cache the security context with associated Token for each eNB/RNC with which it established security context since last AS authentication, and for which the Token is assigned. 

•
If the UE is not supporting mobility then there is only one instance of the context to cache. 

•
UE should also be able to maintain the Token validity, including its lifetime for expiration and purging.

•
A new state needs to be defined to retain the AS security context in Idle mode.
Editor’s note: It is ffs how this state is defined or maintained.

•
Separation between AS security contexts for connectionless mode and connection oriented mode, and between multiple cached AS security contexts shared with different eNBs.
Additional eNB/RNC requirements: 

•
eNB/RNC capable of supporting Connectionless mode should be able to cache security context for each MTCe UE with which it established security context since last AS authentication.

•
eNB/RNC should be able to assign and maintain a locally unique Token for each cached security context, and manage its validity including lifetime for expiration and purging. 

•
A new state needs to be defined to retain the AS security context in Idle mode.

Editor’s note: It is ffs how this state is defined or maintained.

Additional MME requirements:
Additional threats: new threats due to the introduced Token in 5.7.4.3.5 need to be addressed.
The main problems with this solution are twofold:
1. One problem is the coexistence of AS security contexts for connectionless mode and connection-oriented mode in the UE and the eNB
In this solution, when the UE enters into connected mode, it’s possible that two sets of AS security contexts for connectionless mode and connection-oriented mode coexist in the UE. Both AS security contexts are derived from KeNB, the Token associated is the only thing to distinguish the two sets of AS security context in the UE and the eNB. If the Token associated with the connectionless mode contexts is lost, the UE will face ambiguity in choosing the right security context and the chance of failures/mismatch in the eNB may increase. Moreover, the Token is current defined as locally unique in the eNB. For a mobile UE travelling across multiple eNBs, it could be possible that some of the Tokens received from different eNBs overlap each other, i.e. there may be chances that a mobile UE gets cached security contexts shared with different eNBs but indexed to the same Token. Again, the UE will face ambiguity in choosing the right security context and the chance of failures/mismatch in the eNB may increase. All these failure cases will basically increases the chance of fallback to existing procedures without any optimisation.
2. The other problem is the resource consumption for AS security contexts in the UE and the eNB
According to the current token-based solution, the UE needs to retain an AS security context for connectionless mode for each eNB it visits during the lifetime of the Token, and the eNB also needs to retain a security context for connectionless mode during the lifetime of the Token for each UE that visits it. For mobile UEs which may travel across multiple eNBs in a short time, the resource consumption for security contexts will be significantly increased in the UE. The resource consumption for security contexts will also be significantly increased in the eNB, if a large amount of mobile UEs come in and leave and never come back. Besides the increased resource consumption in the UE and the eNB, this solution does not bring any optimisation for such scenarios because any UE mobility to a new cell without cached valid security context will cause fallback to a full Service Request procedure.

The occupation of storage resource in the UE and the eNB largely depends on the Token lifetime. The longer the Token lifetime is, the more storage resources are taken in the UE and the eNB. The shorter the Token lifetime is, the less optimal the solution is, because full Service Request has to be performed for creating new Token. This token-based solution may even be exploited by malicious UEs to initiate attack on the eNB by faking losing Token for small data transmission and repeatedly requesting Token from the eNB. For infrequent transmission, if the Token lifetime is shorter than the interval of small data transmission (e.g. once a week), the cached security context cannot be reused before expiration, then this solution will not bring any optimization. Even if the Token lifetime is long enough to span the interval of small data transmission, the storage resource occupied (e.g. for a week) will be disproportionate for the cached security context (e.g. reused once or twice).

Therefore, due to the extra security contexts to be maintained in the UE and the eNB, this solution is not necessarily a good solution for large amount of travelling devices like logistic trackers and devices that infrequently transfer a small amount of data.
* * * End of the Change * * * 

