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Abstract of the contribution

This paper intends to further discuss solution 6A in TR23.887 and provide more evaluations. 
1. Discussion
We start with noting that the current version of the TR contains many Editor’s notes pointing to unresolved issues. The problems we highlight here, however, are more high-level, and would apply even if those Editor’s notes were solved. 

The main problems with solution 6A are three-fold:

1. The first problem is the complexity added to the already complex EPS security architecture as solution 6A significantly deviates from the EPS security architecture agreed in Rel-8 in that different security termination points are established and nodes now have to perform security functions that have so far been free of them. 

The fast path solution not only impacts all involved system nodes, but also adds more complexity to the current EPS security architecture by creating a new security layer between the UE and the SGW. The more complex the architecture is, the less reliable the system becomes. For example, it results in every UE having 3 different security contexts (shared with eNB, MME, SGW) used in different modes, hence creates a number of new interoperation, error and recovery cases for changing between modes.
2. The second problem is the interactions between the Rel-8 EPS security architecture and the addition to the EPS security architecture introduced by solution 6A which need to be carefully studied. Such interactions may be difficult to determine exhaustively and would require extensive study. 
Just take the following scenario as one of the examples: If a UE with an enabled fast path bearer is firstly camped on a legacy eNB, the small data will have to be transferred in connected mode in a normal bearer, i.e. the small data is protected with normal AS security context. When the UE is handed over to a fast-path-enabled eNB, the unclarity is whether the UE should keep transmitting small data in the existing normal bearer or the UE should activate the fast path bearer. Hence the unclarity whether the normal AS security context or the fast path security context should be used. If fast path security context is used by the target eNB, it brings further unclarity whether normal AS key derivation for the target eNB during handover is needed or not. 
The above case is just one out of many interaction scenarios. There are many other interaction scenarios that can hardly be enumerated exhaustively. Sometimes there are interactions caused by application changes (e.g. change between normal data traffic and small data); sometimes there are interactions caused by UE mobility (e.g. UE using fast path bearer moves to a legacy eNB and has to fallback to normal bearer); sometimes there are interactions caused by inter-RAT change, etc. It needs to be noted that normal bearer and fast path bearer could possibly be used by the UE simultaneously. This may create even more complicated interaction scenarios. It’s not feasible to do security study for all possible interaction scenarios within Rel-12.
3. The third problem is the resource consumption for security contexts in the UE and the SGW.

According to the current TR, the security contexts are established once the small data fast path is enabled at initial Attach procedure or Create Session procedure. The security contexts are kept after creation in the SGW and the UE as long as the fast path remains enabled, regardless if the fast path is active or not. This situation may result in unnecessary resource consumption in the SGW and the UE in the following two cases: 
· The procedure of “EPS bearers enabling for small data fast path” is actually transparent to the eNB. I.e. the HSS, the MME, the SGW and the UE need to have the supporting capability in order to enable the fast path bearer, but the capability of the eNB is not taken into account. It’s further described in TR23.887 that “when bearers have been enabled for small data fast path in the UE, MME and SGW, and the current eNB does not support small data fast path, a fast path is never activated”. Therefore, in case where the UE is camped on a legacy eNB, the security contexts in the SGW and the UE which are already created at fast path enabling procedure will never be used because the fast path is never activated. Such unnecessary resource consumption is particularly serious for low mobility or stationary UEs camped on legacy eNBs which hardly get the chance to move to eNBs supporting fast path activation.
· Also in current solution, no clear mechanism is provided to disable the fast path bearer once enabled. I.e. there’s no clear indication when to delete the security contexts in the SGW and the UE for fast path bearer. Although it can be assumed that fast path bearer can be implicitly disabled due to SGW relocation (e.g. new SGW Bearer Resource ID overwrites the old SGW Bearer Resource ID in the UE), such implicit disabling is hardly applicable to fast path bearers in low mobility or stationary UEs. The small data security contexts may unnecessarily occupy the resources in the UE and the SGW for a considerably long time only for infrequent communication, i.e. disproportionate amount of storage resources is spent for infrequent small data.
Therefore, due to the extra security contexts to be maintained in the UE and the SGW for a considerably long time, solution 6A is not necessarily a good solution for huge populations of devices like sensors or meters that infrequently transfer a small amount of data. 
In summary, considering the major deviation from the current EPS security architecture, the unclarity in numerous different interaction scenarios, and the limitation of this solution, solution 6A is hardly warranted for the purpose of small data transfer.
Proposal: 
add more changes to clause 5.7.5.5 based on the above discussion
2. Proposal
* * * Begin of the Change * * * 

5.7.5.5
Security Solution of Small Data Fast Path in User Plane
· Encryption and Integrity protection issue: It can be addressed by the solution in 5.7.4.2. However, an additional security context generation procedure should be involved. It will influence the signalling between MME and S-GW, MME and UE, and it also will influence the LTE key hierarchy.

· Security termination point issue (eNB vs S-GW):  From security point of view, the terminating point can be in the eNB or in the S-GW.
· Additional threat: without RRC security, the threats (eavesdropping attack and modification attack) to the unprotected SGW Bearer Resource ID sent to the eNB can never be stopped.

Increased complexity in the UE, the SGW, the MME and the eNB is expected as shown below.

Additional UE requirements: 

· Support new security capability for small data fast path. This includes maintaining a small data security context for the lifetime of the fast path bearer
· Support new security protocol for small data fast path
· Separation between security contexts for small data fast path and for regular EPS beaerer 

Additional SGW requirements:
· Support security capability for small data fast path. This includes maintaining a small data security context for the lifetime of the fast path bearer
· Support security protocol for small data fast path
Additional MME requirements:
· Negotiate with the UE the cryptographic algorithms to be used by the SGW
· Derive small data security key(s) and send to the SGW together with the selected algorithms
· Indicate the UE to derive small data security keys to be shared with the SGW
· Refresh small data security key(s) for the SGW upon Kasme change
Additional eNB requirements:
· Prevent the user plane PDCP encryption or RRC encryption/integrity from being activated when small data fast path is used

The main problems with this solution are three-fold:
1. The first problem is the complexity added to the already complex EPS security architecture as solution 6A significantly deviates from the EPS security architecture agreed in Rel-8 in that different security termination points are established and nodes now have to perform security functions that have so far been free of them. 

The fast path solution not only impacts all involved system nodes, but also adds more complexity to the current EPS security architecture by creating a new security layer between the UE and the SGW. The more complex the architecture is, the less reliable the system becomes. For example, it results in every UE having 3 different security contexts (shared with eNB, MME, SGW) used in different modes, hence creates a number of new interoperation, error and recovery cases for changing between modes.

2. The second problem is the interactions between the Rel-8 EPS security architecture and the addition to the EPS security architecture introduced by solution 6A which need to be carefully studied. Such interactions may be difficult to determine exhaustively and would require extensive study. 

Just take the following scenario as one of the examples: If a UE with an enabled fast path bearer is firstly camped on a legacy eNB, the small data will have to be transferred in connected mode in a normal bearer, i.e. the small data is protected with normal AS security context. When the UE is handed over to a fast-path-enabled eNB, the unclarity is whether the UE should keep transmitting small data in the existing normal bearer or the UE should activate the fast path bearer. Hence the unclarity whether the normal AS security context or the fast path security context should be used. If fast path security context is used by the target eNB, it brings further unclarity whether normal AS key derivation for the target eNB during handover is needed or not. 

The above case is just one out of many interaction scenarios. There are many other interaction scenarios that can hardly be enumerated exhaustively. Sometimes there are interactions caused by application changes (e.g. change between normal data traffic and small data); sometimes there are interactions caused by UE mobility (e.g. UE using fast path bearer moves to a legacy eNB and has to fallback to normal bearer); sometimes there are interactions caused by inter-RAT change, etc. It needs to be noted that normal bearer and fast path bearer could possibly be used by the UE simultaneously. This may create even more complicated interaction scenarios. It’s not feasible to do security study for all possible interaction scenarios within Rel-12.

3. The third problem is the resource consumption for security contexts in the UE and the SGW.

As the small data security contexts are kept after creation during Attach procedure in the SGW and the UE as long as the fast path remains enabled, regardless if the fast path is active or not, this situation may result in unnecessary resource consumption in the SGW and the UE in the following two cases: 

· The procedure of “EPS bearers enabling for small data fast path” is actually transparent to the eNB. I.e. the HSS, the MME, the SGW and the UE need to have the supporting capability in order to enable the fast path bearer, but the capability of the eNB is not taken into account. It’s further described in TR23.887 that “when bearers have been enabled for small data fast path in the UE, MME and SGW, and the current eNB does not support small data fast path, a fast path is never activated”. Therefore, in case where the UE is camped on a legacy eNB, the security contexts in the SGW and the UE which are already created at fast path enabling procedure will never be used because the fast path is never activated. Such unnecessary resource consumption is particularly serious for low mobility or stationary UEs camped on legacy eNBs which hardly get the chance to move to eNBs supporting fast path activation.
· Also in current solution, no clear mechanism is provided to disable the fast path bearer once enabled. I.e. there’s no clear indication when to delete the security contexts in the SGW and the UE for fast path bearer. Although it can be assumed that fast path bearer can be implicitly disabled due to SGW relocation (e.g. new SGW Bearer Resource ID overwrites the old SGW Bearer Resource ID in the UE), such implicit disabling is hardly applicable to fast path bearers in low mobility or stationary UEs. The small data security contexts may unnecessarily occupy the resources in the UE and the SGW for a considerably long time only for infrequent communication, i.e. disproportionate amount of storage resources is spent for infrequent small data.

Therefore, due to the extra security contexts to be maintained in the UE and the SGW for a considerably long time, this solution is not necessarily a good solution for huge populations of devices like sensors or meters that infrequently transfer a small amount of data.
* * * End of the Change * * * 

