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1.
Discussion and proposal
This contribution is a merged attempt from contribution S3-130770 (already a merged from S3-130639 and S3-130634) and S3-130648. The discussion part of these contributions are mentioned here only briefly as necessary for the merge, please refer to each individual contribution for the entire discussion.
S3-130648 and S3-130770 share a very similar definition of TSF. The main differences concern the definition of the TOE.

The intention of S3-130639 is to forbid the definition of meaningless TOE by vendors by artificially restricting the scope of what is evaluated in vulnerability testing (S3-130634 brings a clarification on the responsibility for third party components). To do so, the current definition uses “commercialized by the vendors” as boundary for the TOE.

What ultimately matters is that all accessible interfaces of the network product are testing as potential entry points during vulnerability test. Having an evaluation for only a subpart of the network product that would not fulfil all the function of its network product class or that would not include a component that cannot be removed from the network product and is necessary for its normal operation would not make sense and be of little interest to operators.
S3-130648 on the contrary argue that the TOE defines the scope of evaluation and is not necessarily the entire product package sold by a vendor to a customer but does not provide a reasoning for that in the discussion section. One argument could be that it reduces commercialization freedom of vendor. For example, a vendor might package a an external IP load balancer with its MME for only a subgroup of its customers. The same vendor might want its MME to be SECAM evaluated but not the IP load balancer. However, every new component connected to the MME could become a new entry point for an attacker and should be considered in vulnerability testing.
S3-130648 defines the boundary of the TOE as follow:

-
All interfaces of the TSF shall be part of the TOE. (minimum size condition 1)

-
All external communication interfaces of the network product shall be described as interfaces to the TOE so as to ensure that they are covered by the vulnerability analysis. (minimum size condition 2)

S3-130648 allows the TOE to be smaller than the commercialized network product if justifications are provided. S3-130648 however does not explain whom these justifications would be given to and who will decide if this justification are valid or not. This make the SAS instantiation validation more complex. 

S36130648 allows the TOE to be larger than it minimum size and thus to contain the whole commercialized network product. This initial definition uses “external communication interfaces” as a boundary for the TOE but does not define clearly what is considered to be an external communication interface.
S3-130648 argues that this definition is similar to the understanding in Common Criteria, Part 1, section 6.1. One finds there e.g. “The CC is flexible in what to evaluate and is therefore not tied to the boundaries of IT products as commonly understood.” As CC, is flexible, S3-130770 would fit here also. We also like to outline that the fact that it is possible to describe and consider a minimalistic and non-realistic TOE in the CC framework is often considered a weakness and not an advantage…
The limits of the approach from S3-130648 are particularly easy to see in the following change proposal. The new text would read:
There is a degree of freedom regarding the TOE definition as the TOE may be enlarged beyond the size minimally required by the text in the bullets further above in this subclause. A vendor could define the TOE at an even narrower scope around theTSF.  In the above example, the TOE could be defined e.g. as MME appliance + only some threads in the MME remote management application. However it should be noted that the number of external interfaces of the TOE could increase or decrease by narrowing the scope of the TOE. The TOE including all its external interfaces will undergo vulnerability testing, so that narrowing the scope of the TOE would not necessarily ease testing. 

The TOE would have a very narrow scope for the remote management part (only some thread in remote management application). In the S3-130648 definition “All external communication interfaces of the network product shall be described as interfaces to the TOE”; is the interface between a thread and a process an “external communication interface” of the product ?? Would this definition change something to the entry points that the vulnerability tester would use? If another service is running on the remote management server, e.g a performance counter application with an HTTP interface (and would thus not be part of this TOE); if this HTTP service is vulnerable and give access to remote management credentials, wouldn’t it be relevant to consider it in vulnerability testing? At least, this example seems to be flawed.
Summary of changes:
Where possible (principally for TSF related text), the text from S3-130648 was included as is. As the example which was confusing is removed and clarified by the new text, the parts from S3-130648 that touches this text were not included.
2.
pCR
********************** START OF FIRST CHANGE***************************
5.2.4.1
Development process and SAS instantiation

The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
-
the assurance documentation requested by the security assurance process, e.g.

-
The design documentation [free-form]

-
The operational guidance [free-form]

-
The version management plan [free-form]

-
The flaw remediation documentation [free-form]

-
an instantiation of SAS (see below)

The SAS instantiation will include at least the following information:

-
Identification of the SAS being instantiated

-
Description of the 3GPP network product

-
Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details

-
Description of the target of evaluation (TOE) and of the 
TOE security functionality (TSF) (see below)

The Security Assurance documentation will include at least the following information:

-
Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on

-
Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)

-
Features and specifications

-
Control of changes in hardware and/or software configuration (e.g. version management)

-
Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
-
Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software


5.2.4.X Scope of evaluation

In SECAM the entity that is evaluated is a network product. The paradigm is to have compliance and vulnerability tests. Compliance assesses that a network product conforms to its security requirement (hardening and functional) since it passes test cases. In vulnerability testing, the “already compliance validated” components are considered together with the rest of the network product as commercialized by the vendor. The entire network product is given to a tester which will test different attack scenarios to try to bypass the security requirements and compromise the network product assets.

Let us take the example of two similar MME products, both of them packaged as a single server, one of them (“MME2”) also including a functionality not related to MME security, e.g. load balancing module.

What would be expected, from SECAM point of view, would be:

-
Each comparable product should be tested against the same types of exploitation methods

-
 “MME2” includes load balancing functionality within the server. This functionality could have flaws which could be exploited by an attacker to compromise the security functions of the server; hence one expects that this function is in the scope of vulnerability testing.
CC uses different terms to define what is to be evaluated, namely Target of Evaluation (TOE) and TOE Security Functionality (TSF).Given the differences between Common Criteria and Methodology 2 approaches, those terms are not necessarily identical to 
their CC counterparts. Clarification on the differences is given below. 

The TOE defines “what, within the product, is to be evaluated”. It is defined, as in Common Criteria, as “a set of software, firmware and/or hardware possibly accompanied by guidance.” In CC, the TOE is defined by the vendor. There is a margin for the vendor in this definition, since a vendor may choose to include in the TOE, or exclude from the TOE, any component not directly related to security functionality. This margin does not exist for SECAM since the scope of evaluation is the entire network product as commercialized by the vendor. SECAM considers more precisely the TOE as “a set of software, firmware and/or hardware commercialized by the vendor including both self-developed and third parties software, firmware and/or hardware, possibly accompanied by guidance.” For example, if a vendor commercializes a MME which includes by default other functions not related to the MME network product class, the whole package will be the TOE, including those functions. The term “TOE” and “network product” thus covers the same scope and can be exchanged. The same TOE shall be used for vulnerability testing and compliance testing. 

NOTE: 
Component developed by vendor itself and outsourced by the 3rd party are both considered to be part of the TOE. Vendor should take all of the responsibilities on the whole TOE including both self-developed part and the 3rd party outsourced part if any.
CC also defines TSF as the “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements”. In CC, the vendor has latitude regarding the definition of TSF interfaces in terms of granularity (entire process supporting the security function, API within this process, physical interface of the board embedding the process…). The testing of those TSF interfaces is mandatory in CC compliance testing. Thus this definition is necessary in CC as it defines the scope of testing.
In SECAM, the context is different, because the tests are already described, although at a high level, within the SAS. In SECAM, the TSF would be a “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements”. The TSF of a network product is defined by available SAS(es) for the network product class in question. Following from the SAS(es), the TSF of a network product is explicitly clear. 
Whether a component is part or not of the TSF as well as the granularity of the definition of a component is disambiguated by the test cases of the SAS. For example an SAS may include the following requirement:
Requirement: The product shall include a security audit function, accessible only by a user having the role admin X, logged through SSH on the server.

Test case: 

-
the tester shall connect as the the admin user through SSH and verify that he can access the audit

-
the tester shall verify that a user without admin rights cannot access the audit using the same connection
-
the tester shall verify that no other means exist to access the audit except a SSH session

In this case is clear what, from where to test and how to test (physical port of the network product where the SH server is listening).The definition of TSF is thus only of informative interest.
NOTE: 
e.g. the SAS instatiation shall not exclude functionality, even if it is performed by an already evaluated (under another scheme) COTS component. Whether SECAM recognizes the results of other evaluation (for example FIPS) and requires re-testing or not is a different question. The scope of the evaluation will be constant and include this COTS component even if no re-testing of the compoment is required in compliance.














5.2.4.2
Compliance testing

The compliance testing laboratories shall provide the following documents to the vulnerability testing laboratories and to the operator:
********************** END OF FIRST CHANGE***************************
********************** START OF FIRST CHANGE***************************
4.5.2.1
Assurance level

Assurance level is related to evaluation effort in terms of:

-
scope -- that is, the effort is greater when a larger portion of the IT product is evaluated; For example, when supplementary aspects of the functionality are included in the evaluation;

-
depth -- that is, the effort is greater when evaluation is deployed to a finer level of design and implementation detail;

-
rigour -- that is, the effort is greater when evaluation is applied in a more structured, formal manner. For example, for a given security requirement to test, the effort is greater if the evaluator is requested to provide a formal demonstration that the product will always behave as intended versus providing a given set of output test data for a limited set of test cases.

In SECAM: 

-
Scope will be constant: SECAM intends to provide a single process for a given network product class, which will be relevant to this class.

-
Depth of evaluation is also considered to be constant. The paradigm of SECAM consists in: 

-
Security compliance testing: the paradigm would consist in black box verification of security requirements, but exceptions would be possible, e.g.

-
when required in order to demonstrate compliance for requirements on cryptography, key storage, secure deletion, or implementation of protocols, etc. (in such cases, code inspection would be more efficient than a functional test);

-
when a white/gray box approach is considered more efficient (a black box vulnerability scan over the network would take longer and reveal less than a white box local system analysis).

-
Vulnerability testing:  the general paradigm of vulnerability testing would be consistent with the expected attacker model. Such testing will consequently be based on black box vulnerability testing unless the expected attacker is considered having a higher potential. In the latter case, white/gray box penetration testing would be necessary to assess network product resistance. For example, if an attacker were believed to have knowledge of network product implementation, a black box assessment only would be unreasonable

********************** END OF SECOND CHANGE***************************
�S3-130648 proposes to change “and of” to “including”. Even if TSF is included in TOE, two description are still required. Orange prefers the old text.
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