3GPP TSG SA WG3 (Security) Meeting #72
S3-130751
8-12 July 2013; Qingdao, P.R. China 

revision of S3-13abcd
Source:
Ericsson, ST-Ericsson
Title:
Updates on Triggering with GBA push over Tsp
Document for:
Discussion and Approval 

Agenda Item:
7.9 MTC
Work Item / Release:
 MTCe / Rel-12 
Abstract of the contribution: Updates to Solution 5.
1 Discussion
This contribution proposes to resolve editor’s notes and make other updates and on solution 5. The editor’s notes are to be solved in the following way:
Editor’s note:” An appropriate value is ffs and needs to be registered in TS 29.109 [x5]. This could be e.g. “MTC secure trigger”.” 
is proposed to be turned into a Note as it will not be solved in this TR.

Editor’s note:”An appropriate value SMS application port Id for secure MTC trigger is ffs and needs to be registered by CT1.”
is proposed to be turned into a Note as it will not be solved in this TR
NOTE: An appropriate SMS header parameter or other parameter needs to be decided by stage 3 groups in normative phase.
2 Proposal
It is proposed to adopt the pCR to TR 33.868.
3 pCR 

***
BEGIN CHANGES
***
5.1.4.2.6
Solution 5: Using GBA Push to secure Device triggering procedure over Tsp and T4
Editor’ Note: This is an example for Tsp and T4. It is FFS how this solution can be generalized to cover also Tsms case and entities other than the SCS applying the GBA push security. 

End to end protection of the device trigger is regarded to be provided at the application layer and therefore be out of scope for 3GPP specifications.  However, GBA push as defined in TS 33.223 [22] and e.g. Generic Push Layer as defined in TS33.224 [25] can be used to protect the device trigger. 
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Figure 5.1.4.2.6-1: Security for Device triggering procedure over Tsp

The following steps may be performed before step 2 in the Device triggering procedure over Tsp in clause 5.2.1.

Precondition: To be able to use GBA push -based services the SCS needs to be provided with the following information regarding the UE as is defined in Annex B of TS 33.223 [22]. The mechanism how the information is provided is out of the scope of the specification. 

- 
UE_id: This is the External Identifier specified in TS 23.682 [23] or MSISDN.  

NOTE 1: According to TS 23.682 [23] the use of IMSI outside the 3GPP operator domain is dependent on the operator policy.
NOTE 2: According to TS 33.223 [22] a public identity shall correspond uniquely to a single private identity.
- 
Push delivery method: This can be left empty as the MTC-IWF will select the trigger delivery method.
- 
Transport address (UE_trp): This may be left empty as the MTC-IWF will select the trigger delivery method. In case the UE_id is MSISDN the transport address may indicate the same
- 
BSF address: FQDN of the BSF

- 
UICC application to use: This is the Appl_Lbl if the UICC application to use is not uniquely determined by the UE transport method and/or UE_Id. 

- 
ME is GPL capable or not: ME needs to be  GPL capable.

- 
UICC is GPL capable or not: UICC needs to be GPL capable when GPL protected message is delivered to targeted UICC application (e.g. USIM).

- 
GPL_ME or GPL_U: GPL_ME or GPL_U when the GPL protected message is delivered to targeted UICC application (e.g. USIM).
Editor’s Note: This is FFS to determine what would be the applications that need to rely on GPL_U to benefit from higher level of security. 

1.
The SCS (acting as NAF) determines the need to use GBA Push in order to establish common security associations in the SCS and UE for the purpose of protecting the device trigger. 

2.
The SCS sends a GPI request to the BSF as defined in TS 33.223 [22]. The request is as defined in TS 33.223 with the following profiling:

- 
UE_Id_type indicates public user identity, i.e. External Identifier or MSISDN. 

- 
Ua security protocol Id in the NAF-Id indicates GPL.

- 
U/M indicates the use of GBA_ME or GBA_U. 

- 
GSID (GAA Service Id) indicates the service requesting use of GBA push.

NOTE: 
An appropriate value is ffs and needs to be registered in normative phase. This could be e.g. “MTC secure trigger”.

3. The BSF processes the GPI request and contacts the HSS according to TS 33.223 [22].

4. The BSF sends the GPI response including e.g. GPI and NAF keys to the SCS according to TS 33.223 [22]. 

5. The processing at the SCS is as follows:

- 
The SCS creates the GPL-SA as defined in TS 33.224 [25]. 

- 
The SCS creates the protected GPL message including the trigger payload in the GPL payload as defined in TS 33.224 [25]. Combined GPL delivery is used, i.e. the GPI is included in the GPL message.  

NOTE 3:
TS 33.224 [25] allows sending the GPI separately or combined with the GPL message. Since it is specified in TS 23.682 [23] that the SCS sends a (i.e. one) Device Trigger Request to the MTC-IWF and the transport method for the device trigger is selected by the MTC-IWF, it is recommended that combined delivery is used.

6.
When the SCS sends the Device Trigger Request to the MTC-IWF (in step 2 of clause 5.2.1 in TS 23.682 [23]), the trigger payload includes the protected GPL message. Within the Device Trigger Request the SCS also indicates to the MTC-IWF that the trigger is protected. In case of trigger delivery using T4 this allows the MTC-IWF to select an appropriate SMS header paramtere or other parameter to differentiate the secure trigger from a normal trigger. 

NOTE: An appropriate SMS header parameter or other parameter needs to be decided by stage 3 groups in normative phase..  
7. The device trigger is transported to the UE as defined in TS 23.682 [23]. As the trigger may not fit into one SM the SMS-SC does any necessary segmentation for larger messages. 

8. When the UE receives the device trigger, the trigger is destined to the secure trigger application based on appropriate SMS header parameter or other parameter indicating a secure trigger and incidate the used security protocol. 
NOTE: 
An appropriate SMS header parameter or other parameter for application secured MTC trigger needs to be decided by stage 3 groups in normative phase. 
-
The GPL and GPI processing is performed as defined in TS 33.223 [22] and TS 33.224 [25]. 

- 
After this any information contained within the trigger payload is forwarded to the related or addressed UE-application as specified in TS 23.682 [23].
-
The keys resulting from GPI processing can also be used protect further application layer communication (i.e. to provide a Secure Connection) between the UE and SCS.
***
END OF CHANGES
***
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