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Abstract of the contribution:
This contribution introduces a firewall traversal solution for IMS media using ICE and media over TCP.   The solution supports direct communication between UE and IMS-AGW.  The contribution also discusses the  benefit and the limitation of this solution, and the possible  impact on the existing IMS specification
1. Introduction
It was agreed in SA3 that existing NAT traversal solution should be enhanced to solve the firewall traversal problem.   Current proposal is to use SIP/TLS on port 443 for signaling firewall traversal and ICE/TURN on port 443 for media firewall traversal (S-130697).    Using ICE/TURN provides most robust firewall traversal function in the sense that it works for most types of firewalls/proxies and also only requires minor changes on existing protocols.   On the other hand, ICE/TURN uses TURN server to relay media traffics between UE and its peers (UE or IMS-AGW).  This may introduce subtle issues like latency, capacity, TURN server security protection and authentication .etc.   It is generally recommended by standards that TURN and relay-based should be used as the last resort and only used when more direct communication cannot be established.   It is therefore desired to support firewall traversal using direct connection between UE and its peers for the ICE based solution.

2. The solution of direct connection  between UE and IMS-AGW
One approach to achieve this goal is to use media over TCP and ICE-TCP.   The procedure is straightforward:   When UE collects media candidates for its offer/answer using the ICE procedure defined in TS 24.229.  it should include at least one TCP host candidate for each media.  For MSRP which is inherently TCP based, TCP candidates are always collected.  For RTP/RTCP, UE needs to include both UDP and TCP candidates.  P-CSCF should insert IMS-AGW in the media patch and add a firewall traversal candidate for each media.  The firewall traversal candidate is defiend on IMS-AGW on TCP port 80 or TCP port 443.   P-CSCF should set its TCP candidates as passive so connectivity check should always be initiated by UE.   When UE performs connectivity check,  it will first try UDP (RTP) and normal TCP (MSRP) candidates.  If there is an IMS-unaware firewall on media path thatblocks UDP or only allows TCP 80/443 to pass through, the connectivity check on UDP or normal TCP candidates will fail.  In such case UE will try connectivity check to IMS-AGW tcp port 80 or 443.  The connectivity check and subsequent media packets will look llike HTTP or HTTPS traffics for firewall and therefore typically will be allowd to pass through.  In this way, firewall traversal for media can be achieved through direct communication between UE and IMS-AGE, and the solution is based on existing IETF/3GPP standards.   

3. The benefit and the limitation of the direct connection solution 
The benefit of this solution is that it supports direct communication for media firewall traversal, which is usually preferred over relayed communications when possible.  It is also more compatible to the proposed firewall traversal solution for WebRTC clients, which supports both relayed and direct communication for firewall traversal.  Since it is likely that some or many IMS clients may become browser based in future, being fully compatible with WebRTC standards should be an import requirement for the 3GPP IMS solution 

A limitation of this approach is that it will not work for RTP/TLS initially since RTP/TLS is not defined by standard yet.   Also ICE connectivity check does not support checked through a HTTP proxy.   Existing standards may be enhanced so those issues will be solved.  Also this ICE and media over TCP solution can be used with the ICE/TURN solution together to provide both optimal and complete solution for firewall traversal.
4. The impact on the existing IMS specification  
 To make the ICE and media over TCP approach a 3GPP standard based solution, P-CSCF and IMS-ALG needs to support ICE-lite or ICE-full functions for TCP candidates.  TS 24.229 defines the ICE procedure for P-CSCF and IMS-ALG in section 6.7.2.7.   The specification however only supports ICE functions for UDP candidates.  For TCP candidates TS 24.229 requries P-CSCF to remove TCP candidate information when IMS-AGW is inserted in the media path.  This will cause UE to abort the ICE procedure and the above firewall traversal solution will not work.   It is therefore needed to enhance TS 24.229 to support TCP candidates for both firewall traversal solution and also other benefits like supporting ICE for MSRP and meeting WebRTC requirements

Enhancing TS 24.229 to support TCP candidates for P-CSCF and IMS-ALG is not a securtity problem and needs to be addressed by other working groups.  It is therefore proposed the following actions:

1) Consider and agree to add the ICE and media over TCP based firewall traversal approach to the ICE/TURN/STUN based firewall traversal solution to provide both optimal and complete firewall traversal solution and make the solution more compatible with the proposed WebRTC solution.  The ICE and media over TCP based solution shoule be a subsection of annex W in TS 24.229.
2)  Ask CT1 and other related working groups to consider enhancing TS 24.229 (section 6.7.2.7.4) and supporting ICE lite or ICE full functions for TCP candidates for P-CSCF and IMS-AGL.
6. Proposal

  It is proposed to agree the companion CR toTS 33.203 in S3-130725. 
