Page 1

3GPP TSG SA WG3 (Security) Meeting #72                                                                      ( S3-130711
8-12 July, 2013 Qing Dao, China.
Source:
Alcatel Lucent

Title:
pCR to TR 33.868: Editorial cleanup of sec.5.4.4.2.3.1 and 5.4.4.2.3.2 
Document for:
Discussion and approval

Agenda Item:
7.9
Work Item / Release:
SIMTC / Rel-12
1.       Introduction
This pCR proposes clarifications of TR 33.868 sec. 5.4.4.2.3.1 and 5.4.4.2.3.2. In addition, the text describing provisioning of the symmetric key is moved to a new section, as proposed in a separate pCR.
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************* START OF CHANGE 1 *************** 
5.4.4.2.3
Pairing based on symmetric shared secret

5.4.4.2.3.1
General 

IMEI(SV) validation leverages a symmetric common secret, KME, between the UE and the 3GPP HSS. KME is used by the HSS for encrypting the RAND value that is sent to the UE during the AKA protocol. In particular, the RAND value that is included in each Authentication Vector, sent by the HSS to MME/SGSN, is encrypted using KME as the cipher key. Only the MEs that have the proper KME are able to decrypt the original value of the RAND before submitting it to the UICC. If ME manages to successfully decrypt RAND using KME, then the properly decrypted value will be provided to UICC and will be used for generating the correct RES value. Otherwise, AKA will fail. 
When the HSS subscription record indicates that the IMSI is restricted to one specific device, then it is sufficient to provision one shared secret in the HSS and this device. When subscription is restricted to multiple devices, multiple shared secrets – one per device’s IMEI(SV) – need to be provisioned in the HSS, and a particular secret is selected based on the knowledge of the IMEI(SV) reported by the UE.  
5.4.4.2.3.2
Procedure
The steps of the verification process are depicted in Fig. 5.4.4.2.3.2-1 below. 
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Fig. 5.4.4.2.3.2-1: Binding using a shared secret between HSS and UE. 
0. Optional step: ME reports the IMEI value to the 3GPP network (as per section 5.4.4.2.1).

1. When generating the Authentication Vector(s) associated with a specific IMSI, HSS uses the IMEI-IMSI association as an indicator of which KME to use for encrypting the RAND parameter that is included in each AV. 
2. The AV with encrypted RAND is sent to the Serving System.

3. The MME/SGSN sends the (encrypted) RAND and AUTN parameters to the UE. 

4. ME uses the pre-provisioned KME to decrypt the received encrypted value of RAND. 

5. Once the RAND is decrypted, the ME forwards the (decrypted) RAND and AUTN to UICC. 

6. UICC uses the received RAND value to calculate RES. 

7. UICC returns the RES to the ME.

8. UE further sends the computed RES to MME/SGSN.  

9. MME/SGSN compares the RES to the XRES (included in the AV sent by HSS), in order to authenticate the UE. If authentication is successful, then the IMSI-IMEI binding has been verified. If authentication is unsuccessful, then either UICC is not valid, or UICC has been installed into an unauthorised device. In either case, service will not be granted. 

The KME key needs to be securely stored in the ME and in the HSS. 
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1. HSS uses the KME associated with the particular IMEI to encrypt RAND. The encrypted RAND (encRAND) replaces the original RAND in the AV associated with the specific IMSI.





6. UE/UICC obtains the (decrypted) value of RAND and uses it for generating RES, as well as other security context parameters, as per the regular AKA process.





2. Authentication Vector(s)





3.  [encRAND, AUTN]





4. ME uses KME to decrypt encRAND. The decrypted value is provided to UE along with AUTN





5.  [RAND, AUTN]





7. [RES]





8. [RES]





9. SGSN/MME uses RES to authenticate the UE, as per the regular AKA process. Failure suggests that either UICC or ME is not authorized.
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