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1
Introduction

The following proposes a set of improvements to the “Security Requirement of PWS” section.
Furthermore, the following also proposes requirements updates as SA1 have agreed new changes to their REL-12 PWS requirement document (see S1-133290 and S1-133292).

We propose to remove the requirement “A serving network should periodically send test warning messages on the broadcast channel” because it doesn’t look like a requirement to design the solution, but an implicit requirement of one or more of the proposed solutions.
Also the change of the requirement “If the PWS-UE has not been configured for PWS message security, PWS warning messages shall always be presented to the PWS application on the PWS-UE.” is to avoid the specification of user interaction requirements in the document. SA1 already handles these requirements (for instance: It shall be possible for the Warning Notification to be displayed on the PWS-UE upon reception and without any user interaction. It shall be possible for users to configure the behavior of a PWS-UE with regard to Warning Notification alerting and should allow at least volume adjustment ) so the point of the document is mainly to say that the Warning Notification is transmitted to the PWS application in the PWS-UE by the underlying layer.
Note that the use of the term “PWS Application” is to seek alignment of used terminologies between the SA1 and SA3 documents.
2
PCR

***
START OF CHANGES
***

4
Security requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 are specified in TS 22.268 [2].

Additional requirements identified by SA3 are as follows:


-
The authentication solution should be robust against errors in the key distribution and overload so that genuine  messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.


-
If the PWS-UE has not been configured for PWS message security, PWS warning messages shall always be presented to the PWS application on the PWS-UE.
-
The result in evaluating the authenticity/integrity of the Warning Notification should be provided to the receiving PWS application on a PWS-UE.  Regional or national regulation should specify whether the user may have access to this information from the PWS application (the mechanism to specify this preference is out of scope of the present document). 
Note: the PWS application isn’t involved in security-related operations e.g. signature verification or cryptographic key management 

-
There shall be a mechanism to indicate to the PWS-UE which credential is to be used for the verification of the integrity or the authenticity of the Warning Notification.

5
System and security architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.


[image: image1]
Figure 5.1: PWS system architecture overview

Figure 5.1 gives an overview of the complete security architecture.

-
Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION.

-
CBC is part of the core network and connects to the network entity. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network entities are defined in 3GPP TS 48.049 [4], TS 25.419 [5] and TS 23.041 [3].

-
CBE is on a national level and outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages and the actual signing.

-
MSC/SGSN or MME can be used to deliver PWS keys to UEs.


NOTE: The assumption above has been verified by SA WG1 for the REL-11 timeframe and may have to be reconsidered in later releases.

Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism

Editor’s Note: MSC/SGSN may receive PWS keys from CBC, or PWS keys are configured in MSC/SGSN directly. It is for FFS how MSC/SGSN gets the PWS keys in GERAN/UTRAN, and whether a new interface between MSC/SGSN and CBC should be added, e.g. for the synchronization of NSUC.

.
***
END OF CHANGES
***
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