3GPP TSG SA WG3 (Security) Meeting #72                         S3-130642
8-12 July 2013; Qingdao, China



Source:
China Unicom, ZTE Corporation
Title:
Clarification on the overview of methodology 2
Document for:
Approval
Agenda Item:
8.3 Study Item on Security Assurance Methodology for 3GPP Network Products
Work Item / Release:
FS_SECAM / Rel-12
1 Introduction and proposal
In current TR, clause 5.2.1 gives a brief introduction of M2's characteristics. After the security evaluation, some factors may impact practical deployment and lead to operators query the consistency/trustworthiness of evaluation result. We further clarify the overview of M2 with considering Operational Environmental and life cycle management. This clarification can help reader to capture the main characteristics of M2 and makes the overview more completed. 
This contribution proposes to clarify overview of M2. We kindly propose SA3 to agree this contribution.
***
START OF CHANGES
***

5.2
Methodology 2
5.2.1
Overview

Each 3GPP network product class listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP network product classes listed in section 4.4 as the targets. 

Each 3GPP network product, within a network product class, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

Some examples of the features/capabilities relevant for the scope of this study are listed hereafter: 

-
Network Product Remote Management

-
Network Product Local Management

-
Password Management

-
Software 

-
System Secure Execution Environment

-
Network Services 

-
3GPP Capability Configuration 

-
Network Product Access Control

-
User audit of network products 

NOTE:
Network Product Remote Management consists of functions, methods and protocols enabling the network product management from an external device without the need for physical access. Network Product Local Management in contrast requires physical access. Network Product Access Control consists of a set of rules restricting the access to the network product(i.e. user authentication and authorization) and these rules apply both to Network Product Remote and Local Management.

NOTE:
A pre-requisite for the SAS writing part of methodology 2 is to have a complete list of features/capabilities considered relevant by SA3 for evaluation. The final list of features/capabilities and consequently the list of security requirements in each category will depend on the results of a threat analysis done in the normative phase of this study.

SECAM evaluation will cover the following three tasks:

-
Vendor development process assurance compliance (assessing if the method used to develop the products is compliant with the Security Assurance Process)

-
Security compliance testing (assessing if requested security requirements are correctly implemented in a network product)

-
Vulnerability testing (assessing the robustness of the implementation of said security requirements against a range of known vulnerabilities and attack methods) 

The actor performing a task shall be accredited by the Certification Body for this specific task.

	SECAM TASKS
	ACCREDITED ACTOR

	Vendor development process assurance compliance
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party evaluator

	Vulnerability testing
	Accredited vendor or accredited third-party evaluator


Table 1 Mapping between SECAM phases and involved party.

Consequently, according to table 1, SECAM can take many forms, depending on who performs compliance testing and who performs vulnerability testing. SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. Methodology 2 provides all provisions for this need.

In Methodology 2 the responsibility for writing and managing the accreditation and monitoring rules is taken by a Certification Body. Certification Body’s role also includes the handling of the dispute process. Methodology 2 will propose GSMA for taking this role and will provide a clear delineation between SECAM work in 3GPP and SECAM-related work in GSMA.

Even if it describes the complete process, including evaluation by accredited actors under Certification Body control and Security Assurance Specifications writing, Methodology 2 does not prevent that 3GPP SAS security requirements and tests cases are used directly by mutual consent between vendors and operators without the accreditation/certification process in place if wished so. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation, certification). 

The presence of a Certification body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working conflict resolution process available. Having a Certification Body also avoid the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills. 

Accreditation is intended to be valid for a limited time period and repeated at a frequency defined by the Certification Body (see section 5.2.3 for details).

The ultimate output of the SECAM process is:

· an evaluation report proving compliance of a 3GPP network product with the 3GPP security assurance specifications

· optionally a certificate proving the accreditation of actors performing the evaluation tasks

An evaluation report will be issued for each 3GPP network product evaluated, and an optional certificate will be maintained for each actor. 

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies (see 5.2.5 for details).
Below are several examples of instantiation of roles for SECAM:

Example 1: Combination of self-evaluation (for security compliance) and third-party evaluation (for vulnerability testing) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

-
Security compliance testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

-
Vulnerability testing is assessed by an accredited third-party laboratory which has previously been accredited by the Certification Body for this task.

-
The operators, and the vendors as far as third parties are concerned, receive the report from all three tasks of the evaluation for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the Certification Body.
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Figure 1: Combination of self-evaluation for security compliance and third-party evaluation for vulnerability testing for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

Example 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

This second example below is similar to the first one except that the vendor is also accredited to undertake vulnerability testing and thus conduct all the three phases of evaluation.
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Figure 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

Evaluation results check by the operators and dispute

The operator does not need to be accredited to perform again the tests made by the evaluators in order to gain a higher level of assurance that the SECAM evaluation provided trustable results. Definition of the tools and methods for these supplementary evaluations is outside of the scope of SECAM and left as operators’ proprietary procedures.

However, in case of disagreement on the test results and if the operator wants to enter a conflict resolution process with the Certification Body and the vendor, some forms of recognition of the validity of the operators complaint might be useful. This description will be part of the description of the complete dispute resolution process is likely to be left to the Certification Body and will be outside of the scope of 3GPP. For more details see 5.2.6.2.

Factors (e.g. environment, new vulnerabilities) that may impact practical deployments are also considered in methodology building. Assumption on the Operational Environmental is considered to helping classify network products as well as security requirements analysis. For more details see 4.1.3. Life cycle management consists in establishing discipline and control in the updates of network product during its development and maintenance. For more detail see 5.3.2.2.x life cycle management.
***
END OF CHANGES
***
_1428404084.vsd
Product and documentation, 
security assurance report, security compliance report



_1428404283.vsd
Operator procurement decision


Process and delivrables


Supporting documents


Product and documentation, 
security assurance report, security compliance report



