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Abstract of the contribution: This contribution contains a solution for 1-1 commuication security.
Discussion
This contribution contains a solution for 1-1 commuication security.

It is proposed that SA3 accept the pCR for inclusion in the TR
Proposed pCR

6.X
Solution X: Security for direct one-to-one connections 

6.X.1
General

This solution address key issue X in the current document and is the security part of solutions C3 and C4 in TR23.703 [4].

6.X.2
Overview of solution

6.X.2.1
General

One major difference between the security of direct communication between LTE UEs and regular LTE communications between the UE and network is that in the former there is only one endpoint for the signalling, which brings into question the need for replicating the two layers of LTE security for direct communications.

NOTE: The above is not claiming that there will not be in effect two types of signalling between UEs, e.g. a ;’NAS’-like layer that could be considered independent of the radio layer and radio layer that might be dependent on the actual radio being used. It is merely saying that if there is no need for more than one layer of security , as the termination point for possible signallinglayers is in the same entity.

For this reason, this solution proposes to have only one layer of security that is identical to or at least very similar to the RAN layer security that is in standard LTE.
Nokia-NSN comment 1. The reason given in the preceding paragraph is somehow in conflict with the NOTE above: the NOTE states that a NAS-layer may be perfectly possible. We would like to see more pros and cons for abandoning the NAS layer. A con would be giving up on maximum commonality with standard LTE. 

Editor’s note: This will need to be reviewed as the RAN groups make more progress on their work  

One consequence of the above decision is that there can be no protection of the initial message (post radio connection establishment). This is not a problem as the proposed context of those messages is only connection identifiers and security establishment parameters.
Nokia-NSN comment 2. What’s the meaning of this “(post radio bearer establishment)”? The initial message is Direct Connection Request. Figure 6.X.2.2-1 shows radio bearer establishment as the last step
.
Another consequence of not having a NAS security in ProSe is the derivation of fresh keys for the RAN security can not use NAS COUNTs. It is proposed to replace these with NONCEs from both sides. 

Another difference is that each side issues a connection identity to the other in order to ensure privacy in the same way that S-TMSI can be used to prevent tracking of UEs.
Like in standard LTE, there is will be a key set identifier, called a DKSI associated with the D2D root key, called KD, of the security context that play the same roles as eKSI and KASME in standard LTE. KD is generated per pair of UEs.
Nokia-NSN comment 3.  Better to call KD as the D2D root key since the root key in EPS security refers to Ki.

6.X.2.2
Difference between newtork independent and network authorised cases
As described in solutions C3 and C4 of TR 23.703 [4], there are two possible connection cases, network independent and network authorised. The only difference from a security perspective is in the way that KD is generated. In the network authorised case, the UEs are connected to the network and they rely on assistance from the network to generate the keys. In the network independent case, it is assumed that the UEs are pre-provisioned with some private keys and associated certificates and these are used to generate a mutually shared key KD.  
Nokia-NSN comment 4. Is this assumption valid? How to ensure associated certificates point to the same root certificate? How to ensure validity of the certificate? OCSP needs the involvement of the network. There is the problem of clock synchronisation in UEs. If the clock of one UE isn’t correct, the UE may wrongly treat its peer’s certificated as expired
.
Figure 6.X.2.2-1 gives a high level flow for network independent connection establishment
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Figure 6.X.2.2-1: Network independent connection establishment

In the network independent connection establishment, an initial Direct Connection Request message is sent directly between the UEs. The UEs then (if needed) perform a key generation between them using their private keys and certificates (see clause 6.X.4.3.1) and then run the Direct security mode procedure to start the security (see clause 6.X.4.4). Finally new connection identities are exchanged (if needed) in the Direct Connection Response/Complete (see clause 6.X.4.2) to allow a connection to be re-established without using a permanent identity. 
Nokia-NSN comment 5. This works only when the same UEs repeatedly communicate. With frequently changing partners, this mechanism would not provide reasonable user ID confidentiality. 

Figure 6.X.2.2-2 gives a high level flow for network authorised connection establishment.
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Figure 6.X.2.2-2: Network authorised connection establishment

In the network authorised connection establishment, the first stage is for the UEs to generate keying material for their direct connection using their respective MMEs (see clause 6.X.4.3.2.1). Then an initial Direct Connection Request message is sent directly between the UEs. The UEs then run the Direct security mode procedure to start the security (see clause 6.X.4.4). Finally new connection identities are exchanged (if needed) in the Direct Connection Response/Complete (see clause 6.X.4.2) to allow a connection to be re-established without using a permanent identity.
Nokia-NSN comment 6. Does the first step in Figure 6.X.2.2-2 mean the MMEs generate the keying material for the UEs? 

6.X.3
Security parameters

This clause contains a description of the security parameters used and the purpose of that parameter. The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is in respect to a particular other UE):

· D2D-Null: the UE has everything  it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

· D2D-Idle: the UE has connected to another UE and retained some security parameters for use with that UE

· D2D-Connected: the UE is actually connected to another UE and transmitting data

Stored parameters while in D2D-Null

· D2D authorisation parameters that give the UE permission to use D2D direct communications

· Expressions it will announce, listen to and/or accept direct communication on
Nokia-NSN comment 7. What’s the security relevance of Expression?

Editor’s note: More details on relationship between expression and security contexts is needed
· Set of security algorithm that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorisation parameters ruling out some algorithms, e.g. Null confidentiality only

· For UEs using autonomous connections, the private key/certificate pairs that relate to the various expression it is using

Stored parameters while in D2D-Idle

· Everything from D2D-Null 

· Connection identities: Uni-directional identities ( that is (local, remote pair)  that play the role of S-TMSI in providing privacy for the UE . The remote connection id is assigned by the  peer UE to ensure that they are unique at that peer UE.

· Key set identifier, DKSI, which plays the role of eKSI in LTE

· D2D Root key, KD, which plays of the role of KASME in LTE
· List of expression used with this security context

Stored parameters while in D2D-Connected

· Everything from D2D-Idle 

· (At least held implicitly), a pair of NONCES (local and remote), one for each UE that are used to calculate KD-sess : 
· KD-SESS, the session key to be used for deriving further keys to protect the traffic between UE – this is the equivalent of KeNB from LTE

· The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

· The keys that are used in the above algorithms

· The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms

6.X.4
Security procedures

6.X.4.1
General

The are four different security procedures required for direct communications;

· Allocating a Connection identity

· Establishing an DKSI, KD pair at each UE

· Direct-security mode procedure 

· Direct re-keying procedure
The procedures are described in the following subclauses. Each procedure contains a description of when it can be run and how it fits with other security. For details of how each procedure fits in overall connection etc, see solutions C3 and C4 in TS 23.703 [4].

6.X.4.2
Allocating a connection identity

When creating a direct communications link between two UEs, the UEs may both pass a connection identity to each other. The connection identity needs to be unique at the UE that created it. At a later re-connection attempt the previously negotiated security can be used if still stored by the initiating UE by sending the other UE the connection identity it has previously sent. Connection identities may be re-allocated during connection set-ups or during network assisted keying. This allows a connection identity to be only used once if so desired by the UEs in order to protect their privacy. 
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Figure 6.X.4.2.1-1: Connection identity allocation

1. UE_1 sends UE_2 a new connection identity that UE_2 should use next time it communicates with UE_1 either 

a Directly in Direct-Connection-Response/Complete messages; or

b Through signalling via their respective MMEs (for more details see the messages flow described in figure 6.X.4.3.2-1).
Nokia-NSN comment 8. If both the UE1 and the UE3 send new connection IDs to the UE2 and the new connection IDs happen to have the same value, when the UE2 uses this new connection identity, both the UE1 and the UE3 will think the UE2 is starting a D2D communication with itself.

6.X.4.3
Establishing a shared key

6.X.4.3.1
Network independent case

This procedure may only be run after receiving a Direct Connection Request (see solution C3 in TR 23.703 [4]) or a Direct Rekeying Request message (see subclause 6.X.4.5 of this specification). This case is only for public safety UEs (see solution C3 in TS 23.703 [4]). It results in the UEs sharing a DKSI and KD pair.
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Figure 6.X.4.3.1-1: Network independent key establishment

0. UE_1 sends UE-2 either a Direct-Connection-Request (see SA2 specification) or Direct-Rekeying-Request (see subclause 6.3.4.5.. 

Note: Either UE can send a Direct-Rekeying-Request when they are connected to each other

1. – 4. UEs exchange messages to result in a shared DSKI and KD pair
Editor’s note: The details of the key establishment need to be added. How to ensure associated certificates point to the same root certificate? How to ensure validity of the certificate? OCSP needs the involvement of the network. There is the problem of clock synchronisation in UEs. If the clock of one UE isn’t correct, the UE may wrongly treat its peer’s certificated as expired
Nokia-NSN comment 9. Here are 4 steps to finish the mutual authentication while with EPS AKA there is only one round. The details of the key establishment protocol need to be added.

6.X.4.3.2
Network authorised case

This procedure may only be run prior to sending a Direct Connection Request or after a Direct Rekeying Request when it is desired by one UE to use a fresh KD as opposed to a fresh KD-sess. The Direct-Rekeying-Request can only be sent when the UEs are already directly connected. The following flow shows the security part of the relevant SA2 flow (see TR23.703 [4])
Nokia-NSN comment 10. The details of the key establishment protocol need to be added.
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Figure 6.X.4.3.2-1: Network authorised key establishment

0. Either

a. a UE_1 has received a Direct-Connection-Request or Direct-Rekeying-Request and want to generate a new KD; or.

b. UE_1 wants to establish a connection with UE_2 using network authorised connection procedure 

1. UE_1 sends an Extended Service Request (ESR) indicating direct connection to MME_1. It contains connection identity given it by UE_2 previously if it has one or the EXP code that is or wants to communicate with. Other parameters are FFS
Nokia-NSN comment 11. What’s the meaning of ESR
?
2. MME_1finds out the address of MME_2 (this is FFS in rekeying case) and sends it a Direct-Keying-Request. It includes the connection identity or EXP code that was received in message 1. It also includes Keying_material_1. Other parameters are FFS.
Nokia-NSN comment 12. What’s the Keying_material? What’s its usage in key derivation? Is there a protection of the Keying_material when it’s sent from the MME to the UE2? It’s an extra burden for the MME to be involved just for forwarding the message.

3. MME_2 sends UE_2 the connection identity or EXP code that was received in message 2. Other parameters are FFS. 

4. UE_2 sends a new connection identity if there was not one in message 3 or it wants to refresh its connection identity. It also selects a DKSI that will be associated with the calculated KD. Other parameters are FFS.
Nokia-NSN comment 13. How to derive the KD? The UE needs to maintain the DKSIs and mapping them with the connection identity and the corresponding KD. What’s the life time of this security context of D2D? It will be a burden for the UE to maintain and manage the D2D security contexts of different peers.

5. MME_2 sends MME_1 the parameters received in message 2 and Keying_material_2. Other parameters are FFS. 

6. MME_1 sends UE_1 the parameters received in message 2. Other parameters are FFS. 

7. Both UEs calculate the final KD from the received keying material parameters and parameters held locally. 

Editor’s note: The details of the key establishment protocol need to be added. What’s the life time of this security context of D2D?
6.X.4.4
Direct security mode procedure

This procedure is run in response to a Direct Connection Request in order to establish a secure connection between the UEs. 

UE_2 may initiate one of the procedures described in 6.X.4.3 to establish a key. These may be run between the UEs before the start of the D2D security mode procedure if a KD is needed or UE_2 wants to establish a new KD
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Figure 6.X.4.4-1: Direct Security mode procedure

0. UE_1 has sent a Direct-Connection-Request to UE_2. This message includes Nonce_1 (for session key generation) , Supported_algs (the list of algorithms that UE_1 is OK to use in this connection) and Key_creation_data (information needed to determine the method of key generation - the details of this are FFS). The UEs have also agreed on a DKSI and KD pair either at step 0a or 0c.

1. UE_2 sends the Direct-Security-Mode-Command to UE_1. It includes the DKSI to indicate which KD to use, Nonce_2 to allow a session key to be calculated and the chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. UE_2 also returns the Supported_algs parameter and part of the Key_creation_data to protect them from man-in-the-middle attacks. UE_1 will not accept a Direct-Security-Mode-Command if there are different what it sent. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 and then derives the confidentiality and integrity keys based on the chosen algorithms (see subclause 6.3.6.1). It integrity protect the Direct-Security-Mode-Command before sending it to UE_1. UE_1 performs the same key calculation and checks the integrity of the message before accepting it.

2. UE_1 send an integrity protected Direct-security-mode-complete message to UE-2. After this all messages are integrity and confidentiality protected except possibly rekeying messages (see subclause 6.X.4.5).

6.X.4.5
Direct re-keying procedure

This procedure can be run at any time and initiated be either UE. It results in a new KD-sess being used to protect the traffic between the UEs. The new KD-sess can either be calculated from the current KD or a new KD established during this procedure using the appropriate procedure from 6.3.4.2.


[image: image7.emf]UE-1 MME-1 UE-2 MME-2

1. Direct-Rekey-Request (UE-1_identification, Connection_ID, Nonce_1)

2. Optional generation of DKSI and K

D

pair

3. Direct-Rekey-command(DKSI, Nonce_2)

4. Direct-Rekey-complete()


Figure 6.X.4.5-1: D2D re-keying procedure

1. UE_1 sends UE_2 a Direct-Rekeying-Request message when they are already directly connected and UE_1 wants to refresh the keys. This message includes a parameter (this is FFS) to enable MME_2 to find MME_1 and get signalling to UE_1 via the network, a flag to indicate whether a refresh of KD is requested and Nonce_1.

2. A DKSI and KD pair are generated if request by UE_1 or desired by UE_2 using the procedures in subclause 6. 

3.  UE_2 sends UE_1 a Direct-Rekey-command message. It includes DKSI and Nonce_2. Along with Nonce_1 these allow the calculation of a new KD-sess. The message needs to be at least integrity protected.

4. UE_2 responds with a Direct-Rekey-complete message that is at least integrity protected

Nokia-NSN comment 14. on the whole paper:
The derivation of D2D key should reuse the LTE security functions as much as possible. The security solution should not put much management work on the UEs.
The security solutions for network independent case and the network authorised case may be different considering the flexibility and the cost, especially for the UEs. For the network authorised case the D2D key derivation facilitated by the network nodes will relieve the work at the UEs.
D2D service and conventional EPS service is not mutually exclusive to each other, meaning that when there’s D2D service on-going, at the same time EPS service could also be happening as well, in this case D2D UEs could be in RRC_Connected state for EPS service and have activated EPS security keys. 
In TR22.803 there are three cases: default data path, “direct mode” data path, and “locally-routed” data path. The MMEs are not needed to be involved in the case of “locally-routed” data path.
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